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JlaGopaTopnas padora Ne 1
Bcerpoennsie cpencTBa 3amuThl HHGOPMAIMK B MUKpompolieccopax Intel

1. HEJIb PABOTBI

[enpto paOoThl ABISIETCS M3yUYEHHE KOHLEMIUU BCTPOCHHOIO MEXaHM3Ma 3a-
IUTHI KHPOpPMAIIMK B MEKporpoiieccopax Intel.

2. OCHOBHBIE TEOPETHYECKHUE CBEJIEHUA

2.1. HA3BHAYEHMUE, KOHIEITINN n KOMITIOHEHTbBI
SAIIUINNEHHOI'O PEXKNMA.

2.1.1. HazHayeHHe U OCHOBHbBIE KOHICIIITNH.

SamumeHHpn pexxum padotel B MIT Intel mpemycmaTtpuBaer ammapatHyro
MOJIEPKKY Pa3IUYHBIX BAPUAHTOB 3alIUThl MHGOpManuu oT nomex. lIpemycmoT-
PEHHBIE BO3MOYKHOCTH M TIIyOMHA 3alUThl OMPEIEISIOTCS HCIOJIb3yEMBbIMHU OIEpa-
LIUOHHBIMHA CUCTEMAaMH.

HeoOxoaumocTh B 3amure nHGOpMalMU MOSBUIACH IPU MEPEX0Je Ha MHOTO-
IpOrpaMMHBIE PEKUMBI paboThl. bpulo sicHo, uro DBM, nomyckaromiye MHOTonpo-
rpaMMHBIE PEXKUMBI paObOThI, JOJKHBI 00ECIIEUNBATh CIIEIYIOIINE TPEOOBaHUS:

1. He3aBHUCHUMOCTH MOJTOTOBKH I0JIb30BATEILCKUX MPOTPaMM U UX 3alllUTa OT

B3aMMHBIX [TOMEX;

2. 3alIMTy MPOTPaMM OIEPAIMOHHOW CHCTEMBI OT MOMEX MpH COOSIX B TOJIb-

30BaTEIBCKUX MPOrPAMMAX;

3. 3alMTy MpOTrpaMM OIEPAIMOHHON CHCTEMBbI BEPXHETO YPOBHS OT MOMEX

pH cOOSX B MpOrpaMmax ONepalliOHHON CUCTEMbI HUJKHETO YPOBHS;

4. 3amuTy nporpaMM OT OTPUUATEIBHBIX MOCIHEACTBUN MPU MPOrPAMMHBIX

c00sX;
5. 3alUTy LEJIOCTHOCTU CUCTEMBI.
He3zaBucMMOCTh NOATOTOBKH I0JIb30BATEILCKUX NPOrPAaMM M MX 3aLIUTA
OT B3aMMHBIX OMeX. JTO TpeOOBaHUE O3HAYAET, YTO:
* 1pu pa3paboTKe CBOEH MporpaMMbl MOJb30BaTENb HE JOKEH YYUTHIBAThH
BO3MO>KHO€ B3aUMHOE PACIOJI0KEHUE MPOrPaMM B ONEPATUBHOM MaMSITH U
MO>KET PaCCUUTHIBATH Ha JII0O00E MECTO B MAMSITH;

*  IpeaycMaTPUBAETCS JIOKAIM3ALUUsI BO3MOXHBIX HETATHBHBIX MOCIENCTBUN
MPOrpaMMHBIX OIIMOOK B MpejaesiaX aJpecHbIX MPOCTPAHCTB COOTBETCT-
BYIOIIIMX IPOIPAMM.

VYkazanusie npodaemsl B MIT Intel B 3amuiieHHOM pekrMe peraroTest Mexa-
HU3MOM yIPaBJICHUS BUPTYAJIbHON NaMSATH.

Bupmyanvnas namame npedycmampusaem ubkoe npocpammuoe pacnpeoeie-
HUe pecypcogé namamu, OUHAMUYECKYI0 nepeaopecayuio u pasoeieHue aopecHbix
NpPOCMPAHCME COBMECTHO BbINONHAEMbBIX NPOSPAMM.




Bupmyanvnas namame oonyckaem MHO20NPOSPAMMHOE 8bINOIHEHUE NPUKIAO-
HbIX NPOSPAMM, HO HPU IMOM NPOSPAMMbL USOTUPYIOMCS Opye Om Opyea maKum 00-
PAazom, ymo owubKy 8 0OHOU U3 HUX He GIUSIOM HA KOPPEKMHOe BbINOJHEHUE OPYUX
npoepamm. Kozoa npoepamma ocywecmeansem "nekoppekmuoe” obpawerue Kk nams-
Mmu, MEeXamum SUpPmMyarbHol namsamu OloKupyem obpauwjenue u cooowaem o no-
nblmKe HapyueHUs 3aujumol.

B MII Intel peanuzosanvl 06a ypoeHs supmyanvHol namsimu - 6EPXHUL U HUIC-
Hutl. Bepxnuti yposenv peanuzosan MexaHuzmMom MpaHciayuu ce2mMeHmos, HUNCHULL
VPOBEHb - MEXAHUIMOM MPAHCIAYUU CIMPAHUY,.

Ha ypoBHE TpaHCHSIIIMU CETMEHTOB Pa3/IeeHNe aJPECHBIX TPOCTPAHCTB MOJb-
30BaTEJIbCKUX MPOTPAMM OCYINECTBISCTCS MPHU MOMOIIN JIOKAThHBIX TAOJIHII JISCK-
PUIITOPOB CETMEHTOB.

Hocmyn k cecmenmam ocyujecmsisiemcs moabko uepe3 mabauybl 0ecKpunmo-
Po8. 3azpyska cecmeHma 6 namsamo (ONepamueHyIo Ui GHeUHIOW) NPOU3BOOUMCS 8
J100Y10 eé c600600nyI0 obaacmy. Ilpu smom 6 deckpunmope cecmeHma uKcupyemcst
6a3086bill (HAYAIBLHLIL) aopec cecmenma.

Taxum obpazom, mabauyvl OeCKpUNmMopos Onpeoensiom He MOoJIbKO 00wl
00veM a0pecHo2o0 NPOCMPAHCMEA NPOSPAMMBL, HO U KOHKpEmHoe pasmeujenue cee-
MEHMO8 NPocpamMMbl 6 husuyeckol namamu. Mo AGIAemcss OCHOBOU pPa30eieHUs
AOPEeCHbBIX NPOCMPAHCIE NOTb308AMETLCKUX NPOSPAMM.

B kaorcooil nonv306amensckol Npocpammsl eCmob C805 I0KaNbHas mabauya Oe-
CKPUNMOPO8, HeOOCMYNHASL NPOSPAMMAM OpYeUX noabzoeameinei. Ima mabauya on-
peodensem docmyn K Quzuieckum aopecam coomeemcmeyrowux ceemenmos. Ciedo-
8amebHO, NOIb308aAMeNbCKUE Npocpammvl mocym "eudems"” moavko ceoe adpechoe
npPOCMPAHCMEO.

MHnozononvzoeamenbekue pexcumvbl O0NNCHbL He MOJbKO pPa30eisimb Npocpam-
Mbl nonvzogameneu. Mnozoa mpebyemcs coemecmuas paboma HeCKOIbKUX NOJb30-
gamenvCckux npocpamm. [nsa smoeo mpebylomcs He JIOKANbHASA, d pazoensiemads na-
MSAMb.

Pa3zoensieman namame necko opeanuzyemcsi npu nomewjeHuu O0ecKpunmopos
COOMBEMCMBYIOWUX Ce2MEeHmMOo8 8 00WYI0 2100aIbHYI0 MAbAUYY 0eCKpUnmopos uiu
0yOnuUposanuem O0ecKpunmopos paz0ensiemblX Ce2MeHmMO8 6 NOKANbHbIX MAOIUyax
0eCKpunmopos.

Ha ypoBHE TpaHCISIIMU CTpaHUI] pa3ielieHue aIpeCHBIX MPOCTPAHCTB MOIb30-
BaTeliel MPOM3BOIUTCS TPU pa3AciicHuH Tabmuil cTpanuil. Kaxmas mporpamma wuc-
MTOJIB3YET CBOKO TAOJIMITY CTPAHHMII, KOTOPAs OMPEALISIET TOCTYI K COOTBETCTBYIOIIUM
(cBOMM) CTpaHULIAM.

3amuTa mporpaMM onepanuoOHHON CHCTEMBI OT MOMeX NMPH cO0SIX B MOJIb-
30BaTeJIbCKUX MPOrpaMMax.

Brimontnenne 3toro TpeboBaHMs sBISETCS OoJiee CIOXKHOM 3amadeit. [lemo B
TOM, YTO ONEPAIMOHHAS] CUCTEMA CIYXKUT HE TOJBKO JUIsl OPTaHU3aIlliy OINpPeIeIICH-
HOTO pekuMa paboThl U obecredeHus "ApyxkenoOoHoro" ’KkpaHHOTO HHTEp(eiica.
OnHo# u3 BaKHEHIINX (QYHKIUI OMEPAMIOHHON CUCTEMBI SIBISIETCS MPEAOCTaBICHHE
CEPBUCHBIX TPOIEAYP MOJIB30BaTENbCKUM TIporpammam. [1o 3Tol npuunHe riobanb-
Has Ta0nuIa JECKPUITOPOB, OMPEACISIONas CErMEHTHI ONEPAIMOHHONW CHUCTEMBI,
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JOJKHA OBITH JTOCTYIHA TIOJB30BATEIbCKUM IIporpaMMaM, HO HE BO BpEJ 3alllUTe
IpPOrpaMM OINEPALMOHHOW CHCTEMBI.

Jist paspernieHus 3Toil mpoOaeMbl UCIIOIb3YETCSl MEXAHU3M 3aIHUThI 10 PEXKH-
MaM paboThl (YPOBHSIM NPUBUIETUH).

llpakmuuecku 6o 6cex komnvromepax 0as yeiel 3auumsl nPeoyCcCMampusaom-
Csl KaK MUHUMYM 084 PeXCUMa pabomvl: CUCMEMHDIU DeNHCUM, HA3bIBAEMbIU MAKHCe
pedicumom cynepsuzopa (SUPErvisor), u noavzosamenvckuil pexcum (User). Ocnoeroe
pasauyue mMexncoy HUMU COCMoum 6 mom, Ymo npocpammam, pabomaiowum 6 pexrcu-
Me cynepsusopa, OOCMYNHbul 8Ce pecypcbl CUCMEMbl, ) NPOCPaAMM, pabomarowux
NOIb306AMENLCKOM pedcuMe, 803MONCHOCMU OOCMYNA K pecypcam cucmemvl o2pa-
Huuenvl. B cospemennvix MII makou mexanusm 3auumsl HA3bLIBAIOM 3AWUMOU NO
yposusm npusunezuti (PL - Privilege Level).

DTOT MEXaHU3M OTKPBIBAET IMOJIb30BATEIHCKUM MPOrPaMMaM JOCTYIT TOJbKO K
OTpe/eICHHBIM MPOrpaMMaM OTEPAIMOHHON CHUCTEMBI U 00ECNeYrBaET JOCTATOYHO
KOPPEKTHOE UCTOJIb30BAHUE 3THX MTPOTPAMM.

3ammTa nNporpaMM BepXHeEro YpPOBHSI ONICPAIMOHHON CHCTEMBbI OT MOMeX
npu c00AX B NPOrpaMMax HUKHEr0 YPOBHSI ONEPAIMOHHOM cucTeMbl. Takas 3a-
[IUTa MporpaMM He0OXOUMa, MOTOMY YTO OOBIYHO OINEPAIMOHHBIE CUCTEMBI UMEIOT
HUEPaAPXUUECKYIO CTPYKTYpY.

OmubKu Ha pa3HBIX YPOBHIX 3TOU CTPYKTYPhI UMEIOT Pa3IUYHbIC MO TSHKECTH
MOCJIEACTBUS B BUE BO3MOXHBIX HApyIIEHUN B paboTe cuctembl. EcTecTBEHHO, UTO
"YKECTKOCTB" 3alIUThI OT IMOMEX Ha Pa3HbIX YPOBHSIX HEPAPXUU IPOTrpaMM OIepalu-
OHHOM CHUCTEMBI JOJDKHA ObITh paznuyHOoi. [1o 3TON mpuYrHE yBETUYMBAIOT KOJIUYE-
CTBO YPOBHEMN NIPUBUIIETU.

B mponeccope Intel umeercs anmapaTtHasi momaepxkka 4eThIpeX YpOBHEH TpH-
Bwieruid. OJIHaKO B CTPaHUYHOM NPeoOpa3oBaHUU ajpeca MPUMEHSIETCS YIOMSHY-
TBII MPOCTOM IBYXYPOBHEBBIN MEXaHU3M 3aIlUTHI: TTOJIb30BATENb/CYTIEPBU30P.

3ammTa NporpaMMm OT OTPULATEJbHBIX NMOCIAEACTBUHI NMPH MPOrPaAMMHBIX
coosix. Hamnbonee omacHBIMH 371€Ch SIBIISIOTCS OIMOKH B WCIOJIb30BAaHUU aAPECOB
JAHHBIX WK niepexo10B. Hepeako atu cOou mpuBOAAT K (aTaIbHBIM MOCTIEACTBUSIM:
IIOpY€ MacCCHUBOB JIAHHBIX U KOJIOB.

MexaHu3M 3alUThl OPOrpaMM OT OTPUUATEIbHBIX IMOCHEACTBUA HPHU MPO-
IPAMMHBIX COOSIX OMHPAETCS HA ONMKCAHUE PA3IMYHBIX CUCTEMHBIX OOBEKTOB C TIO-
MOIIBIO JICCKPUIITOPOB.

Jleckpunmop saensiemca "nouckosvim"” obpazom obvexma, onpeoenaouuUM
@DYHKYUOHAIbHBIE CBOUCMEA 00BEeKmMAa C Y4emoMm OnpeoeNeHHblX MmpeOOo8aHull UH-
Gopmayuonnou besonacHocmu. [leckpunmop onpeoensem He MOAbKO MeCmo pacho-
JI0J#CEeHUsL 00bEKmMa 6 NAMsAMu, HO U €20 MUun, CMmeneHb 3auwumol U npasa 0oCmynd.

Ha ocHoBe nHdopmaruu 1ecCKpUnTopa MEXaHu3M 3alUThl OCYIIECTBISET OJ10-
KHUPOBKY OOpaiieHus K "HeBepHOMY' MPOCTPAHCTBY MaMSITH U COOOIIAET O BO3HUK-
HOBEHUH 3TOU CUTYaLIUH.

3ammTa 1eJOCTHOCTH (PYHKUMOHMPOBAHHWS BBIYHUCIHUTEJIbHON CHCTEMBbI.
BrraucnurenbHbie CHCTEMBI IPOSKTUPYIOTCS MO KOHKPETHBIE PEKUMBI PaOOTHI, OTI-
pelenseMbple ONEPAMOHHOW CHCTEMOW. UETKOEe BBIMIOJHEHUE aJMUHHUCTPATUBHBIX
GyHKIMA TI0 TIOAJIEPIKKE 3aJaHHBIX PEKUMOB BXOIUT B MOHSITHE IETOCTHOCTH BHI-
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YUCIUTEIBHON crucTeMbl. O0OecrieueHne MeJ0CTHOCTH (YHKITMOHUPOBAHUS BBIUUCITH-
TETHHON CHCTEMBI PEATU3yeTCs MEXaHU3MaMH Pa3IelieHUs] aJJpeCHOTO MPOCTPAHCTBA
Y 3aIUTOM 10 YPOBHSAM ITPUBUIIETUH.

[Tpu n3ydeHnn MexaHu3Ma 3aIIUThHI CIEAYeT YIeCTh, YTO:

. 3aIlIUTa MPOW3BOJIUTCS Ha JIOTUYECKOM YPOBHE

Bce npogepku (nanpumep, adpecos oopawjenust) ocyujecmsisitomes 8 npoyec-
cope CpasHeHuem BbIYUCIeHHbIX U OONYCMUMbBIX DMATOHHLIX 6eauyun. [Ipu noaoxicu-
MENbHLIX Pe3yIbmamax cpasHerus aopeca nocvliaomes 6 namams. llpu nepecwviike
aopecos u OAHHBIX BO3MONCHO UX UCKANCEHUe U3-3d annapamHuulx cooes. Mexanuzm
3awumul neped maxkumu coosamu beccuner. /s 60pbbbl ¢ HUMU 8 BbIYUCTUMETILHBIX
CUCeMax UCHONb3yemcs Opyeoll CIOU 3aujumsl - 8CHPOEHHbIN HEeNpPepbl6HOU KOH-
mpoib be30uubouUHol pabomsl annapamypeol.

. paccMaTpuBaeMbIii MEXaHU3M SIBJISICTCS TOJIBKO aIllapaTHOW IOJICpPIK-
KOH 3amuThl. [JIyOWHA peann30BaHHOW 3aIIUTBI OMPENEISETCs] OIMEePAIMOHHON CHC-
TEMOM.

Hanpumep, mexanusm ynpasieHus UpmyaibHo nAmMsImsl0 cnocobeH Haoeic-
HO pazoensims aopechvle NPOCMPAHCMBEA NPOSPAMM, HO NPU YCIO8UU, YO NPOSPAM-
MaA-3a2py34uK ONepayuoHHoL cucmemvl 6y0em 3azpyrHcams COOMBEencmeayouue cee-
MEHMbL 8 ONEPAMUBHYIO NAMAMb 0e3 UX NepeKpbimull.

Onepayuonuas cucmema OO0JIICHA BbINOIHAMb NPOMUBOPEUUBble MPeDOBAHUSL.
C 00HOU CMOpPOHbI OHA O0INHCHA NPEOOCMABIAMb NONb308AMENIM MAKCUMYM Cep-
BUCHBIX YCIye, BKIIOYAsL YCIYeU NO UCNOIb30BAHUI0 cucmeMublx pecypcos. C opyeoi
CMOpOHbL 07151 0becnevenuss YeloCMHOCMU CUCEMbl OHA OO0JIHCHA MAKCUMATILHO 02-
panuyueams 800600y YNpasieHus pecypcamu co CmopoHvl Noab3oeamenel u omaoe-
JISIMb CUCEMHbLE NPOSPAMMbL OM NOIb308AMENbCKUX.

Kax 6b1x00 u3 nonoowcenus, onepayuonHvle cucmemvl UCHOLLIYIOM HPUHYUN
npeoocmasienus: yCiye noab308amenim depe3 npocpammbl-noCPeOHUKU, KOHMpPOiu-
pyrowue KoppekmHocms ynpaeienus pecypcamu. Ilpu smom npeononazaemcs, umo
00blUHble COOU NOIL308AMENLCKUX NPOSPAMM U3BECMHbBL U TUOO OYOYym OmIl08/eHbl,
aub60 He 6YOym npusooumsv K msoiceavim nocieocmeuam. Ymo xacaemcs npeoname-
PEHHO20 HapyuleHus YeloCMHOCMU CUCIeMbl, MO 30ecb 0CMAemcsi MoIbKO Haode-
AMbCA HA MACMEPCMBO NPOSPAMMUCINOE - PA3PAOOMUUKOE ONEPAYUOHHBIX CUCTIEM.

Bonpocwl 015 camonposepku.:

1. Ymo 6éxooum 6 nouwsimue 3auumol npO2PAMM OM E3AUMHBIX HOMEX.

2. Kaxum mexanuzmom pewtaemcs npooiema 3auumsl npocpamm om 63aum-
HbIX NOMeX HA 0OHOM YPOBHE NPUBUTESUL.

3.  Kax peanuzyemcs pazoenenue a0pecHbiX NPOCMPAHCME GbINOJHIEMbIX
npocpamm.

4. B yem 3aKaouaemcsi OCHOSHASL NpoONeMa OpaHUu3ayuu 3auumol npo-
2PAMM ONEPAYUOHHOU CUCTEMDL.

5. 3Bamensem nu paboma mexanusma 3auWumvl MpAOUYUOHHBIE CPEOCMBA
KoHmpoas bezouudbounou pabomor IBM.

6. /na kaxux yeneul 6 mexanusme 3awumost MII kopnopayuu Intel yseruuunu
KOIU4eCma0 YpoeHell NPUSUIeUll.



7. Kakyto ocnogHy0 (yHKYuio 6 mexaHuzme 3auumol 8bINOJHAIOM CXeMbl
YNPAaGIeHus GUPMYaibHOU NAMAMDBIO.

8. Kakyro gyuxkyuro 6 mexaunusme 3aujumol 8bINOIHAEN NPOYEOypa MpaHc-
JAYUSA Ce2MEHMO8.

9. Kakywo ¢yukyuro 6 mexanusme 3auyumsl 8bINOJIHAEM NPOYEOYpa MpaHc-
JAYUA CMPAHUY.

2.1.2. KoMIIOHEHTHbI 3aIMIIEHHOT0 PeKuMa.

Mexanu3m 3amutel nporieccopa Intel MoxHO mompasgenuTe Ha JBE YACTH:
CXEMBbI YNPAaBJIEHUS NaMATHIO U 3amuTa no npusmwierusam (puc. 1). Cxemsl ynpasie-
HUS MMaMSTBIO BKIIOYAIOT MEXaHU3M YNPABICHUS BUPTYaJIbHON NaMAThIO U KOHTPOJIb
oOpallleHnit K 00bEKTaM MaMsTH.

Cxembl yIpaBiIeHHUsS NaMAThIO OOHAPYKUBAOT OOJIBIIMHCTBO MPOrPaMMHBIX
oLIMOOK, Hampumep, GOpMHUPOBAHHE HEBEPHBIX aJPECOB, HAXOXKJIECHUE MHAEKCA 3a
IIpeaeslaMd MacCuBa U T.I1.

3amuTa N0 NpUBUIIETUAM (PUKCUPYET 00Jiee TOHKHE OLIMOKM U MOMBITKU Ha-
PYLIUTH LIETOCTHOCTh (PYHKIIMOHUPOBAHUS CUCTEMBI.

KoMNoHEHTBI MexaHW3Ma 3awmnTel MM Intel

YNpagneH1e NaMATLH 3alMTa No NPUEMNErUAM
PasaeneHue aapecHblx MpoBepkr NpH | MPOBEPKH KOPPEKTHOCTH
NPOCTPAHCTE 06PaLWEHMH K NAMATH MCNONB30BAHMA KOMaHA
MEXSHHU3MOM YNPAENEHUA

|| BbIX0Aa 38 rpaHrubl w-| MpoBEPKK 0OpaWEHHA
obvekTa K CErMEHTaM AaHHBIX
_ | TpaHcnauma | ] COOTBETCTEBHMA THNA me] [TPOBEPKH 0OpaLLEHHMH
CEerMeHTOB obvekTa K KOAOBbBIM CErMEeHTaM
[ | TPaHCNAUMA | o] Mpae AocTyna «] MEpeKnoYeH1e
CTPaHHL, K 0B BeKTY annapaTHbIX CTEKOB

Puc. 1. Mexanusm 3awumor MIT Intel,

CxeMbl ynpaBiieHHsI NAMSTBLI0 PEATU3YIOT pa3jeieHUuEe aJIpPECHBIX MPO-
CTPaHCTB Pa3IMYHBIX OOBEKTOB (TIpOrpamMM, JaHHBIX, TAOJUIl U T.1.), PACIIOI0XKEH-
HBIX B OMEPATUBHON MaMSTH U OCYIIECTBISIOT MPOBEPKY KOPPEKTHOCTH OOpaIlleHUs
K 9TUM OOBEKTaM.

Pa3znenenue aapecHbIX MPOCTPAHCTB OOBEKTOB B MaMSTH SIBISIETCS OJIHOM M3
OCHOBHBIX IITAaTHBIX (PYHKIMH MeXaHHM3Ma TPAHCISIMU CETMEHTOB M cTpaHull. Jlo-
NOJIHUTEILHON HAJACTPONKON AJI1 MEXaHU3Ma 3aIUTHI SBJSIOTCS MPOBEPKH, BBIMOJI-



HsIEMbI€ MPU OOpAIllEHUH K MMaMATH, TaKWe KaK MPOBEPKa BbIXO/a 3a MPEEIIbl TPaHHUI
00BEKTa, MPOBEPKA THIIA OOBEKTA U MPaB AOCTYIA K OOBEKTY.

WNHpopMalilnoHHON OCHOBOM MEXaHM3Ma 3allUThl ABJIAETCS AeCKpUOTOp. Jleck-
PUITOP COAEPKUT CCBHUIKY HAa pPAcHoOJIOKEHHE OOBEKTa B MAMATH U ONHCAHHME €To
CBOMCTB (MaHzaTHas 4yacTh). B mose mpaB JocTynma MaHAATHON 4acTH COJEPIKUTCA
OCHOBHasl UH(pOpMaIus, UCTIONb3yeMass MEXaHU3MOM 3aIUThl. OOBEKTOM ISl IECK-
pUITOpPa MOXET CIY’KUThb CEIMEHT (JAaHHBIX, KOAQ, CUCTEMHBIA U T.1.) WIA TOYKa
BX0JIa B CETMEHT IPOrpaMMHOr0 Koja (LIUTI03).

IIpoBepkn MexaHM3Ma 3aIMUTHI 10 NPUBUWIETHSIM MIPOU3BOATCS MPU KaxK-
JOM aKTUBU3ALMM CETMEHTA. DTO WJIH BBIOOpKA JIECKPUIITOPA CETMEHTA U3 TAOIMIIbI
JECKPUIITOPOB MPH CMEHE CETMEHTA JIaHHBIX, WJIM BBIOOPKA JAECKPUIITOPA KOJOBOTO
CEerMeHTa WM III03a MPY BBIMOTHEHUH MEXKCETMEHTHBIX MPOrPAMMHBIX IIEPEXO/I0B.
[IpoBepsieTcsi KOPPEKTHOCTh OOpallleHUH K JaHHBIM M MEXKCErMEHTHBIX Iepenad
YIPAaBIICHHUS.

Kpome 3Toro, nposepsieTcss KOPpEKTHOCTh MCIOJIb30BaHUS KOMaH. Koppekt-
HOCTb MCIOJIb30BaHUs KOMaH/| IIPOBEPSAETCS HEMPEPBIBHO.

Kak 351eMeHT 3aIMThl HCIIOIb3YIOTCA JIOKAJIBHBIE aANIAPATHBIE CTEKH JJI KaxK-
70ro ypoBHs npusuieruil. [Ipu nepenayax ynpasiIeHHsI ¢ U3MEHEHHEM YPOBHs IIPU-
BUJICTUI IPUMEHSIOTCS TPOLIEYPBI IEPEKITIOYEHUS CTEKOB.

Muxkporporeccopsl Intel x86 umeror aBa pexwma pabOTHI: peaibHBIA U 3a-
IIUIICHHBIA. TpaHCHSIUs CTpaHUl, WCIOJb30BAHUE JIECKPUIITOPOB W 3allUTa IO
MPUBUJIETUSIM POU3BOJATCS TOJBKO B 3AIIMIIEHHOM PEXUME.

Mukpomnporeccopsr Intel x86 mmeror nBa pexxuma pabOTHI: peasibHBINA U 3a-
IIUIIEHHBIA. TpaHCHsIUs CTpaHUl, WCIOJb30BAHUE JIECKPUIITOPOB W 3allUTa IO
MPUBUJIETUSIM MPOU3BOJATCS TOJNBKO B 3aLIUIIIECHHOM PEXUME.

CuuTaercs, YTO MEXaHW3M 3alUTHI pPabOTaeT MapajyieIbHO C BBINOJHEHUEM
IIPOrpaMMBbl ¥ HE YXYAIIAET NPOU3BOAUTENBHOCTD ITPOLIECCOPA.

Omo cnpageonuso, eciu He yYumvléamv HEKOMOopble YCIONCHEHU Npoyeoyp
nepeoay ynpaeneHus, 66e0eHHble C Yeablo 3auumsl, Hanpumep, HeooxooUMocms ne-
DPeKaoueHUs. Cmekoe npu UsMeHeHuu mekyujeco ypoeus npusuiecuu. Ho smumu no-
mepaMu MOJNCHO npeHebpeub, YUumvleds HU3KUL NPOYEHm peanu3ayuu 3mux coovl-
mu.

C Opyeou cmoponsl, 3auuma uxngopmayuu 4acmo sAGIAemcs HeoOX0OUMbIM
KOMHOHeHmoM eviyucieHull. MHozue A3bIKu npozpammuposanus, Hanpumep Aoa,
npedycmampusarom npocmeiiuue cpedcmaa koumpoasn. Ho npu omcymemeuu anna-
PAMHOU NOO0EPIHCKU, 3AUUMA OP2AHUZYEMC NPOSPAMMHBIM NYymMeM, 4mo 3HAYU-
MelbHO Yyeerudusaem epemeHuvie nomepu. Hanpumep, npu cinodxcenuu 31emMeHmos
cmpok mampuyst C(1,)):=A(1,))+B(j,1) komnuramop, npu exmouenuu onyuu Heobssa-
MenbHO20 KOHMPOJs ebixo0a adpecos 3a npedenvt maccusos (SUBSCRIPTRANGE),
2eHepupyem KOMaHOHbIU KOO ¢ u3ouimourocmuio 00 340%.

Bonpocwt ona camonposepku:

1. Kakue ocHosHble Nl02UyecKUe KOMNOHEHMbl MEXAHUIMA 3auumsl cooep-
oHcam cxemvl YnpaesieHust NAMsmoio.

2. Kaxue ocrosmnvie nposepku npu obpawjenuu Kk namsamu vl 3Haeme.
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3. Kakue mexanuzmvl 8UpmMyaIvbHOU NAMAMU Pealu3yiom pazoenerue aopec-
HBIX NPOCMPAHCING GLINOJIHACMBIX NPOCPAMM.

4. Kakue KOMNOHeHmMbl MEXAHU3MA 3auUumbyl 8bl 3HAEMme.

5. Kakyro ponv 6 mexanuzme 3awyumst ueparom 0ecKpunmopbi.

2.2. WHO®OPMAIIMOHHASI OCHOBA PABOTHI MEXAHU3MA
3AIIATBI.

2.2.1. KoHTpOJILHBIE 1M0JISI 1ECKPUIITOPOB.

B MII Intel X86 meckpunTopsl UCIONB3YIOTCS KaK B KAYECTBE CPEACTB CTPYK-
TYpUpPOBaHUsA, TaK W JJIS 3alUTHI IPOrpamMM U JIaHHBIX. B TaHHOM pa3znene AecKpuIl-
TOpPBI pacCMaTPHUBAIOTCA TOJBKO B KauecTBE MH(POPMALMOHHOW OCHOBBI padOTHI Me-
XaHU3Ma 3allUThI.

Omnucanne 0OBEKTOB Yepe3 JAECKPUIITOPHI UCIIOJIB3YETCS B PA3JIMUYHBIX BBIYHC-
JUTENBHBIX cucTemMax. M3 MHOHEpOB HCIOJIb30BAaHUS JECKPUITOPOB MOXKHO OTME-
TUTh Kopnopanuu Burroughs (Cuctema B5000 - 1961 1.) u Intel (Cucrema iAPX 432
- 1981 r.). Jleckpuntopbl 0ObEKTOB SIBJISIOTCS CPEACTBOM MPOEKTUPOBAHUS CTPYKTYP
JAHHBIX ¥ IPOTPAMM B BUJIE OPUEHTUPOBAHHBIX TPadoB.

[To o6nacTu UCHOIB30BAHUS JAECKPUIITOPHI JIEIATCS HA CUCTEMHBIE U IOJIb30-
Barenbckue. [1o cTpyKType U THIy ONKMCBHIBAEMBIX OOBEKTOB PAa3IMYAIOT JECKPUIITO-
pBI - OIIMCATENH CETMEHTOB U JIECKPUIITOPHI - OMKCATENIN TOYEK BX0Jla B MPOTPaMMBbI
(1IUTI030B).

K onucarensiMm CerMeHTOB OTHOCSTCS:

- JIECKPUTITOPBI CETMEHTOB (KOJIOBBIX, CTEKOBBIX, JaHHBIX);

- CHUCTEMHbIE JECKPUNITOPHI (CETMEHTOB COCTOSIHMS 3a/1ay U pa3IMYHbIX Ta0-

JUII, HApUMep, TaOJIUIL TOKATBHBIX JECKPUIITOPOB).

K onucarensim Touek BXOJOB B IPOrpaMMbl OTHOCSITCSI JECKPUITOPHI LITHO30B
(BCe SIBIISIOTCS] CHCTEMHBIMH):

- JIECKPUITOPHI LIIJII030B BHI30BOB;

- JIGCKPUNTOPHI IIJTIO30B NMPEPhIBAaHUM;

- JIECKPUITOPHI LIIJIIO30B JIOBYILEK;

- JIECKPUITOPHI LIIJFO30B 3a1a4.

[To cooOpa>keHUsIM COBMECTUMOCTH cUCcTeMHBbIX mporpamm g MIT 180386 u
Bhlile ¢ MII 180286 OUTHI HEKOTOPBIX TOJIEH AECKPUNITOPOB OKA3aIMCh PACTIOIOKEH-
HBIMH B HECMEXXHBIX pazpsanax. Ho mis ynobcTBa moOHMMAaHUSA, CTPYKTYPHI JECKPHTI-
TOPOB CETMEHTOB M IUIIO30B YaCTO MPEACTABISIIOT B BUJE JIOTUYECKUX CXEM, B KOTO-
PBIX pa3psiAbl OTAEIbHBIX MOJIEH MPEACTABISAIOTCS CMEKHBIMU.

Bce neckpuntopsl copepxaT 0 TpU OCHOBHBIX 10JIsA. M3 HUX MEXaHU3M 3alu-
ThI UCHOJIb3YET CIEAYIOIINE MTOJIS:

noJie aTpuOyTOB (B IECKPHUNTOPAX BCEX TUIIOB),

noJie npenena (B JeCKpUNTOpax CErMEHTOB).

Bonpocw ona camonposepxu:
1. Kakue konkpemuo 06beKkmbl 3a0a0mcs 0eCKpUnmopamu ce2merHmos.
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2.
3.

Kakue KOHKpENIHO 00beKmbl 3a0ar0mMcsi CUCIEMHbIMU OBCKpuanPCIMU.
Kaxue noJjid, UCnoabsyemvle MeXAHU3IMOM 3auiumal, CO@QprCCZm 0ec;<pun—

mopbl cecmMermoe.

4.

Kaxkue noJiA, ucnojbsyemsle MexanHusmom 3auiumasl, CO@@prCClm OQCKpMI’l-

mopbsl UL1i03086.

2.2.1.1. KonTpoJsbHbIE M0JIsI JeCKPUIITOPOB CErMEHTOB.

MexaHn3M 3alluThl UCITOJIB3YET JIBa OIS JIECKPUIITOPOB CErMEHTOB: JBaJIIa-
TUPA3PSAHOE TTOJIE TIpeiesia U ABCHAIIATUPA3PITHOE TI0JIe aTprOyTOB (pHC. 2).

- 64 bit -

- 372bit —— pnles— 20 bit —p=|a—— 12 bit —~

BasoBbi aapec cerMeHTa MNpeaen ATpubyTbl

G|D|0O|O|P | DPL(2bit) | S | TIPE{4 bit)

~—— BanT Npae AoCTYNa ——m

Puc. 2. Cmpykmypa oeckpunmopos cecmenmos.

ITose mpexena (limit) onpenenser pa3Mep cerMeHTa M MCIIOJIB3YeTCs JUIs KOH-
TPOJISl BBIXOJIA 32 TPAHUIIBI CETMEHTOB. B mome mpezaena MOXKHO 3a/1aTh pa3Mmep cer-
MeHTa B OaiiTax - 10 1 M6 unu B ctpanuiax - 1o 41°6 nmpu pazmepe crpanuiie 4K6.

ITosie aTpudyTOB comepxuT OalT npas gocTtyna AR U YeThIpe HOMOJIHUTENb-
HBIX pa3ps/ia, U3 KOTOPBIX UCIIONB3YIOTCS JIBa. MEXaHW3M 3aIlUTHl UCIIOJIb3YET TOJIb-
KO OJIMH W3 HUX - OuT rpanyaspaoctu G (Granularity). Dtot Out ompenenser Mepy
3aanus npenena cermenta. [Ipum G = 0 cerment 3amaercs B Oaiitax, anpu G =1 - B
CTpaHHIIAX.

Baiit npaB gocryna (puc. 2) COAEPKUT CIEIYIOUTUE TIOJIS:

P (Present) - Out mpucyTCTBUS CerMEHTa B OTNlepaTHBHOM mamsTh. Vcnoss-
3yeTcsl MEXaHU3MOM BHUPTYaJbHOW MaAMSTH [JIsi OpraHU3alMKi MOJKAYKU
(cBOMMHra) HY)KHOTO CETMEHTa C JUCKa B OINEpaTHBHYIO MamsiTh. Mexa-
HU3MOM 3alUThl UCIIOJIb3YETCS B MPOBEPKAX MPHU 3arpy3Ke CTEKOBOT'O CEr-
MEHTA.

DPL (Descriptor Privilege Level) - nByxpa3spsimHoe mosie, onpeaelnstomee
YpOBEHb MPUBUJIETHI cerMeHTa. MexaHu3MOM 3alluThl UCIOJb3YETCs B
pOBEpPKaxX KOPPEKTHOCTH UCTIOIb30BAHUS CETMEHTA.

S - Tun geckpuntopa cermenta. [lpu S = 0 - geckpunTop onpenesnser cer-
MEHTHI KOJIOB WJIM JaHHBIX (BKiro4as ctekun). [Ipu S = 1 - geckpunrop cuc-
TEMHBIH.

TIPE - uweTkipexpa3psiiHOE MOJIe, UHTEPIPETUPYEMOE MTO-Pa3HOMY B 3aBH-
CUMOCTH OT TUIA IECKPUNTOPA.



B cucremubix jneckpuntopax (S = 1) paspsans!l nousd TIPE konupyroT noaTunsl

CHUCTCMHBIX NCCKPHUIITOPOB.

B nabop cucmemmnulx deckpunmopos 6xoosm:

0eCcKpunmopuvl COCMOSIHUSA 3a0ay;

0eCKpunmopul JIOKAIbHLIX MadIUY 0eCKPUNmMopos;
0eCKpUnmopul Wit0308 8bl30608;

0eCcKpunmopbul uLi0308 3a0ay;

0eCKpunmopbul Wit0308 Npepbl8aHull;
0eCKpUnmopbul Wit0308 108y ULEK.

Koowvi noomunos cucmemmvix 0eckpunmopos ucnoab3yomcs MexaHuzmMom 3a-
WuUmMvl NPU NPOBEPKAX KOPPEKMHOCMU 00pAUeHUll K NPOSDAMMAM.
B neckpunropax cerMmeHTOB AaHHBIX ¥ K010B (S = 0) noxe TIPE (puc. 3) co-

ACPXKUT JOIIOJTHUTCIIBbHBIC IIPU3HAKKW CCTMCHTOB.

P | DPL{2bit) | S | E ED/C | W/R | A

- AR -
Puc.3. Ilpusnaxu nons TIPE 6auma npasé oocmyna AR

B oeckpunmopax ceemenmog danuvix u k0008 (S = 0) noxe TIPE (puc. 3) co-
Oepoicum creodyiowue NPUHAKU.

E - ucnonusemocmo - ymounsem mun ceemenmos. I[lpu E = 0 cecmenmol
ONpeoenstomcs Kak ceemenmol 0anuvlx, npu E = I - kax koooswvie ceemeHn-
moul. Mexanuzmom 3aujumaol UCNONIL3YEMC NPU NPOBEPKAX KOPPEKMHOCHU
00paweHuli K OGHHBLIM U NPOCPAMMAM,

ED/C - ona ceamenmos oanmvix onpeoensiem HaAnpasieHue pacuiupeHiis
(ED). Mexanuszmom 3awumsl ucnoiv3yemcs npu nposeprax coomeemcni-
susi adpeca obpawjeHus epanuyam ceamenma. J[isi KOOOBbIX Ce2MeHmOo8
npusnak EDIC onpedensem "noouunennocms"” ceemenma (C - conforming).
Mexanuzmom 3auumsl UCNOIL3YEMCA NPU NPOBEPKAX KOPPEKMHOCMU
MedccecMeHmMHbIX nepeoay ynpasieHusl,

WIR - onpedensiem npasa ucnonvzosanusi. J[isi KOOOBbIX CeeMeHMO8 NPU-
snax WIR onpeodensiem oocmynnocmo no umenuro (R - Read). Moouguxa-
Yus KOOOBbIX Ce2MeHmo8 3anpeujeHa 6e3yCcioeHo. s ceeMenmos OaHHbIX
npuznax WIR onpeodensem oocmynnocms no sanucu (W - Write). Ilpoyedy-
pa umeHus cecMeHmo8 OaHHbIX paspeuienHa beszyciosno. Mexanuzmom 3a-
WUMblL UCNOIL3YEeMCs NPU NPOBEPKAX KOPPEKMHOCU UCHONb308AHUS Ce2-
MeHma,

A - 6um obpawenus k ceemenmy. Ycmanasnusaemces 6 1 npu 3azpyske ce-
JIEKMopa Uiy nocje UCHOIHEHUsI KOMAaHObl nposepku cenekmopa. Heno-
CPeOCMBEeHHO MEeXAHUBMOM 3AUUMbL HE UCNOIb3YemCsl.

Bonpocwi ona camonpoeepku:

1.

Kax 3aoaemcs u xax UCnoib3yemcs MexanHusmom 3auiunivl noJe ONUHDI

ceamernma.
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N

Kax ucnonvzyemcs oum npucymcmeus ceemenma 6 onepamueHol nams-
mu.

1 0e 3a0aemcs, umo o3nawaem u kax ucnoavzyemcs nojie DPL.

Kaxue oeckpunmopuvl omnocamest K CUCMEMHBIM.

Ymo onpedensem oum E (ucnonausemocms).

Kakue npasa oocmyna onpeoensiem o6um oocmynsocmu.

ook ow

KOHTpOJILHbIe moJid I€CKpUITOopa nJir3a.

CtpykTypa IE€CKpUNITOPOB IUIIO30B MpelcTaBieHa Ha puc. 4. [leckpunrtop
LUTI03a COJIEPKUT:

- CEJIEKTOp;

- CMEUICHHUE B CETMEHTE;

- 1oJie aTpuOyTOB.

B cBOIO ouepenb ceneKkTop COAEPIKUT:

- UHJCKC;

- yKa3aTellb UCTOJIb3yeMOH TabauIbl eckpuntopoB G/L;

- ypoBeHb mnpuBWIernid uctoynmka 3ampoca RPL (Requested Privilege

Level).

CeeKTop AECKPUIITOPA IIIJII03a UCIOJIb3YETCSI B KAUECTBE yKa3aTeNsl IECKPUII-
TOpa LEJIEBOr0 KOJOBOrO CETMEHTA B MpOIeAypax Nnepeaad ynpaBieHHus. MexaHnusm
3alIUThl UCIOJIB3YET MHJCKC CEJICKTOpa MpH MPOBEpKax Ha BO3MOXKHOCTH BBIXOZA
oOpareHus 3a npeaesibl Tadnuibl geckpuntopa. OcTalbHbIE MO CEIEKTOPA, BKIIIO-
yas nosie RPL, MexaHn3MOM 3aluThl HE UCTIOIB3YIOTCSI.

B nosie atpuOyToB MEXaHU3M 3alUThI UCIIOIB3YET TOJIBKO OalT MpaB JOCTYIIA.
Hcnonb3oBaHue 3TOro MOJs aHAJIOTMYHO €ro MCIHOJIb30BaHUIO B JAECKPUITOPE Cer-
MEHTA.

t A4bit i

~m—— 1 6bit ——t|——— 32bjt ————— ] ——— 1 6bit ——~

Cenekrtop CMELEHHNE B CerMeHTe ATpubyTbI

MHaekc 13bit | G/L | RPL 2bit

CYETYME ABOHMHBIX CNOB P DPL 2bit 0 TIPE 4bit

~——— BaNT NPaB A0CTYNG —n

Puc. 4. Cmpyxmypa oeckpunmopog uinio308.
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2.2.2.2. KOHTpOJIbHBIE N0JIsl CeTMEHTHBIX PerHCTPOB M Ta0JIHI] CTPAHMIL.

Kpome neckpuntopoB Ajisi KOHTPOJISI U YIPaBJICHUS MEXaHU3M 3allUThI UC-
MOJIb3YET:
1. IMosie ypoBusi npuBmiernii 3anpoca (RPL) B cenekrope xomaHn 3a-
IPY3KH CEJIEKTOPOB WJIM KOMAaHJ MEXKCErMEHTHBIX MepexonioB, Mcmombdyercs mis
IIPOBEPKH JOCTYIMHOCTH COOTBETCTBYIOIIETO AeckpunTopa. [locie 3arpy3ku cenexro-
pa M IeCKpUITOpa B COOTBETCTBYIOIINE PETUCTPHI MOJISI YPOBHEHN MPUBUIIETHI 3aMpo-
ca (RPL) cerMeHTHBIX perucTpOB JaHHBIX, BKJIOYAsl CTEKOBBIM, MEXaHU3MOM 3allu-
THI Y>K€ HE UCTIOTB3YIOTCSI.
2.  Iouae texymero ypoBusi npuBuieruun (CPL - Current Privilege Level
wm Code Privilege Level) B cermentHoM peructpe CS (koma). Mcnonb3yercst mpu
BCEX MPOBEPKAX MEXaHMU3Ma 3aIIUTHI 110 MPUBUIIETHSIM.
3. JIByXpa3psiiHoe moJie YPOBHsI mMpuBWJeruii Boaa/seioga (IOPL)
peructpa ¢uaroB (EFLAGS). Onpenensier ypoBeHb NPUBUIIETUNA TPOTPAMMBI IO UC-
M0JI30BAHUIO KOMaH/ BBOJ1a/BbIBO/IA.
4.  Ilous mpenesoB TadJMI BUPTYaJabHON MAMSATH B KaTaJlore pa3/esioB.
Copepxar pasmepbl TaOJMI[ CTPAHUI] U HCIONB3YIOTCS Ui KOHTPOJIA BbIXOJa 3a
npeJiesbl TpaHuL] TA0JHIL.
5. Iloae mpenesa karajora pa3iejioB BUPTYAJbHOW NMAMATH B yIIpaB-
nstoriem peructpe CR3. CoxepikaT pasMepsl Karajora pasfesioB U HCIOJIb3YIOTCS
IUTS KOHTPOJISI BBIXO/Ia 32 MPEIEIIbl TPAHMII KaTajaora pas3ieioB.
6. "MangaTHbie' mosst TaOnuI KaTajora pasiesoB M TaOJHUIl CTPAHMIL
BUpTYyanpHOU IaMsaTu. Comepxar:
- OWT ypOBHs 3allIMTHI MPUBUJICTHI ToJIb30BaTeNb/cructeMa (U/S) cTpanuiis
WJTU TAOJIUITBI CTPAHMII;

- Owr mpaB goctyna urenue/3anuch (R/W) crpanuiibl win TaOaMIBI CTpa-
HULI;

- TpexpaspsaAHOe MoJIe IJsl OpraHu3aluu JOTOIHUTEIbHON 3alUThI onepa-
MUOHHON CUCTEMOM.

7.  Yka3areqb OMTOBOIO MOJIs pa3pelieHHsi BBOAA/BbIBOJA B CEIrMEHTE
coctosiHus 3amaun 1SS, OmnpenensieT ycTpoiicTBa BBOJA/BbIBOJA, K KOTOPHIM WHIU-
BUIyaJIbHO pa3pelieHo oOpalieHne u3 JaHHOU 3a/1adyH.

Bonpocul 0ns camonpogepku:

1. [0e bepem mexanuzm 3anpoca none yposHs npueuneeut 3anpoca (RPL)
npu 3a2py3Ke celekmopos Uil 8bINOJHEHUU KOMAHO MeNCCe2MEHMHBIX NePexo0os.
1 0e xpanumcs mexywuii yposens npusuneeuti CPL
1 0e xpanumcs none ypoeus npueunezuti 6600a/6vieooa |0PL
Ymo onpeodensem none |OPL
1'0e xpansamces nons npedenog madoauy CMpanuy UPMYaitbHOU NAMAMU.
['0e xpanumcs yxazamenvb 6umogo2o nojie pazpeuieHus 6600a/8b1800d.
Ymo onpedensiom s1emenmobl OUMOBO20 NOJSL PA3peuleHUss 6600a/6b1600A
Kakue 6umoer cooepocam "manoammueie"” nonsa cmpoxk mabauy kamano2os
u cmpanuy,.

NGk WD
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2.3. YPOBHU ITPUBUJIET WM.
2.3.1. Konuenuusi ypoBHeil npuBuJieruii.

Tepmun "nmpuBuiiernn" MoApasyMeBaeT MNpaBa WIM BO3MOKHOCTH, KOTOpBIE
oObIYHO HE pa3zpelnaroTcs. Bregenue "HepaBHompaBus'" NporpaMMm B BUAEC YpOBHEU
NPUBUJIETUN SBIISIETCSI CPEJICTBOM 3aIIUTHI KOJOBBIX CETMEHTOB U CETMEHTOB JJAHHBIX
OMEepPallMOHHON CUCTEMBbI. 3alIUIIAIOTCA MPOrpaMMBbl ONEPAIMOHHOW CUCTEMBI pa3-
JUYHBIX YPOBHEH MEpapXUu OT OMMOOK B IMOJb30BATEIBCKUX MPOrpamMmax U Mpo-
rpaMMax ONEepalMOHHON CUCTeMbI 00Jiee HU3KUX YPOBHEH HepapXuu.

B mnozonpoepammHulx pesxcumax ucnonvb3yemcs yeHmpaiu308anHoe asmoma-
muyueckoe pacnpeoenenue pecypcog. C smux no3uyuii ynpaensiiowjue npocpammol
ONePayUOHHBIX CUCEM MO2YN PACCMAMPUBAMbCSL KAK CePBUCHbIE, NPeOO0CMA8IsIO-
wue noab308amenbCKUM NPOSPAMMAM YCAYeU NO UCNOIb308aHuio pecypcos. llonv3zo-
gamenu JUWAIOMCS 803MONCHOCMU HENOCPEOCMBEHHO UCHONb3068AMb KOMAHObL
YNpasaeHus CUCmeMoll, a OJisl KOPPEeKMHOU peanu3ayuy Kaxcoou pa3peueHHou npo-
yeoypsl YNpasieHus OHU MO2YM UCNOIb308AMb COOMBEMCMEYIOUUe NPOSPAMMbI
ONepayuoOHHOU CUCTEMBI.

B ceot0 ouepedv onepayuonmvie cucmemvi umerom 800 UEPAPXUUECKYIO
CMPYKMYpy, C80U Jo2udecKue yposHu ynpaesierus. Ilpoepammel 6onee 8blcokoeo 1o-
2UYEeCK020 YPOBHS YNPABIEHUs. aKMUBHO UCHONb3YIOM NpocpaMmvl Oofee HU3K020
ypoeusa. Ha camom HudicHeMm YposHe YNpasienus Haxo0samcs npocpammbl YnpasieHus.
KOHKpemuviMu usuneckumu ycmpoucmeaamu (npoepammot BI1OS).

Takum obpa3zom, onepayuoHHvle CUCMEMbl USHAYATbHO UMEIOm C80U YPOSHU
ynpasnenus, 20e Kaxcovlii 102UYeCKUU YPOBeHb AGNIAEMCs CePEUCHBIM O NPOSPAMM
bosee 8blcoko2o yposHs. Ilpu smom, uem Hudce 102udecKuli ypogenb npocpamm, mem
OONLUUMU 8O03MONCHOCMAMU NO YNPAGNEHUt0 oHu obaaodatom. Ecmecmeenno, umo
cOOU 8 IMUX NPOSPAMMAX MO2YM Npugecmu K Oonee MadiCeabiM NOCAeOCMBUIM U
CMeneHb UxX 3aUUUeHHOCU 00IHCHA ObIMb BblULe.

VYpoBHU npUBUIIETHIl 00BIYHO W300paXKAIOTCS B BUJIE KOJIEI 3aIIUThI, TOKa3aH-
HBIX Ha puc. 5. BHelHne Koibla 3aluThl COOTBETCTBYIOT 00Jiee BHICOKOMY JOTHYe-
CKOMY YPOBHIO yTIpaBJ€HMsI, HO HAUMEHbIIEMY YPOBHIO 3aIUTHI.

MprKnaaHele HaumeHee
(NoNb30BaTENBCKHE) —————8 *——— NPHUEMNErMPOBaHHLIN
NporpamMMel YPOBEHE
MporpamMmel
paspaboTyMKoB
KOMMNEKCHBIX
CHCTEM T
“ -""'-.
Apaneepbl ﬂ
YCTPOWCTE ‘
H Y THANTDI :
Aap0 ONepaurMoHHON Haunbonee
CHCTEMBI NPHBMNErMPOBaHHLIA
YPOBEHb

Puc. 5. Yposnu npusuneauti u xonoya 3auyumai.
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Mexanusm 3amutel MIT X80 mogaepkuBaeT A0 YEThIPEX YpOBHEH MpHUBHUIIC-
ruii. KonnmuecTBo peann30BaHHBIX YPOBHEW MPUBHWIETUN OMPENEISAETCS HCIOJIb3Yye-
MOI omepalMoHHON cuctemoil. OrnepallMoHHas cucTeMa HeoO0sA3aTesIbHO JIODKHA
NOJACP’)KUBATH BCE YEThIPE YPOBHS MPUBUICTUM.

Ilpocmyio nezawuweHHy0 cucmemy MONCHO YEAUKOM Pearu308amv 6 0OHOM
yposHe npusunecuti. Tpaduyuonusle cucmemsvl cynepeuzop/nonvioeamens paboma-
I0M ¢ 08YMs YPOGHAMU: CYNep8u3opy (m.e. ONepayuoHHoOU cucmeme) HA3HAYAemcsl
ypoeens 0, a noavzoeamenam - ypogenv 3; NpUMepomM maxKou CUcmemvl MOdcem Cly-
arcums onepayuonnas cucmema UNIX. Onepayuonnas cucmema OS/2 noooepaicusa-
em mpu ypoGHsl: KOO ONepayuoHHol cucmemsl pabomaem Ha ypogHe (), npuxkiaouvie
NnPOCPAMMbL BbINONHAIOMCA HA YPOBHe 3 U CheyudaibHble npoyedypul 01 00paujeHUs.
K yCcmpoucmeam 8600a-6vl800a 0eticmayiom Ha ypoee 2.

UYertsipe ypoBHs npusmieruii MII ix86 obosnauarorcs Homepamu: 0,1,2 u 3.
UeM MeHbIIE HOMEP YPOBHSI, TEM MEHBIIIE €T0 JIOTUYECKHI YPOBEHD YITPABIICHHUS, HO
TeM 0oJiee OH NMPUBUIETUPOBAH U UMEET OOJIBIIYIO CTENEHb 3alUThl. Y poBeHb O sB-
nsieTcst Hanboliee, a YpoBeHb 3 - HauMEeHee MPUBUIICTMPOBAHHBIMHU.

Ha puc. 5 HyneBoW ypoBEHb NPUBUIIETUN IPUCBOEH SAPY ONEPAITMOHHOMN CHC-
TeMbl. [IepBrIil ypOBEHB ITpEAHA3HAYEH IS APANBEPOB YCTPOUCTB U YTUIUT. BTOopon
YPOBEHb - ISl IPOrPaMM pa3pabOTUUKOB KOMIUIEKCHBIX cucTeM. TpeThil ypoBeHb -
JUISl IPOTPaMM T10JIb30BaTEIIEH.

[IpoBepka 3alIUTHI IO YPOBHAM NPHUBWIETUN OCYIIECTBIIAECTCS NPH BBINOJHE-
HUU TOYTH KaXJI0W MAaIlIMHHOW KOMaHAbl BO BpeMs padoTel MII B 3amuiieHHoM pe-
xume (P-pexxume). MII B P-pexxnMe MOCTOSTHHO CIEUT 3a TeM, YTOOBI TEKYIas mpo-
rpamMma ObLTa TOCTATOYHO NMPUBUICTUPOBAHHA JIJIS:

- BBINIOJIHEHUS HEKOTOPHIX (MPUBWICTUPOBAHHBIX) KOMAaHI,

- oOparieHus K JaHHBIM JIPYTUX MPOTPaMM;

- Iepelayu yNpaBJeHUs BHEIIHEMY ([0 OTHOILIECHHUIO K CaMOW MPOTrpaMMe)

KOy KOMaH/IaMH1 Triepefaun yrnpasieHus tuna FAR.

Crporo roBopsi, B MII iX86 peann3oBaHbl IBE CHCTEMBbI 3alIUTHI 10 YPOBHIM
npuBuiernii. Bropas (onosHuTeNbHAs) CUCTEMA pealn30BaHa B paMKax MEXaHU3Ma
TPaAHCIISIIIUU CTPAHUII U paccMaTpuBaeTcs B pasf. 2.4.2.3.

Bonpocwt ons camonpogepku:

1.  Ckoavko yposneii npusuneeuii npeoycmompero ¢ MII 1x86.

2. Ilo kakomy Kpumepuio pacnpeoensiomcs npocpammol NO YPOSHAM NPUBU-
Je2ull.

3. Kakou yposenv npusunecuii no Homepy cOOmMeemcmayem HaubobueMy
VPOBHIO NO 3AUUUEHHOCTU.

4.  KoppexmHocmb Kakux mpex 0eucmeuti npocpammsl KOHMPOIUPYEmcs no
VPOBHAM NpUBULEULL.
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2.3.2. 3axanue ypoBHeil NPUBUJIETHIA.

OCHOBHBIMH OOBEKTAMU MEXaHU3MA 3aIIUTHI IO MPUBUJIETUSIM SIBISIOTCS CET-
MEHTBI KOJOB M JaHHBIX, BKJIIOYasi CTEKOBbIC, W NUTIO3bl. IMEHHO MM Ha3HAYalOTCs
YPOBHU MIPUBUJIETUNA. YPOBEHb MPUBUIECTHI CETMEHTA WM IIUTI03a OMPEEISET MoJe
DPL (Descriptor Privilege Level) ypoBHs npuBuieruii, KOTOpbIi HaXOAUTCS B OaiiTe
AR mpaB focTyna cOOTBETCTBYIOLIETO AECKPUIITOPA. ITO OTHOCUTCS KAK K JIaHHBIM,
TaK U K KOMaHJaM.

DKBHUBAJICHTOM TOHATHUSI YPOBHS MpHBIIETUi mporeccopa B MIT ix86 sBiser-
cs monsitue Tekymiero yposus npusmieruii CPL (Current Privilege Level unu Code
Privilege Level).

Tekymeil ypoBeHb npuBwiieruii onpeaenserca noiem DPL neckpunropa Ko-
noBoro cermenta. Ilocie 3arpy3ku KOJOBOTO CETMEHTa M Mepeiaydl Ha HEro ympas-
nenusi 3Hauenue DPL komumpyercs B mose CPL peructpa komoBoro cermenra CS.
[Tocne aToro ypoBeHb nmpuBmieruii kogooro cermenra DPL ctanoButcs Tekymimm
ypoBHeM npuBmiieruit CPL. Takum o0pazom, TeKylmuil ypoBEeHb MPUBUIETUI SBIIS-
€TCsl YPOBHEM MPUBHJIET U HCIIOIIHAEMOTO KOJIOBOTO CETMEHTA.

Kpome yposueit npusuiernit DPL u CPL, mexanu3Mm 3aiuTsl HCIOIB3YET MO-
HATUE YpoBHS npuBmieruit 3anpoca (RPL). 9To ypoBeHb npuBumiieruii, 3aaHHblii ce-
JIEKTOPOM KOMaHbl 3arpy3KH PErUCTPOB CEIMEHTOB JAaHHBIX, MEKCEIMEHTHBIX IIe-
penay yrpaBieHHs, IUTI030B.

VYposens npusmieruii 3anpoca (RPL) cenekTopoB cerMEHTOB JaHHBIX COXpa-
HSETCS B COOTBETCTBYIOIINX CerMEHTHBIX peructpax SS, DS, ES, FS, CS. Ilocne 3a-
I'PY3KH CEJIEKTOPOB B CETMEHTHBIE PETUCTPHI, XpaHsauuiics B HuX RPL mexanuzmom
3alIMTHI y:Ke He Hcnojb3yercs. [Ipn MeKCerMeHTHBIX mepenayax yrpaBlIeHUs ce-
JIEKTOp LIEJEBBIX CETMEHTOB KOJOB 3arpy’kaeTcsi B cerMeHTHbIN peructp CS, HO BMe-
cto nonst RPL 3anocutcss CPL=DPL neckpunropa K010BOTO CerMeHTa.

[Tonsitue ypoBHs nmpuBmieruii 3anpoca RPL coykut msis 3aimTsl IporpaMm 1
JaHHBIX ONEPALIMOHHONW CHCTEMBI OT OIIMOOK MpOrpamMM, U3MEHUBILINX YPOBEHb MpU-
BUJIETUN NIPU MEXKYPOBHEBBIX Mepeaauax yIpaBIeHHUs.

Bonpocul ona camonpogepku:

1. Kakum obvekmam Ha3zHauaomces yposHu npuuieu.

2. Kaxkoe none onpeoensem yposenv npusunezuti oovekma. I 0e ono pacno-
JIOJHCEHO.

3.  Umo onpedensiem u 20e pacnonodceno noie mexkyueco ypoHs npusiiie-
euu.

4.  Ymo onpedensiem u 20e pacnonodceHo noje YpoGHs Npusuiecuti 66004 -
8618004.

5. Kax ¢popmupyemcsa mexkywuii yposensb npuguieuil.

6. Kak 3a0aemcs yposenv npusune2uil 3anpoca.
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2.4. PABOTA MEXAHU3MA 3AILIUTHI.
2.4.1. TllpoBepKH KOPPEKTHOCTH MCIOJIb30BAHUSA KOMAaH/I.

IIpuBuIerupoBaHHbie KoMaHAbl. K NpUBHUIECTUPOBAHHBIM KOMAaHJaM OTHO-
CSATCSl T€, Ha BBIMOJIHCHWE KOTOPHIX BIHUSACT YPOBEHBb MPUBUIICTUN MPOTPAMMBI HITH
NPUBWICTHH YCTPOWCTB BBOJIA/BBIBOIA.

MIT ix86 umeeT 3 TpymITbl MPUBIICTHPOBAHHBIX KOMAH][ CTCTICHU TPUBUIICTHIA
KOTOPBIX Pa3INYHBI:

- PLO - xomannpr;

- IOPL - "gyBctBuTenbHbIe" (IOPL-sensitive) komaHbI;

- KOMaHJIbl, MOJU(UIIUPYEMbIC B COOTBETCTBHH C TEKYIIIUM YPOBHEM IIPH-

BHJICTHH.

PLO-koMaHabl. DTO KOMaH/IbI, BBIITOJIHEHUE KOTOPBIX Pa3pelieHo TOJIBKO Ha
ypoBHe nipuBmiieruii 0. [Ipu momnbITKe BHIMOTHATH X B P-pexxume Ha Apyrom ypoBHE
MIPUBWICTHI T€HEPUPYETCSl CUTHAJ HAPYIIIEHUS O0IIei 3amuThl (pepsiBanue 13).

B HEKOTOPBIX JUTEPATYPHBIX HCTOYHHUKAX TOJIHKO ITH KOMAHIIbI ONPEACIISIOT-
Csl KaK MPUBUJICTUPOBAHHBIC.

B 3my epynny xomano 6xo0sm KoManObi OCMAHO8A NPOYeccopa U KOMAHObL
3a2py3KU CUCMEMHBIX 00bEKMO8 U nepedayu OaHHbIX, 8 KOMOPbIX UCMOYHUKOM UTU
noJayuyamesniem OAHHbIX GbICMynarom cucmemuvle pecucmpwsi ynpasnenuss CRn, om-
naoku DRN u nposepxu TRN:

- HLIT - ocmanos npoyeccopa;

- CLTS - copoc gpnasicka nepexntouennoii 3a0auu,

- LGDT - 3aepyska pecucmpa enobanbHot mabauyvl 0eCKpunmopos,

- LIDT - 3aepysxa pecucmpa mabauyvt 0ecKpunmopos npepuléaruii;

- LLDT - 3aepyska pecucmpa 1okanbHoti mabauyvl 0ecKpunmopos;

- LTR - 3aepysxa pecucmpa 3a0auu;

- LMSW - 3aepyska cnosa cocmosmus mauiunwl;

- MOV GRn, CRn;

- MOV GRn, DRn;

- MOV GRn, TRn;

- MOV CRn.GRn;

- MOV DRn, GRn;

- MOV TRn.GRn.

IOPL - "wyBcTBHMTE/bHBbIE' KOMAaH/bL. JTO KOMAaH]Ibl, KOTOPbIE U3MEHSIOT
coctosiHue (hraxkka npepbiBaHuid |F, BBIMOMHSAIOT 3aXBaT IIMHBI WK ONEpPaldi0 BBO-
Ja-BBIBOJIA.

B epynny IOPL - "uyecmeumenvuuix" komano 6xo0sm KOMaHobl:

- CLI sanpewenue npepvisanuii (IF := 0);

- STl paspewenue npepoisanuii (IF := 1),

- IN, INS 6600 damnnwvix uz 6xoonoco nopma;

- OUT, OUTS 651600 0arHbix 8 8b1X00HOU NOPM,

- LOCK 3axeéam wunvl. Komanoa npeguxc. Hcnonvzyemcs ¢ mmoconpoyec-

COPHbIX CUCeMAXx ONIfl 3aX8ama WUHbl OPYeUM HPOYECCOPOM.
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JIsi BBIMIOTTHEHUST ATHX KOMaHJI TIporpamMma HEOoOsS3aTeNIbHO JO0JIKHA HMETh
ypoBenb npuBuieruid 0. [IpuBuiIerupoBaHHOCTh 3TUX KOMAH]I 3aKJIIOYAETCS B TOM,
YTO UX MOTYT BBINOJHATH MPOTrPaMMbl, YPOBEHb MPUBUIIETUN KOTOPHIX BBIIIE YPOB-
Hs1, omnpexaensemoro nosem |OPL ypoBHsS mnpuBuiiervii BBOJa-BbIBOJA B PETUCTpE
EFLAGS. JIpyrumu cioBaMH, JiJIsl BBITTOJIHEHUS 3TUX KoMaH Tpedyercst, uToos CPL
Obu1 uncaeHHo Menblie wim pased |OPL (CPL <= IOPL). I1pu momnsITKe BHIMOJIHHUTD
ux B P-pexxume npu CPL > |OPL renepupyetcs HapylieHue oO1el 3anuThl (TIpepbl-
BaHue 13).

Komanaper oOpamenus k ycrporictBam BBoga/Beioga (IN, INS, OUT, OUTS)
ABISIIOTCS 0c000i moarpynmnoi IOPL - "ayBcTBUTENbHBIX" KOMaHA. Ha ux BbImoHe-
HUE, KpoMe cooTHomeHus: ypoBHel npusmieruit CPL <= |OPL, BnusieT conepxumoe
OUTOBOI KapThl pa3pelieHus: BBOJa/BbIBOJAa B CETMEHTE COCTOSIHMS 3a1a4u 1 SS.

Brmonnenne komaHna BBoja/BbiBoAa paspemieno, eciu CPL <= IOPL. Ilpu
CPL > IOPL npou3BoaUTCS MPOBEPKA COACPKUMOT0 OUTOBOMN TaOIHIIbI pa3peleHuUs
BBO/1a/BBIBOJIA.

Buauane nposepsemcs koppexmnocmo camoti mabauysl. Tabauya dondxcua 3a-
Kanuusamwcs 6aumom u3z eécex eounuy (FF).

Kaowcowviii oum 6 mabnuye paspewaem uiu 3anpewaem oopaujenue K 0OHO-
batimosomy nopmy. [Ipu obpawenuu Kk MHO206aUmMoO8OMY NOPMY NPOBEPAEMCI PA3-
peuterue 0ns Kkaxcoozo baiima nopma. Paspewarowum 3nauenuem b6uma sensemcs -
HYJIegoe 3HaueHue.

Ilpu necobarooenuu paspewiaroujeco coOOMmHOUEHUs YPOBGHel NPUBUIE2Ul U OM-
CYmcmeuu pazpeuieHus no bumosou maoauye oopaujeHus xoms 6wl K 00HOMY Oamy
nopma 6 P-peoicume cenepupyemcs napyuienue obujeti 3aujumul (npepvisanue 13).

Komanaamu, MmoguduiupyeMbIMi B COOTBETCTBHHU € TEKYIIUM YPOBHEM
NPUBUJIETHH, SBIISIOTCS IBE KOMaH/IbI:

- POPFD - zarpy3ka peructpa EFLAGS uerbipex0aiiTHBIM 3HAYCHUEM U3

CTEKa;

- POPF - zarpy3ka peructpa FLAGS nByx0aiTHBIM 3HaYECHUEM U3 CTEKA.

Komannet POPFD u POPF camu o ceGe He SBISIFOTCS TPUBUIIETUPOBAHHBIMU,
HO HX BBINOJHEHHUE 3aBUCUT OT 3HadeHus CPL, T.e. OT ypOBHS NMPUBHIICTUH COJIEP-
Kalllero uxX Koja. 371eCh peub UAET O 3alIUTe 10 MoAU(UKaLUU noJiel peructpa ¢ra-
roB |IOPL u IF.

@nar IOPL moxer momuduuupoBathes Tonabko PLO-porpammamu. Ilo cytu
nena IOPL aBnsiercst PLO-¢arom.

@nar IF moxer moaudunmposatbes |OPL-uyyBCTBUTEIBHBIMU KOMaHAaAMU TIPU
CPL <= IOPL. B stom cmpbicie IF moxno cuntath |OPL-uyBcTBUTENBHBIM (pi1arom.

JIrobas mporpamma mMoxkeT cojaepkath komanasl POPFD u POPF. Dtu xomaH-
Il MOTYT M3MEHATH J1t0Oble OUTHI (iaroB, HO 6uThl IOPL MoryT ObITH M3MEHEHBI
TUMHU KOMaHJaMH, TOJbKO eciu BeimonHseTcss PLO-nporpamma, a ¢uar IF - eciomn
BbInoaHseTcs ycnoBue CPL <= |IOPL

[Ipomeccop HUKaK HE cooOmaeT 00 M3MEHEHUU JCHCTBHS THX KOMaHJI. JTO
BIIOJTHE TTaTHas cuTyanwms. [Ipomeccop mpocto He mMomudbummpyer 6uthl |IOPL u
daar IF, ecnu 310 He pa3pemnieHo.

Tlosacnum ocobennocmu 8blNOIHEHUS SMUX KOMAHO HA KOHKPEMHbIX NPUMEPAX.
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Iockonvxy none IOPL naxooumcs ne 6 deckpunmope, a 8 6onee 00CMyNnHOM
pecucmpe FLAGS, moorcem nokazamwvcs, umo cnocob 3awumsi 6600a-8b1600a Npo-
paboman He ouenvb xopouio. IIpeononodxcum, 4mo NpuKiadHas npozpamma Oes3yc-
NEeWHO NONbIMAIACh GbINOIHUMb KOMAHOY 6600a-6b18600d. 1020a MONCHO 3anucamo
konuto pecucmpa EFLAGS 6 cmek, npeobpazosamo eco xax noboil onepano 8 namsi-
mu, a 3amem u3ejeysb U3 cmexka MOOUGUYUPOBAHHbIL 00paA3 8 pecucmp iazos:

pushfd ; Bxrouums praswcku 6 cmex

or dword ptr ss:[esp], 3000h ; 3aoams IOPL= 3

popfd ; Uzeneuv gpnaswcku uz cmexa

; Tenepb M0dHCHO NPOU3BOOUMB 8800-8b1600

Oonaxo maxoti npuem 6 MII iIX86 ne pabomaem uz-3a ocobennocmetl 8binoJ-
nenus komano POPFD u POPF.

Ilpumepno makas sice cumyayus xapaxmepua 0Jisi Moouguxayuu graza npe-
puoisanuti |F. Komanowt copoca CLI u ycmanosxu STI smoeo ¢razca senaiomes |0OPL-
yyecmeumenvHulMuy. Eciu oKkasanocs, ymo npsamoe ux 6ulNOJHeHUe HEeBO3MONCHO,
MODICHO NONBIMAMBCI AHATIOSUYHBIM CNOCOOOM 8030¢eticmeosams Ha gradicok |F pe-
eucmpa EFLAGS:

pushfd ; Bxrouums prasxcku 6 cmex

and dword ptr ss:[esp],Offffffdfth ; Copocums IF

popfd, Bepuyms ¢rasicku

; Ilpepvisanus 3anpeujeHul

Ho smo mooice ne npoxooum. Komanoa popfd npocmo ne usmenum nu 10PL,
Hu |F.

Bonpocwt ons camonpogepku:

1.  Ymo maxoe PLO-komanowi.

2. Kaxue xomanowt éxooam 6 epynny PLO - komarno.

3.  UYem 3axanuusaromcsi nonvlmxu HeKOppekmHoz2o ucnoiavzosanus PLO -
KOMAHO.

4.  Kaxue kxomanowl exoosam 6 epynny |OPL - uyecmeumenvrvix xomano.

5. B uem 3axmouaemcs npusunecuposannocmo |OPL - uyyscmeumenbrvix
KOMAHO.

6. B uem 3akntouaemcs npusuiecupo8aHHOCMb KOMAHO 00OpaujeHuss K yCcm-
poticmeam 86800a/6v18004.

7. Kakue xomanowl 6x00s8m 6 2pynny KOMaHo mMoOUGuyupyemuix 6 Coomeem-
CMBUU C MEeKYWUM YPOBHEM NPUBULESULL.

8. B uem 3axnrouaemcsi 0COOEHHOCMb KOMAHO MOOUDPUYUPYEMBIX 8 COOM-
8eMCmMeUU ¢ MeKyWUM YPOSHeM NPUBULELULL.
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2.4.2. 3amura 1aHHBIX.
2.4.2.1. CTpaTerus 3aliuThl JaHHBIX.

Bce npukiagHele IporpaMmel B MHOTOIIPOTPAMMHOM PEXUME BBINIOJIHSAIOTCS
Ha OJIHOM (HM)KHEM) YPOBHE IpUBMJIEIMA. MeXaHu3M BUPTYaIbHOU MaMATH obecre-
YMBACT UX 3aLIUTY OT B3aHMHBIX IIOMEX.

Hna ceemenmos OanHbIX CUCMEMHBIX NPOSPAMM, 0ECKPUNIMOPbL KOMOPLIX Pas3-
MeweHbl 8 2100anbHO Mmabauye 0ecKpunmopos, makice 603MON*CHO pazoenenue ao-
PECHbIX NPOCMPAHCME, HO MOJILKO 34 cyem Mexanusma mpanciayuu cmpanuy. [lo-
IMOMY 6CeM NPOSPAMMAM PA3PEUleHo 00pawjamvcs K a00bIM OAHHbIM HA C80eM
YpO6He NPUBUTIECUU.

Jloruka cepBUCHBIX (PYHKIMH COBPEMEHHBIX ONEPALMOHHBIX CHCTEM Ipeay-
CMaTpHUBaET padoTy ¢ AJAHHBIMHU IIPOrPAMM MEHEE 3alIUIICHHBIX pPeXUMOB. [loaToMyY
IporpaMMaM pa3penieHo oOpaniarbesi K JaHHBIM U Ha MEHEe NMPUBUIETUPOBAHHBIX
YPOBHSIX.

3awuma npocpamm om 83AUMHBIX NOMEX 30€Cb ONpeOensemcs MmojbKo KOp-
PEKMHOCMbIO HANUCAHUSL CUCTNIEMHBIX NPOSPAMM

[TporpamMmMaM He pa3peliaercsi CUYUThIBAaHHE/3aIIUCh 3JIEMEHTOB JaHHbBIX, KOTO-
pble MMEIOT OoJiee BBICOKMIA YPOBEHb NPUBMIIETHH, T.e. "NIBH)KEHUE" K JTaHHBIM
BHYTPb KOJIELl 3aIMThI 3anpeniaercs. JIro0as Takas monsITKa NPUBOIUT K (PUKcAUU
HapyILIEHUs O0IIEH 3alIHTHI.

DT10 of01iee MpaBUiIO 3aIIUTHI JOCTYIA K JAHHBIM MOXKHO 3aIlMCaTh B BUJE yC-
nosusi: CPL (t.e. PL mporpammsr) <= DPL (t.e. PL manHBIX) UM MpeacTaBUTh Tpa-
(ruecku B BUJE TOMYCTUMBIX CXE€M OOpalleHus K TaHHbIM (puc. 6.).

Ha puc. 6 ypoBHU NpUBUIIETMNA NPEACTABICHBI B BUJE FOPU3OHTAIBHBIX ''3Ta-
e, CETMEHTBI NPOrpaMM - B BUJE TPEYTOJbHHUKOB, JAHHBIX - B BUJE KBAJIPATOB.
Crpenkamu 6e3 nepeKkpenBaHus YKa3aHbl pa3pelieHHbIe CXeMbl JOCTYTIA.

¥poseHe PL(-1) 4

A - CerMeHT AaHHbIX

M - CerMeHT NporpamMmbl
YposeHb PL(I) n ~ A

—» PazpeweHo

\ %» JanpeweHo

¥poseHe PL(+1) a

Puc. 6. Cxemwt donycmumulx obpaweHuti K OaHHbIM.

[IpencraBienHoe oOliee MPaBUJIO 3aIMTHI JOCTYIA K JIaHHBIM SIBJISIETCS '"pa-
MOYHBIM", OTpaKaroUMM TOJIbKO MaKCHMaJIbHbI€ BO3MOXKHOCTH jaoctyna. [lojgHoe
[IPABIJIO JOCTYIIA HECKOJBKO CIIOJKHEE.
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Heno 6 mom, umo npocpammoel MeHee 3aUUUEHHBIX YPOBHEU, UCNOIb3YS Cep-
BUCHbBIE NPOSPAMMbL DOJIee 3AUWUUEHHBIX YPOBHEN, MO2YM 8bINOJHAMb NPOYedypbl Ha
VPOBHE dMUX CePBUCHbIX npocpamm. B obwem cryyae, smo mozym 6vims npoyedypoi
MOOUPUYUPOBAHUSL OAHHBIX, 3A0AHHBIX KOCBEHHO Uepe3 nepeodasdaemvle Napamempbl
U PACNONIONCEHHbIX HA OoJlee 3auuyeHHOM YposHe npusuiecuti. Bosuuxaem onac-
HOCMb HeCAHKYUOHUPOBAHHO20 HApYUleHus OAHHbIX Ha Oojee 3auUeHHOM YPO8He
npusuIecul.

Jna b6noxkuposanus 9mou ONACHOCMU MeXAHU3M 3aujumsl UCNONb3Yem Ooiee
CJLOJCHYIO CXeMY NPOBEPKU YCIO8UlL OOCMYNA.

B ycnoBue npoBepku BBoAUTCS mapameTp "¢ (eKTUBHBINA YpOBEHb' MpUBUIIE-
ruii (Effective Privilege Level - EPL) xak ¢pyHKIust ypoBHS MPUBUJICTHI 3aIIpOCUHKA
RPL.:

EPL = max [CPL, RPL]

[Tapamerp EPL ucnonws3yercs B yCIOBUM IPOBEPKH Pa3pElICHUs OCTYIa K
cermenTaMm BMecto CPL.

C yuerom RPL ycnoBue npoBepku paspelieHus Jo0cTyna K JaHHbIM MpuoOpe-
TaeT BU/I:

EPL<=DPL umn
max [CPL,RPL] <= DPL umu
(CPL<=DPL)&(RPL<=DPL)

U3 npusedenHwvix @vipadceHuti 01s Ycaosus 0ocmyna scHo, ymo 3HadeHue RPL
MOHCEm MOAbKO YMEHbUUMb KpY2 0ONYCMUMbBIX N0 00pAUeHU0 K OAHHbIM YPOBHell
npusuIecul.

Hanpumep:

1. IIpu (CPL = RPL = 2) u (EPL = 2) - npoepamme oocmynno obpawenue

K OQHHbIM HA 6MOPOM U MPembem YPOBHAX NPUBULEUI.
2. IIpu (CPL = 2) u (RPL = 3) - snauenue EPL = 3 u npoepamme oocmyn-
HO obpaujenue K OaHHbIM MOJLKO HA Mpembem YPOsHe NPUBUNESUL.

Ilpu RPL < CPL 3nauenue EPL 6cecoa pasno CPL, m.e. npu nomowu ymero-
wenusi RPL nenv3sa ygeruuumo kpye 0onycmumvix no oopaweHuro K OGHHbIM YPOBHel
npusunecuti. Illoobopom snauenus RPL npu neobxooumocmu moosucno moavko ocia-
OUMb 803MOINCHOCMU MEKYULe20 YPOBHS NPUBUTIEULE N0 0OCMYNY K OGHHbIM. B smom
3axnouaemcs 0CHogHoe npedHasnavenue napamempa RPL

Ilpu 3aepy3xe HOB020 ceemeHma OAHHBIX 8 KOMAHOEe 3a2pY3KU YKA3bl8Aemcs,
HenocpeoCmeeHHO Ul KOCBEHHO, CEeIeKMOp ceeMeHma OaHHbIX, KOMOPbIUL COOepI*CUM
snauenue RPL [lonvzoeamens, npoepammupyrowull Ha yposHe accembiepa, umeem
803MOdCHOCb Manunynuposams sHavenuem RPL. Ho npu nrobom 3nauwenuu RPL on
ne cmoorcem 3aoames EPL <= (CPL = 3).

IIpoyedypul 6onee 8blcOKUX YPOBHEN NpUBUIeSULl NUULYINC CUCTEMHBIMU NPO-
epammucmamu. /s cucmemusix npoepammucmos RPL aensemca cpedcmeom ynpas-
JISIMb 00CMYNOM K OAHHbIM HA CUCMEMHBIX YPOBHAX 8 COOMBEEmMCmeuu ¢ oobwetl cep-
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BUCHOU cmpamezueli KOHKPemHOU OnepayuoHHou cucmemol. IIpoepamma moodcem
ROJYYUUMb OOCMYN K OAHHbIM HA OO0Jlee 8bICOKOM YPO8He Npusuie2uil, MoJibKo ecid OH
npeodyCMOmpeH CUCIMEMHBIMU NPOSPAMMUCIMAMU U MOJbKO Yepe3 CUCMEeMHble Npo-
yeoypul.

3amuTa JaHHBIX Pa3IUYHbBIX IPOTrpaMM Ha OJIHOM YPOBHE MPUBUIIETHHA MPOU3-
BOJIUTCS HA OCHOBE Pa3JIeJICHHs aJIPECHBIX MPOCTPAHCTB MEXaHU3MOM BUPTYAIbHON
HaMsTH.

B mexanuzme mpancnayuu cecmenmog npedycmompenvl 10KalbHvle Madauybl
oeckpunmopos. JlokanvHvle mabauysl uepes coomeemcmsyouue celeKmopsvl npues-
3618AIOMCSL ONEPAYUOHHOU CUCMEMOU K npozpammam onpedenennou 3adauu. Cee-
MeHmbl, 3a0aHHble O0eCKpUNmopamu J10KaibHou maobauysvl, "euoumvl” monvko 0/
NPOSPAMM, K KOMOPBIM OHU NPUBAZAHDL.

Ilpu ucnonvzosanuu mexanuzma Mpanciayuu CMpanuy pasoeieHue aopecHvlx
NpOCMpPAHCmMs 3a0ad NPouU3BOOUMCS NPU NOMOWU UHOUBUOYAIbHBIX MAOIUY KAMAl0-
2068 U CMpanuy,.

Cnedyem ommemums, 4ymo 006a MexaHuzma mpaHciayuu npu pazoeieHuu ao-
PECHLIX NPOCMPAHCIE OONYCKAIOM 803MONCHOCHb CO30AHUSL OOUUX MACCUBOE OAH-
HbIX (CecMeHmo8 Ui CMmpanuy) COBMeCmHO UCNOIb3YeMbIMU (pa3oensieMbiMu) pas-
JUYHBIMU NPOSPAMMAMU.

Kpome mpoBepok Ha COOTBETCTBUE YpOBHEW MPUBUIIETHM MPU OOpaIleHUH K
JTAHHBIM MPOU3BOIATCS U 00IIHE TTPOBEPKH:

- Ha BBIXOJ 3a IPEIeIbl CeTMEHTA U TaOJIHII,

- COOTBETCTBHE THIIA CETMCHTA,

- TIpaB MCMOJIb30BaHMS COJECP)KUMOTO CETMEHTA WJIM CTPAHHUIIBI.

Bonpocul ons camonposepku:

1. B uewm 3axnrouaemcs oowee npasuio oopauienus K OaHHbIM.

2. s kakux yeneil UCNOIb3yemcs yposeHsb Npusuiecut 3anpocd.

3.  Kax npouszsooumcs pazdenenue adpecHvlx NPoCMpaHcme npocpamm 00-
HO20 YPOBHSL NPUBULE2ULL NPU CE2MEHMHOU OP2AHUZAYUU NAMSIMU.

4.  Kax npouzsooumcs pazoeienue a0pecHbix NpoCmpancms npocpamm 00-
HO20 YPOBHS NPUBUIE2ULl NPU CIMPAHUYHOU OP2AHU3AYUU NAMSINU.

4.2.2. PaboTra MexaHM3Ma 3alUThI JaHHBIX NIPH TPAHCJIALMHA CErMEHTOB.

B paboTte mexaHusma 3amuThl oOpalieHuid K JaHHBIM MOHO BBIJICIIUTH JIBa
JTana:

- 3arpy3Ka CerMeHTa JaHHbIX;

- oOpaleHue K CerMEHTY JaHHBIX JUIS YTEHUS WM 3aliCU ONEpaH0B MpHU

BBITIOJTHEHUH KOMaHJ| TPOTPaAMMBL.

3arpy3ka cerMeHTOB [IaHHBIX (BKJIIOYasi CTEKOBbIE) MPOU3BOAUTCS KOMaH-
namMu "3arpys3ka ykazartels B pErucTp cMelleHus". 9To KoMaHAa TUMa PEerucTp - mna-
MSITh!

(LPS, LES, LFS, LGS, LSS) reg, mem
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Ceemenmuwlii pecucmp onpeoensiemcss KoOom onepayuu. B adpecnoti yacmu
Komano nonem '"reqQ"” zadaemcs 00uH u3 pecucmpos obujeco HA3HAYEeHUs, NoJem
"mem" - adpec nonmoco yxazamens onepanoa: cmewjeHue 8 cecmenme U CeieKmop
ceamenma.

Komanoa evibupaem uz siueex namsamu, Hayuuas ¢ aodpeca MEM, GeauyuHy
cMelueruss HeKomopoz2o onepanoa u ceinekmop. llpu nonosxcumenvHulx pe3yibmamax
NPOBEPOK MexaHuzma 3awumol cmeujenue 3acpyxcaemcs ¢ POH, 3a0annviti nonem
"'reg”, a cenexkmop - 6 ceamenmublii pecucmp, 3a0aHHbLL nolem Mem. 3aepysxa ce-
JIEKMOPA 8 Ce2MEHMHbIU Pe2UCMP CONPOBOHCOAEMC s YUmeHueM U3 maoauysbl 0eck-
punmopos (IOKaIbHOU Uy 2100aibHou 8 3asucumocmu om 3nauenus ouma GIL) oe-
CKpUnmopa ceemenma, 3a0annoeo noiem INdex cerekmopa u 3anucu e2o 8 deckpun-
MOPHbBI peucmp, ACCOYUUPOBAHHBIU C 3A0AHHBIM CeeMeHmMHbIM pecucmpom. Heno-
CPeOCmMBEeHHO 2Ma KOMAHOA He npedycMampusaem Kakux-mubo 0etucmeuti no ucnoJib-
308AHUI0 BLLOPAHHO2O CMEUeHUSL.

Co cxemoil BBIMOJHEHUSI KOMaH/IbI 3arpy3KH CETMEHTHOTO PEruCcTpa MOKHO
MO3HAKOMUTCSI UM 10 PUCYHKY (pHC. 7) WM MO 3KpaHHOW monaenu (Moa. 1 — cwm.
DJICKTPOHHBIN YYCOHUK).

Cxema 8bINOIHEHUSL KOMAHObL 3A2PY3KU CE2MEHMHO20 Pe2Uucmpad.

Komanpa EDS reg, mem

CS
OnepaTHBEHaA NaMATL
aapec (Ad) Bazoebi aapec (Ad)
CPL e i
L CerMeHT AaHHblx D
- POH - reg Ld
A R —
/ / Y
BazoBbi aapec (At)
CenekTop CHeweH1e -
Tabnmua ’
ECKPMNTOPOE
l l RPL fodes AECKp p Lt
index =
\v

N\

BazoBbIM aapec Mpeaen Mpaga aAocTyna
S R/W DPL
Y
DS AecKpUNTOpPHEIM pervcTp (NporpaMMHO-HEEM AUMBIH)

IIposepku no coomeemcmeuo ypogHet NPUGULeSuil’
ons komano (LDS, LES, LFS, LGS.) reg, mem - (CPL <= DPL) & (RPL <= DPL);
onst komanowt LSS peg, mem. - (CPL = DPL = RPL)

Puc.7. Cxema blnonnenus komano 3a2py3Ku ykazameieti 8 pecucmpbl Ce2MeHmos
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OCHOBHBIMU HMANAMU BbINOIHEHUS KOMAHObL U NPOBEPOK SAGNAIOMCAL:

- UYmenue no adpecy mem cmewenusi 8 ceemenme oanwnvix DS u cenexkmopa
yenesoco ceemenma. Celekmop yene8o2o cecmMenHma ucnoab3yemcs st 00-
paweHus K mabauye 0eckpunmopos. Bvibpanuvie 3nauenus cmewenus u ce-
JIeKMOpa 8PeMeHHO COXPAHAIOMCS 8 OYGhepHbIX pecucmpax.

- Obpawenue k mabauye deckpunmopos. Ileped obpawenuem k mabauye oe-
CKPUNMOPO8 NPpoBOOUMCsL PSI0 NPOBEPOK:

1. Jleiicmsumenvnocms cenekmopa yenegoeo ceemenma. OH  00ndceH
bovimb He Hyab-cenekmopom (moavko npu oopawenuu k GDT). Ilposep-
Ka npouszsooumcs no nonio index (puc. 7). Hynv-cenexkmop onpeoensem
nynesoul unoexc. Ycuosue npogepku index <> 0.

2. Bosmooicnocms 6vixooa 3a npedenvl mabauysvl deckpunmopa. Hnoexc
cenekmopa He O00JIICeH Npesvliuams npeoeil maobauyvl 0ecKpunmopos
index <= Lt, 20e Lt- npeoen mabaruyor deckpunmopos. Ilpu smom 6bi-
bop mabauyvl onpedensiemes bumom muna maoauyel (G/IL) cenexmopa.
baszosuviii aopec mabauywvr deckpunmopos At u npeoen Lt onpedensiom-
cs noaamu pecucmpa maoauy oeckpunmoposé GTDR wiu LDTR.

- Obpawenue Kk mabauye u umeHue 0ecKpunmopa yenesozo ceevenma. Ilocne
YmeHUs 0eCKPUNMopa Yeieeo2o CecmMenHma (cecmenm epemMeHHO COXpansaem-
cs 8 OyghepHoMm pecucmpe) nPoBepsIOMCsL:

1. Tun Oeckpunmopa no 6aumy npaeé oocmyna. [{eCKpunmop 0O0aH4CeH
ovime Hecucmemuvim (S = 0) u yvumaemvin (R = 1).

2. VYcnosue paspewienus docmyna K OAHHbIM NO YPOBHAM NPUBUTLESUL
(CPL<=DPL) & (RPL <=DPL)

U3 npusedennvix svipasicenuti 01s yCcaosus 00cmyna scHo, ymo 3naverue RPL
MOdHCem MOAbKO YMEHbUUMb Kpye 0ONYCMUMbBIX N0 00paAUeHUu0 K OaHHbIM YPOBHell
npueUIecUll.

Hanpumep:

1. Ilpu (CPL = RPL = 2) u (EPL = 2) - npoepamme docmynno obpauwenue x

OAHHBIM HA 6MOPOM U MPEMbeM YPOBHAX NPUBUTLEUIL.

2. Ilpu (CPL = 2) u (RPL = 3) - 3nauenue EPL = 3 u npoepamme oocmynmno

obpawerue K 0aHHbLIM MOJLKO HA MpembeM YPOsHe NPUBUIESULL.

Ilpu RPL < CPL 3nauenue EPL 6cecoa pasno CPL, m.e. npu nomowu ymeno-
wenus RPL nenvza yseruuumo kpye oonycmumvix no oopaujeHuro K OaHHbIM YPoGHell
npusunecuti. I[loobopom snavenuss RPL npu neobxooumocmu moocno moavko ocna-
OUMb 803MOINCHOCMU MEKYULe20 YPOBHS NPUBUTIEULE N0 OOCMYNY K OaHHbIM. B smom
3axnouaemcs ocHogHoe npeoHasHavenue napamempa RPL.

Ilpu 3acpy3xe HOB020 ceemenma OAHHBIX 8 KOMAHOEe 3a2pY3KU YKA3bl8aemcs,
HeNnocpeoCmeeHHO Ul KOCBEHHO, CEIeKMOp ce2MeHma OaHHbIX, KOMOPbIU COOepHCUM
snauenue RPL. [lonv3zoeamens, npoepammupyrowuil Ha yposHe accemobnepa, umeem
803MOJHCHOCIMb Manunyauposams 3uavenuem RPL. Ho npu nobom 3nauenuu RPL on
ne cmoorcem 3aoames EPL <= (CPL = 3).

IIpoyedypol bonee 8bICOKUX YPOBHEU NPUBUTIEULl NUULYINC CUCEMHBIMU NPOSPAM-
mucmamu. na cucmemuvix npoepammucmos RPL sensiemes cpedcmeom ynpaensamo
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00CMYNOM K OAHHLIM HA CUCTEMHDBIX YPOBHIAX 8 COOMBEMCMBUU C 00Well CepeUCHOU
cmpamezuell KOHKPemHoU onepayuonHol cucmemsl. [Ipoepamma moocem noayuums
0ocmyn K OaHHbIM HA O0Jee 8bICOKOM YpOoGHe Npusuiiecuil, mojbKo ecliu OH npeoy-
CMOMPeEH CUCMEMHBIMU NPOSPAMMUCIAMU U MOJIbKO Yepe3 CUCMEMHble NPOYeOypbi.

s 6cex ceemenmos OanHbIX (KpoMe CMeKo8biX) Npu 8blNOJHEeHUU YKA3AHHbLX
VCI08ULL NPOYECCOP BbINOIHAEN ClledyIouue 0etiCmaus:

- 3Ha4eHue CeneKkmopa 3acPyHcaemcs 8 COOMBEMCMBYIOUWUL CeeMeHMMHbLL

peeucmp (na puc. 7 - DS);

- 3Ha4eHue 0ecKpUnmopa yene8o20 Ce2MeHmda OAHHBIX 3a2pyiHcaemcs 8 Oe-
CKPUNMOPHDBILL pe2ucmp, AcCOYuamupoB8anHHulll ¢ 3a0AHHbIM CE2MEeHMHbIM
peaucmpom,

- 3Hauenue cmewjenus 3aepyxcaemcs 6 POH, ykazaunvii nonem reqg xomamu-
Obl.

B npomuenom cnyuae npoyeccop gopmupyem napyuienue odwel 3auumol u

He NPpou3eoo0Um HUKAKUX UBMEHEHUL 8 BbIOPAHHOM CE2MEHMHOM Pe2Ucmpe OAHHbIX.

Oo0Opamenue K CerMeHTy JAHHBIX JJIA YTEHHsI WIH 3aNMCH ONEePAHI0B NPH
BbINOJTHEHUU KOMAaH/I POTrPaMMBI.

[Tocne ycnenHomn 3arpy3Kku CEJIEKTopa, IPHU BBIMOJIHEHUHU KOMaH/I, pelycMaT-
pHUBaroyXx oOpalleHue K MaMsITH 3a JJaHHBIMH, ITPOIECCOP MPOU3BOIUT IIPOBEPKH:

- CoOTBETCTBUA aJpeca CMEIICHUS B CErMEHTE IpeJiesly CerMEHTa JaH-

HbIX. AJlpec MEM He MO0HKEH MNPEBBINIaTh MpPEesl CerMEHTa JaHHBIX
(mem <= Ld).

- PaspelnieHHoCTh 3ampalmBaeMoil onepauy (CYNThIBAHUE WM 3aI1HCh)

UL DTOro cermenTa (mposepsercs no outy R/W moust mpas gocrtyna jie-
CKpUOTOpPA CErMEHTA)
Ha smom smane obuapyscusaromes u omeepearomces NONbIMKU 3aNUCU 8
cecMenmubl KoOd UAU 6 MOAbKO CUUMbIBAEMble CecMEeHmMbl OAHHbIX, d
makdice CUUMbIBAHUE U3 CecMeHmda Kood, Ol KOMOPO20 pa3peuteHo
moavko evinoanenue. OuesuoHo, YUMo maxkue CUmyayuu He8O3MONCHO
BbIABUMb NPU 3A2PY3Ke CENeKMopd, MmaK KaK npoyeccop He MOodcem 3d-
panee 3Hamb 0 603MONCHOM HENPABUTbHOM UCNONb30BAHUU Ce2MEeHMA.

[Ipu 3arpy3ke CeleKTopa B CETMEHTHBIM PErucTp CTEKa MPOIECCOpP HECKOIBKO
yKECTOYaeT MPABUIIO 3alUTHI: 3arpy3Ka pa3peliaercs, €ciau ToJbKo 3HaueHue DPL
cerMeHTa creka ToyHo paBHO 3HaueHH0o CPL u RPL. D10 cBs3aHO ¢ MCMIOIB30BaHU-
€M OTACJIBHBIX CTEKOB ISl KaXKJIOT0 YPOBHS IMTPUBHUIICTUMA.

Kpome storo, 3arpy3ka ceiekTopa B PErucTp SS MPOU3BOAUTCS, €CIU TOJBKO
BBIOMpPaeMbIil CETMEHT JIOMYCKAaeT OTNepallii CUNTHIBAHUS U 3aITUCH, a TAKXKE MIPUCYT-
CTBYET B MamsTu (OUT P mpUCYTCTBUS B JECKPUNTOPE CErMEHTa JOJKEH HaXOIUThCS
B COCTOSIHUM 1). DTO CBSA3aHO C TE€M, UTO CTEK YYaCTBYET B COXPAHEHUU COCTOSHUS
mpoiieccopa mpH Tepenadax ymnpaBleHUs MporpamMmaM oOpaOOTKH TpEephIBaHUS, H
HEJIOCTYITHOCTh CTEKa MO 3alMCH W/WIM YTEHUIO Mapaau3yeT paboTy CHUCTEMBI Tpe-
pBhIBaHUA.

[Tocnenyronue mpoBEpKU MO OOpAIEHUIO K CTEKY C ONEpalysIMu YTCHUS WIH
3aMuCcH HE IPOU3BOATCS, TaK KaK HEOOXOMMMBIN KOHTPOJIb ObLT MPOU3BENICH MPH 3a-
IPY3Ke CEJIEKTOopA.
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MexaHu3M 3alUThI IOMYCKAET BO3MOKHOCTh Pa3MEIIEHUS TaHHBIX (KOHCTAHT)
HEIOCPEACTBEHHO B KOJIOBOM CEIMEHTE. ITO MOXKET OBITh JKeJIaTeIbHBIM P XpaHe-
HUU Kojia u AaHHbIX B [13Y. OOpaieHue K 3TUM JaHHBIM (TOJBKO IO YTEHHUIO) BO3-
MOKHO TIPY TIOMOIIM MCIIOJIb30BaHMs MpeduKca nepeornpeaeaeHus cCerMeHTa, onpe-
JETICHHOMY KaK 'dyuTaemblii'".

Bonpocwit ona camonpoeepku:

1. Onpeodenume smanvl 6 pabome mexaHuzMa 3aujumsl npu oOpPaAUeHUU K
OAHHBIM 3A2PY3KA Ce2MeHma OAHHbIX.

2. Kaxue nposepxu npouszsoosmcs neped obpauwjenuem x mabauye Oeck-
PURMOPOS.

3. Kaxk onpedensemcs delicmeumenbHOCb CeNeKmopa Yeneo20 ceeMenmd.

4.  Kax onpedensemcsi 803MOHNCHOCMb 8bIX00A 3a npedeibl madauysbl 0eck-
punmopa.

5.  Kakue nposepxu npoussoosamcs nocie umeHus 0ecKpunmopa yeiesoco
ceaMenma.

6. Ymo o3nauaem nposepra no muny cecmeHma.

7. B uem 3axmouaemcs ycnosue paspeuieHusi 00cmyna K OAHHbIM NO YPOG-
HAM npusunecul.

2.4.2.3. PaboTa MexaHu3Ma 3alIUTHI JAHHBIX MPHU TPAHCISAIUN CTPAHUIL.

MexaHu3M TPaHCIISAIUN CTPAHUI] IPEIOCTABIISAET JOTOTHUTEIHHBIC BO3MOKHO-
CTH TIO 3aIIuTe oOpamieHuil K naHHpM. OHU BKJIIOYAIOT pa3felieHne aJpecHbIX Mpo-
CTPAHCTB JTAHHBIX PA3JIMYHBIX 33]1a4 U PSJT JOTIOTHUTEIIBHBIX KOMIIOHCHT 3aITUTHI.

B oTamuune oT TpaHCISAIMM CETMEHTOB, 3/IECh MCIIONB3YIOTCS 00jIee MENKHE 1o
pasMepaM OOBEKTHI TAMATH: Pa3/AeIibl U CTPAHUIIBI, COCTABIIAIONINE cerMeHT. JlocTymn
K 3THMM 00BEKTaM MPOU3BOAMUTCSA uepe3 cTpoku karanora PDE (Page Directory Entry)
u crpoku tabsui ctpanuil PTE (Page Table Entry).

Crpoku karanora PDE u ta6mun ctpanunr PTE o cBoum yHKIMSIM SBASIOTCS
JECKPUTITOPAMH ATHUX OOBEKTOB M, KpOME aJPECHBIX TOJIEH M MPEACNIOB, COJAEpKaT
noJist paB goctyna. Kaxkmoe mose npas noctymna (puc. 8) COAEpKUT OUTHI:

- YpOBHS 3alllUTHI IPUBUIIETHH MMoJb30BaTeb/cructeMa (U/S);

- IIpaB UCIOJL30BaHMS - uTeHHe/3amuck (R/W);

- TpexpaspsaHOe TOoJie JJIsi OpraHUu3alliy TOTIOJTHUTEIBHONW 3alIUTHl OTepa-

IIMOHHOM CHUCTEMOM.

bur U/S. Tlo3BosseT onepanyoHHOM CHCTEME OrpaHHYMBaTh JOCTYI K JIaH-
HBIM CTPaHMII, HAIIPUMEP, IIPH pa3MENICHUN CBOMX KOHCTAHT B CTPaHUIAX MOJIb30Ba-
tenst. [Ipu 3Hadenun Oomra U/S = 0 1ocTym K JaHHBIM MPOTpamMM IOJIb30BaTENs 3a-
MIPEIIEH 110 YTCHUIO U 110 3aIHCH.

bur R/W. Tlo3BosiseT orpaHUYMBaTh JOCTYI 1O THITY HCIIOJIb30BaHUS JTaH-
ueix. [Ipu R/W=1, pa3periieHn 0CTym MO YTEHUIO ¥ M0 3amucH, mpu R/W = 0 - Toabko
10 YTCHHUIO.

Tpexpa3psizHoe moJie JJjisi OPraHU3aANMU JONOJHUTEIBHON 3alIUTHI OIe-
panMoHHOI cuctemoi. fBstorcsa pezepsom OC.
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31 12 11 - e R ) S 3 2 1 0

ba3oBbiv agpec pasaena PeseppOC |0 |O|D| A |PCO|PWT|U/S|R/W|P
WAK CTPaHULLbI

Puc. 8. Ilons cmpoxu kxamanoza (pazoena) uiu cmparuybol.

3ampetsl, ycraHaBimuBaembie Outamu U/S m R/W karanora PDE u Tabmuiibi
PTE, pacnpocTpaHstoTcsi Ha NPOTPaMMbl TOJBKO TPETHErO YPOBHS NPUBUIICTHUM,
npuueM, outel U/S u R/W katamora PDE onpeaensror 1ocTyn KO BCEM CTpaHHIIAM
paznena, a outel U/S n R/W tabmume! PTE - x cTpanutie.

JlocTynm K JaHHBIM CETMEHTa OIpeAemsieTcs] 0ObeTUHEHHEM 3apeTUTENbHBIX
OTpaHUYEHUI MpaB JOCTyMa TPEX YPOBHEH: TECKPUIITOPA CETMEHTA, CTPOKH KaTaiora
Y CTPOKH TAOJIUIbI CTPAHUL.

Bonpocwl ona camonposepxu:

1. Kakue nonsa npas oocmyna cooepicam CMpOKU Kamanozea u maodauy
cmpanuy.

2. Ymo onpedensem 6um npas ucnoib308aHuUL.

3. Ha xakue npozcpammul pacnpocmpansiomcs 3anpemul noetl npag 00Cmy-
na cmpok Kamanoaa u maoauysbl CMmpanuy.

4.  Kax onpedensromcs no cO80KYNHOCMU NPOBEPOK NpABa 00CMYNA K OaH-
HbIM: cecMeHma, Kamanoea u Cmpanuybl.

2.4.3. 3amuTa nporpamMm.
2.4.3.1. CTpaTterus 3aidThl MPOrPaMM MPH Me:KCErMeHTHBIX Mepexoaax.

[IporpamMmbl B MyJIBTUIIPOIPAMMHOM CpeJie HapsiAy C JAaHHBIMU MOTYT pa3fe-
JSATh U NPOIEAYPHI, Hanpumep, Oudiaroreku nognporpamMm. C Apyroil CTOPOHBI, AJis
JIOKaJIU3alliyd TPOrPAMMHBIX OIITMOOK B Mpejesiax MporpaMMbl HEOOXOIMMa U 3allu-
ta. CTpareruu 3alMThl MPOTPAMM M 3aIUTHI JAHHBIX MUMEIOT MHOTO OOIIEero, HO
MMEIOTCS U CYLIECTBEHHBIE PA3TUYUSL.

3ammTa Kak mporpaMm, TaK W JAHHBIX HA OJHOM YPOBHE MPUBHIIETUN MPOU3-
BOJIUTCSI HA OCHOBE pa3/ieJIeHUs] aAPECHBIX MPOCTPAHCTB MEXAHU3MOM BUPTYaIbHOM
MaMsTH MPU MOMOIIHY JIOKAJIBHBIX TAOJUIL JECKPUNITOPOB, KATAJIOTOB U cTpaHull. [Ipu
oOpallleHUH K MporpaMMmaM TaKke MPOU3BOISATCS MPOBEPKH HA BBIXOJ 3a MPEEIIbI
CerMeHTa M TaOJuIl, MPOBEPKU COOTBETCTBUS THIIA CETMEHTA U MPOBEPKHU MpaB HC-
MOJIb30BaHUs COJICPKUMOI0 CETMEHTAa WJIM CTPaHMIIBL. J[JI1 COBMECTHOIO MCIOJIb30-
BaHUS MPOTPAMMHBIX KOJOB MPUMEHSIOTCS WM OOIIME CTPAHUIIBI, UK OOIIHE Cer-
MEHTHI.

Paznuuus B 3ammTe OporpaMM M JAHHBIX NPOSBIISIIOTCS MPU MEKCETMEHTHBIX
nepegayax ynpaBJi€HUs ¢ U3MEHEHUEM YPOBHEW NMPUBWIECTUNA. DTH pa3jnyus ompe-
JCIISIOTCS. OCOOCHHOCTSIMM MEXaHU3Ma CMEHBI KOJIOBbIX cerMeHToB B MIT Intel u mo-
JeJsIMUA B3aUMOJICUCTBUS MPOTPAMM C Pa3HBIMHU YPOBHSIMU PUBUIICTHUMA.

Ocobennocmu mMexanuzma cmenvl K00osvix cezmenmos ¢ MII Intel.

B MIT i1x86 nem xomano 3aepy3xu k00osoco ceemenma CS u yxazamens ko-
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mano IP. Cooeporcumoe |P yemanasnusaemes npu nauanvHou 3a2py3ske nocjie 6Kiuio-
yenus unu pecmapma MII, yeenuuusaemces (npoosueaemcs) npu 6blo0pKe ouepeoHoll
KOMAHObL 8 KOMAHOE U NPOU3BOIbHO USMEHSAEMCS NPU BbINOTHEHUU KOMAHO nepexood,
8613084 Npoyedyp, npoyedyp npepuvisanus uiu eosspama. Cooepocumoe CS ycma-
HABIUBAEMC S NPU HAYATbHOU 3a2Py3Ke U MEeHemcs npu GblNOJHEHUU KOMAHO Medic-
CecMeHmMHO20 nepexood, 6vl308a Npoyeoyp, npoyedyp Npepuléanus uiu 8ozepama. B
MIT Intel ons 3awuwennozo pesxxcuma npedycmompenvl 08a MEXAHUBMA NEPEXOOd.

- nepeoaua ynpasieHus,

- nepexkayeHue 3a0ad (CMeHa KOHmeKcma,).

Oba mexanusma nepexooa NpeodycCMampusaronm B03MONCHOCHU Nepexooa ¢
8036pamom (nepexoo Ha NOONPOSPAMMY).

Ipuyunamu nepexooa mozym ObImMb KOMAHObI nepedauu ynpasieHus, npepboi-
8aHUSL U JIOBYUIKU.

Mooenu ezaumooeiicmeus npozpamm.

s obecneuenus 3¢gpghexkmuernoco 83auUmMo0etcmeus nPoOSPaAMMHBIX NPOOYKMO8
npoyeccop npedocmasisenm nojib308ameisim OnpeoesleHHbll Habop cpeocme opeaHu-
3ayuu 83auUMOOetiCmaust NPOcPamM.

- KOMAHObL YCIIOBHBIX Ul 6e3ycio6Hbix nepexodos (JMP);

- KOMAHObL nepexooa Ha noonpozpammy (nepexoo ¢ sozspamom CALL);

- KoManowl sozepama u3z noonpozpammst (RET);

- npepvl8anusl U 108YUKU, BKIIOYASL KOMAHObI NPEPbl8AHU,

- KOMAHObI 8038pama u3 noonpozpammsl oopadomru npepvisanusi (IRET).

Mexanuzm 3auumol 6 OnpedeNeHHbIX CAYy4aax 02paHuyueaem Habop 603MoNiC-
HbIX CPeOCms8 OpeaHu3ayuu 83auMoO0eticmeus npocpamm. Dmu ocpaHudeHus Kaca-
HOMCSl MOTILKO MeNCCeeMeHMHbLX nepexo0os (nepexooos muna FAR). Ilpu enympu-
Ce2MEHMHBIX Nepexo0ax Npou38o0AmMcs MOJbKO 00blUHblE NPOBEPKU HA BblX00 3a
npeoenvl cecMenma.

C mouxu 3peHusi QYHKYUOHUPOBAHUS MEXAHUZMA 3AUUMBL MOINCHO 8b10ETUMb
HeCKOIbKO Mooenell g3aumooeticmeus npozpamm. Moodenu pasnuuaiomcs munamu u
cpeocmeamu peanu3ayull MexiccecMeHmHbIX Nepexo0os.

Mexanuzm 3awumul paziuuaem ciedyroujue munvl MeiCcecMeHmMubIX nepexo-
008:

1. ucnonv3yrowue npoyedypsvl nepedadu YnpasieHus U nepexiioueus 3a-
oau;

C BO3MOICHOCBIO U O€3 B03MONCHOCMU 8038DAMA,
HA ROONPOSPAMMY U 8038PAMA U3 NOONPOCPAMM,

C U3MeHeHuem u 6e3 U3MeHeHUsl YPOBHsL NPUBUTESULL,
: Ha 00blYHbIE U NOOYUHEHHblEe KOO0B8ble Ce2MeHMbl.

Kombunayuu yxazannvix munog nepexo0os oopazyiom Habop 803MONCHBIX MO-
oeietl 83auUM0o0etiCmeust NPocPamMM.

Mexanuzm 3awumol, UCNONBL3YSA CUCMEMY HPOBEPOK (BKIIOYASL NPOBEPKU NO
VPOBHAM NpUUiecUll 83aUMOO0EUCMBYIOWUX NPOSPAMM), Onpedeisienm meKyuyo mo-
0ellb 83aUMOOeUCNBUs. NPOCPAMM U OONYCIMUMbLE CPEOCEA 83AUMOOELCMBUSL.

OCHOBHbIMU NOCMYIAMAMU, ONPEOeNAIOWUMY CMPaAme2ulo QYHKYUOHUPOBA-
HUSL MEXAHU3MA 3AUUMbl, A6IAIOMCA!

abhwn
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1. npocpamMmol U OaHHble HA OOHOM YPOBHE NPUBUNE2Ull MOICHO 00CMa-
MOYHO HAOEHCHO 3AuUMUMb OM B3AUMHBIX NOMEX 3d CUem pazoeieHUs
AOPECHBIX NPOCMPAHCME CPEOCMBAMU MEXAHUIMA BUPMYATbHOU NAMSL-
mu;

2. CEPBUCHBLE NPOSPAMMbL 8Ce20d OMHOCAMCI K NPOSPAMMAM ONepayuoH-
Hot cucmemvl. OHU PACNONONCEHbl HA He MeHee NPUBUNeSUPOBAHHOM
VPO8He, uem npocpammul, UCHOAb3VIOWUE UX YCLY2U,

3. nepexo0 npozcpamm Ha bojee 8blCOKUL YPOBEeHb NPUULe2Ull YEeTUIUBA-
em OnacHOCMb HapYWeHUs 3auumyl U 00IHCEH NPOU3BOOUMCS NOO dCe-
CMKUM KOHMPOJEeM ONepayuoHHOL CUCEMb,

4, NONBLIMKU nepedauu YnpasieHusi ¢ YMeHbUeHUeM YPOBHSI Npusuieutl,
KpoMme 8036pama u3z noOnpocpammol U Nepexo008 ¢ UCHONb308aAHUEM Me-
XaHUu3Ma nepexkioueHus 3a0ai, CUumalomcs OuUOOUYHbIMU U HeOONnyC-
MUMBIMU,

5. 80368pam U3 (Cep8UCHON) NOONPOSPAMMbL UIU NPOSPAMMbL 0OpaAbOmMKU
npepvisanusi 6e3 UCNONIb308AHUSL MEXAHUBMA NEPEeKIIUeHUs 3a0ay npo-
uzgooumces moavko komanoamu RET wmu IRET;

6. npU UCNONIL30BAHUU MEXAHUSMA NEePEKTIOYeHUs 3a0ay 0ONYCKAIOMCs ne-
Pexoobl ¢ yMeHbUleHUeM YPOBHS NPUBUTIE2ULL C UCNONb308AHUEM KOMAHO
CALL u JMP.

JI71st yIopsimoueHHOTO PACCMOTPEHHUS allTOPUTMOB PAOOTHI MEXaHW3Ma 3aIIUTHI
BCE BO3MOXKHBIC CITOCOOBI OpPTaHMU3AIMH TEPEX0I0B YCIOBHO MPEACTABUM B CIEAYIO-
IEN CTPYKTYpE:

1.  MexcerMeHTHBIC ITepeiauul YIIPaBIICHHU.

- 0e3 M3MCHCHHS ypOBHEH MPUBWIICTUH (K MOJTYNHCHHBIM CETMCH-
TaM ¥ HETOAYNHEHHBIM),

- 0€3 H3MEHEHWSI WJTU C YBEIIMUSHUEM YPOBHSI IPUBUJICTHH,

- 0e3 H3MEHECHWSI HJTH C YMEHBIIICHHEM YPOBHS TIPUBHJICTHIA.

2.  MexcerMeHTHbIE IePeKITIOUSHUS 3a1aY.

B smoii cmpykmype 6ce 603modcHble CROCOOBI OpeaHu3ayuu nepe-
X0008 O0eNsimcs Ha 08€ OCHOBHbIE 2PYNNbL NO UCNOJIb3YEMOMY MEXAHUIMY
nepexooos:

- nepeoauu ynpasieHus;

- nepexuoueHUs 3a0ay.

B nepexooax c ucnonvzosanuem mexaHusma nepeoadu ynpasieHus
PasIunaromes mpu epynnvl. B Hazeanusx smux epynn ompasiceHvl 803-
MOJNCHOCMU UBMEHEHUsl YPOBHS Npuuiecull, npuuem Oas 6cex 2pynn
npeodyCMOmpeHa 803MONCHOCIb nepexooa 0e3 U3MeHeHUs YPOBHs Npu-
sunecutl. OCHOBHbIE pA3IUYUSL MEHCOY OPSAHUAYUAMU NEePexo008 8 YKa-
3GHHBIX 2PYNNAX 3AaKII0UAIOMCS 8 O02PAHUYEHUAX NO UCNOTb308AHUIO
cpedcmes nepexo00s8 u ocobennocmsx opeanusayuu 3auwumol. Ocobenno-
CMbIO MeHCCeSMEHMHBIX nepeoay YnpasieHus 0e3 usmeHeHus. ulu ¢ yee-
JIUYeHUeM YpO8Hs Npuuiecull A6IsAemcsa 005A3ameibHoe UCHOIb308aAHUE
"wno306" u oepanuuenue 8 ucnonvzosanuu komarnovi JMP.
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Meowcceemenmuole nepedauu ynpaejieHu:A Oe3 usMeHeHus uiu ¢
YMEHbULEHUEM YPOBHA npueujiecusl - amo Cp@dCT’I’l@Cl eo3epama uz npoye-

oyp.

Bonpocul 0ns camonpogepku:

1.  Onpeoenume 603m0dHCHbIE MEXAHUIMbL MEHCCELMEHMHBIX NEPEXO08.

2. Hazosume xomanowl nepexo0os u opyaue cpedcmsa opeaHuzayuu nepexo-
008.

3. Onpedenume 0CHOBHbIE NOCMYIAMbL, ONpedensiouue cmpamezulo QyHK-
YUOHUPOBAHUS MeXAHUIMA 3auumbl (6 nocmynamoas).

2.4.3.2. MexkcerMeHTHbIE TepeJayH ynpaBJjieHusi 0e3 U3MeHeHHs] YPOBHS
NPUBWJICTHIl.

OTU nepexoibl MPeayCMaTPUBAIOT Mcob3oBanue komang CALL u JMP.

B omoii modenu oaemcs noanas ceoboda 6 opeaHuzayuu 83auUMoOelcmeust
npoepamm. llpu nepedauax ynpasieHus 803MOAHCHO 3a0aHUe 8 KOMAHOAx 1100020 ye-
nesoeo adpeca. Ho smo upesamo u 6o3moocuvimu owuoxamu. Hanpumep, npoexmu-
POBUWUK NPOSPAMMbL MONCEN YKA3aMb OUUOOYHDIL Yenesoll aopec uiu oaxce aopec
He nepgoeo baima KOMAaHobl. B nocneonem ciuyuae eapanmuposana Henpeockasye-
mas paboma npoyeccopa (c nopueti danuvix u "3aeucanuem”). Iloomomy Konmponw
HA 00NYCMUMOCHb MaxKou pabomsl boaee HceCmKUll, Yem npu 0opaweHuU K OAHHbIM.
Taxue 63aumooeiicmeus npocpamm OONYCKArOmMcs MOAbKO 8 Npeoenax c80e20 YPOoeHs
npusuIecul.

CymiecTBYIOT JBE Pa3HOBHIHOCTH MOJENICH MEKCErMEHTHBIX NEpexoaoB 0e3
W3MEHEHHS YPOBHS NPUBUIIETUNA. DTO:

- nepexoabl Ha TPOrPaMMbI TOTYUHEHHBIX CETMEHTOB,

- nepexoabl Ha IPOrPaMMbl CETMEHTA TOTO YK€ YPOBHS NMPUBUIICTHH.

[lepexoapl Ha MPOTPaAMMBbI MOTYMHEHHBIX CETMEHTOB.

Cpedu cepsucHbviX npocpamm ONEePayuUoOHHOU CUCMEMbl UMeemcs pso Npo-
epamm, muna npeodopazoearuss 0BOUUHbLIX yeavlx uucen 8 cumsonvHbuili koo ASCII,
KOmMopble UCHONb3VIOm Opyeue Npocpammovl Ha Kaxcoom ypoeue npusunecui. Odviuno
maxue npocpammsl NPOCMbl N0 KOHCMPYKYUU, mpedyiom oopawjenus moavko K c80-
eMy napamempy u 6038pawiarom pe3yibmam evl3vlearoweli npozpavme. [{nsa ynpouje-
HUsl 00pawjeHusi K maxKum npocpammam MONCHO OblIo Obl pazmewams ux Ha YpPoeHe
nov3oeamensckux npoepamm. Ho ux ucnonwvsyiom na ecex yposmsx. CnedogamensHo,
UX HYIHCHO Uiy 0yOIuposams Ol KA#CO020 YPOGHS NPUBUNE2Ul, UIU UCNOTIb308AMb
bonee "epomosokue "medrccecmenmuvle nepexoovl be3 U3MEeHeHUsl UIU C Y8eaUdeHUuemM
VposHs npusuiecui”.

Jisi makux cumyayuii 6 npoyeccope Intel npedycmompeno anomepnamusnoe
peuienue - UCNONb308aHUe NOOYUHEHHBIX KOOOBbIX Ce2MEeHMO8.

KomoBblii cermeHT ompezensercs Kak MOJYMHEHHBIH ycTaHOBKod oOuta C -
Conforming B 6aiite npaB nmoctyma AR neckpuntopa komoBoro cermenta. OObdHbIC
npaBuia 3amuTel 1o 3HadeHusM CPL u DPL we peiictByroT, ecnu 6utr C=1. B sTom
ciIydae BBOISTCS APYTHE MPABUIIA.
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C nooyuHeHHbIMU CecMeHmamu K00a He acCoyuupyemcs: KOHKPEemHblll YPOBeHb
npuguiecull, MaxK Kaxk OHU NOOYUHSAIOMCS YPOBHIO NPUBUTIE2ULI MO20 KOOd, KOMOPblil
nepeoaem um ynpasierue ¢ nomowwvto komano CALL wm IMP. Ecau, nanpumep,
PL3-npocpamma nepedaem ynpasnenue noOYUHEHHOMY Ce2MeHmM) Kood, mo OH pa-
bomaem ¢ CPL = 3; ecnu owce smom ceamenm ewvizvieaem PLO-npoecpamma, mo ow
svinoansiemcs ¢ CPL=0. U3-3a maxoti "nodsusicnocmu” yposus npueunecuii noovu-
HEHHO20 KOO0B020 Ce2MEeHMA 8 HeM He OO0JIHCHbL COOEPHCAMbC NPUBUTIELUPOBAHHbBIE
KOMAHObl, HAnpumep, KOMaHObl 8600A-6bl80OA.

Korma ympaBienue mepemaercs MOTYUHEHHOMY CETMEHTY Kojaa, OWTHI IO
CPL peructpa CS He mpunumaroT 3HaueHue moist DPL geckpunropa HOBOTO cer-
MEHTa KOJla, KaK 3T0 0ObIYHO OBIBaeT, a coxpaHsaroT 3HaueHne DPL nocneanero BbI-
TTOJTHSIBIIIETOCST HEMOTYMHEHHOTO CETMEHTA Kojia. TakuM oOpazoM, mepexoa Ha Mpo-
rpaMMBbI TTOJYMHEHHOTO KOJIOBOTO CETMEHTA SIBJSETCS MEPEeXOoAoM 0e3 M3MeHeHMs
TeKyllero ypoBHs NPUBHUJIETHid.

Ho nmaxe st MOJYMHEHHBIX KOJIOBBIX CErMEHTOB MMEIOTCS OTPAHUYEHHUS IO
WX HUCTOJIb30BaHMIO. [IporpaMMbl MOJYMHEHHBIX CETMEHTOB HE MEPealoT CBOM ypo-
BEHb BBI3BIBAIOIIEH MpOrpaMMe, HO BCE K€ UMEIOT COOCTBEHHBIA YPOBEHb, OIpee-
nsieMblit mosieM DPL neckpuntopa cermeHTa.

[lepenaBaTh ympaBiieHHE MOAYMHEHHOMY CETMEHTY MOXET Mporpamma, ypo-
BEHb MPUBWJIETUN KOTOPOUM HE BBIIIE YPOBHS MPUBUJIETUI I11€JIEBOTO KOJOBOTO CEr-
MeHTa, T.e. ecnmu DPL <= CPL. Yto6s! mporpaMma MOJYMHEHHOTO CErMEHTa ObLia
JOCTYITHA Ha BCEX YPOBHSIX MPUBUJICTHIA, OHA JOHKHA UMETh BBHICIIMKA YPOBEHb IIPH-
Busieruii (DPLyxc = 0). DTO BIOJHE COOTBETCTBYET OOIIEMY MPABHITY MCIOJIh30Ba-
HUS CEPBUCHBIX MPOTPaMM: JTH00ast MporpaMma MOXKET OBITb CEPBHUCOM TOJIBKO IS
mporpamm 00Jiee HU3KOTO YPOBHS HEPAPXHUH.

MexaHu3M 3aIuThl PY UCTIOJIB30BAaHUU KOMaH/ MEKCETMEHTHBIX MEPEX00B
nposepsier 6ut C mpaB jocTymna JAECKpUNTOpa IEIeBOr0 KOJOBOTO cermeHta. [lpu
oOHapy>KeHUH MpU3HAKA MOJYMHEHHOCTH CErMEHTa MPOU3BOAMTCS MPOBEpPKa Ha CO-
OTBETCTBUE ypoBHAM npuBmiieruii: DPL <= CPL

[Ipu BBIMOTHEHNUN KOMaH] MEXCETMEHTHBIX TIEpeiay yIPaBICHUS U3MEHSIOTCS
peructpbl CS u EIP, mosTomy, kpoMe MpoBepKU MOTYMHEHHOCTH 1IEJIEBOTO KOJOBOTO
CEerMeHTa, MPOU3BOJUTCS TIPOBEPKA TOCTOBEPHOCTH CEJIEKTOPA, 3arpy,aeMoro B pe-
ructp CS.

Ilepexoabl HA MPOrpaMMbl KOJOBBIX CETMEHTOB TOT0 K€ YPOBHS NMPHUBU-
JIeTHil.

YcaoBUEM UCITONB30BAHUS 3TON MOJCIIA B3aUMOICHCTBUS IMPOTPAMM SIBIISICTCS
(CPL = DPL) & (RPL <= CPL).

Kpome mpoBepku 1o YpOBHSM NMPUBHIICTHH, KaK ¥ TIPH MCTIOIb30BAHUH TIOTI1-
HEHHBIX CErMEHTOB, JENa0TCs "ITaTHbIE" MPOBEPKHU HOCTOBEPHOCTU CEJIEKTOpA Iie-
JIEBOTO KOJIOBOTO CETMEHTA, 3arpykaeMoro B peructp CS.

Co cxeMmol B3amMOJIEHCTBHSI TIporpaMM 0e3 M3MEHEHHUS YPOBHS MPUBUJIETHIMA
MOKHO O3HAKOMHUTCS WJIH M0 PUCYHKY (pHC. 9), WK 1O SKPAHHBIM MOJEISIM (MO, 2
(mepexoj1 Ha IMOAYMHEHHBIC CETMEHTBI) — CM. DJICKTPOHHBIN y9eOHUK, Moj. 3 (mepe-
XOJI Ha HE OTYMHECHHBIE CETMEHTBI) — CM. 3JICKTPOHHBIA YISOHUK).
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Ilpu 3azpyske cenekmopa 6 pecucmp CS npoyeccop npoussooum pso npose-
DOK.

Ha puc. 9 npeocmasnenvr monvko ocHogHbie nposepKu, ompaxcaouue cmpa-
me2uio KOHMpOJIsi MEXAHUZMA 3AUUMDbI.

KoMauab! | cap JMPp, FAR CALL Cenextop CMeuleHve
nepexoaa
RPL y
Tabnuua
AECKPUNTOPOE
index
CenexTop ! AeckpunTop
> CErMEHTA
| —
1
Baz0BbIM aapec Mpeaen Mpaga 4ocTyna
CPL Ll DPLl El sl cl Pl
Y T Y Y
C5 AecKpUNTOPHEIM PEFMCTP IP
IIposepku:

1. (S=0) (E=l) =1 - nposepka na ucnoansemocmo
2. C=I - npogepxa Ha NOOYUHEHHOCMb Ce2Menma
3. Ecau C=0 (ne noouunennwitr), mo (CPL = DPL) & (RPL <= CPL) - nposepkxa coom-
8emcmaeusl ypoeHel npusunecull
4. (P=1) - nposepka Ha npucymcmeue cecmenma
5. Cmewenue <= L - nposepka na oopawenue 6 npedenax cecmenma
Puc.9. Cxema nposepok u mesiccecmenmmbix nepexo0o8 6e3 usmeHeHus: YyposHs npu-

suUIe2U C UCNONB30BAHUECM KOMAHO U MEeXAHUZMA nepeaaq ynpaejieHus

Ipesicoe scezo, nposepsiemcs, onpedensiem iU Yenresol 0eCKpUnmop K0O08bill
ceeMenm, m.e. umeem au ampubym ucnoansemozco ceemenma (S=0, E=1). Pa3peuwe-
HUe Ha CYUMbIBAHUE U3 IMO20 CecMeHma He mpedyemcs.

Jlanee nposepsiemcsi NOOYUHEHHOCMb Yene8020 K00080o2o ceemernma (C=1).

B cnyuae ucnonvsosanus HenoduuHenHo20 yeneeo2o K0008020 Ce2MeHma npo-
yeccop xoumpoaupyem, umo 3nauenue DPL deckpunmopa mouno pasno 3nauenuio
CPL, a 3unauenue nons RPL 6 cenexmope xomanovr menvuue uiu pasHo 3sHaueHuio
CPL (puc. 9).

Haxkoney, yenegotl k0008ulll cecmenm 001xceH Oblmb OmMeyeH KaK npucymcm-
syrowuti (oum P = 1 6 oeckpunmope, puc. 9), a nogoe snauernue ona EIP doonoicno na-
X00UmMbvCsl 8 npedenax Ho8020 cecmenma Kooa (cmewenue <= npeoena L, puc. 9).
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Tonvko npu ycnosuu 8bINOIHEHUS BCEX IMUX YCI0BULL NPOYECCOP NPOOOJIHCAem
8bINOJIHEHUE Nepeoayu YNpasieHus no ykasauuomy aopecy. Kozoa xaxas-mbo npo-
8epKa oaem ompuyamenvbHslil pe3yibmam, Gopmupyemcs HapyuieHue oowell 3auu-
mul (npepvleanue 13) unu napyuienue npucymcemausi (npepuwieanue 11).

B nocneonem cuyuae npocpamma o0pabomxu npepvléanus npou3eooum 3ad-
2PY3KY Yeneso2o CecMeHma 6 ONepamueHyo Namsamoy, YCmManasiueaem oum npucym-
cmaus. [locie 3moco 60300H06151eMCS BLINOIHEHUE Nepedadu YNPAasieHUs.

Paccmompennas mooenv 63aumodeticmeusi npoepamm o0aem MAaKCUMYM 603-
MOJACHOCMEU NPOEKMUPOBAHUS, NPOCMA NO Pearu3ayuul, Ho umeem MUHUMYM 3auju-
Mbl NPOSPAMMbBL O BO3MONHCHBIX OUUOOK.

Bonpocul ona camonpogepku.:

1. Kakue komanOwbl 0onycmumbl O MeHCCeSMEHMHbIX nepeday YnpasieHust
Oe3 npumereHus: Wir0308. Bo3MoNICHbL U nPU IMOM U3MEHEeHUS YPOBHEl NPUBUTESUIL.

2. Kakue npoecpammHuvle OuwubKU UCKTIOYAIOM NPUMEHEHUe ULTIO308.

3. Mna ucnonv308anus Kakux npocpamm NPUMEHSIOMC NOOYUHEHHble Cee-
MeHMbL.

4.  Kax 3a0aiomcsi noOYuHeHHble ce2MeHmbl.

5. Kakoe ycnogue npogepku no ypoHam npusuiecuti onpeoensem 00Cmyn-
HOCMb NOOYUHEHHO20 CeeMeHmA.

6. Kakoe ycnosue npogepku no yposHsam npusuiecuil onpeoeisiem 00Cmyn-
HOCMb MeNCCe2MEeHMHbIX nepeoay ynpaegieHus 6e3 usMeHeHus yposHel NPpUsuieull.

7. Kakumu npogepkamu, Kpome COOMEEMCmEUs YPOsHell Npusuiecuti, co-
NPOBOHCOAEMCSL NPOUEOYPA MENCCELMEHMHOL Nepedayu YNpasieHus.

2.4.3.3. MexkcerMeHTHbIE TepelaYyd ynpaBJjieHUsi 0e3 M3MeHEHUs MJIH C
yBeJIUYECHHEM YPOBHS NPUBUJICT MU,

Heo0xoaumMocTh 1 npood1eMbl MeKCErMEeHTHBIX NepPexoa0B 0e3 n3MeHeHus
WM C YBeJIUYEeHHEM YPOBHSI IPUBHJIETMid.

B mpoueccope Intel 3anpermiena nepemaya ynpasiaeHust OOBIYHBIMU CPEICTBAMU
CErMEHTY KOJIa, HaXOJAIIEeMYCsl Ha IPYTroM YPOBHE MPUBUIICTHIA.

DTO camblil BaKHBIM U CaMbIil CIOKHBIT MOMEHT MEXaHHW3Ma 3allUThl 110 MpPU-
BwiierusiM. OrpaHuduBas nepeaady ynpaieHus B IpeaesiaX 0HOTO KOJIbIla 3alllUThHI,
MPOLIECCOP TMPEAOTBPALIAET MPOU3BOJIBHOE U3MEHEHUE YPOBHEU MpuBUIECTUM. Eciu
on1 3HaueHne CPL M0xHO OBLIO JIETKO U3MEHSTh, BCE OCTAJIBHBIC CPEJICTBA 3AIUTHI
OKa3aJINCh ObI 0€CCMBICIICHHBIMH.

Ho mepemaua ynpaBiaeHUsS Ha NIPOIrpaMMBI OIIEPAllMOHHOM CHCTEMBI HE00XO0-

M.
Heobxooumocmo makoti nepedauu cea3ana ¢ 00HOU U3 21ABHLIX PYHKYUL One-

PAYUOHHOU cucmembl - OblMb NOCPEOHUKOM MeAHCOY NONb308AMENbCKUMU NPOSPAM-
Mamu u cucmemou pacnpeoeierus u ynpasienus pecypcamu IBM. Onepayuonnas
cucmema MS-DOS monvko uepes npepvisanue INT 21h npeoocmasnsem nonvzosa-
menvcKum npoepammam donee 150 paznooopasnsvix cep8ucHulx npoyeoyp.
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Paccmompennoe npumenenue noo0uuHeHHbIX ce2MeHmo8 npueoOHO MOaAbKO OJisl
YACMHBIX CIYYAe8 UCNOIb308AHUSL NPOSPAMMHBIX KOOO08, He NPOU3B00Um Nepexoosl ¢
U3MeHeHUeM YPOBHs NPUsUIecUll NPOSPAMMHO20 KOOd U He peuilaem npooiemy 6 ye-
JIOM.

Jiis peanuzanuu (HaKTUYECKOTO YBEIMUYCHHUsS YPOBHS MPUBUIICTUN TIPU MEXK-
cerMeHTHBIX nepexoaax B MIT kopnopanuu Intel mpeaycMoTpeHsr:

Oco0ble cucTeMHbIE 00BEKTHI - LT3 (gates).

OrpaHnyeHus UCIIOB3YEMBIX CPEJICTB IMEPEXOIOB.

W3meHeHus B MHTEPIPETAIMH aIPECHOTO TIOJIsT KOMaH/T TIEPEXOI0B.
Oco0ast cTpaTerusi HpOBEPOK YPOBHEN TPUBUIIETHA.

. VI3MeHeHus B npoueaype nepexoaos.

HIxr03b1.

0361 ABISAIOTCST KITFOUEBBIMA OOBEKTAMH JIJISI OPTaHHW3AIUHA MEKCETMEHT-
HBIX TIEPEXOJI0B C YBEIMYECHUEM YPOBHS NMpUBWIETHil. JIt0oObIe mepexo/ibl ¢ yBenuye-
HUEM YPOBHS NMPUBUJIETHI MPOU3BOASATCS TOJBKO C MCIOJIb30BaHMEM ILII030B. Kak
aNbTEPHATUBHBIA BapUAHT C OOJBIIMM YPOBHEM 3aIMThI, MUTFO3bI MOTYT HCIIOJb30-
BaThCsl U MPU MEXKCETMEHTHBIX Mepexo/1ax 0€3 U3MEHEHHs YPOBHS IIPUBUIICTHIA.

JleckpunTop 1UIi03a BbI30BA JEHCTBYET KaK MOCPEAHUK WJIM CBOCOOpa3HbIN
"uHTepdercHbIN clIoi" MEXIy CerMeHTaMu KOja, HAaXOMSIIUMHCS Ha Pa3IUYHBIX
YPOBHSIX MPUBUJICTUH.

B omauuue om cecmenmos, uino3vl accoyuuposanbl He ¢ MACCUBOM adpecos, d
C OnpeoeeHHbIM Yele8biM JOSULECKUM a0pecoM (NOJHbIM YKazameiem - CeleKmop,
cmewenue) nepedavu ynpaeienus. Ilpu scenanuu w03 MOXNCHO ACCOYUUPOBAMb C
MemKkou nepexoda. Hcknrouenuem sasnsiemes w3 3aoayu. OH accoyuupyemcs He ¢
JI02UHeCKUM a0pecoM, a ¢ Yenesol 3a0ayell.

LIno361 uoenmughuyupyrom paspeuiennvie mouku (Memku) 6 Kooe, KOmopbvim
Modicem Oblmb nepeoaHo ynpasieHue, U AGNAIOMCA eOUHCMBEHHbIM CPEOCMBOM
MedccecMeHmHOU nepeoadu YnpasieHus ¢ yeeiuvyeHuemM YposHs npusuiecui. B smom
CMbLCle OHU AGTISIIOMCS 00pAbOMUUKAMU COOMEEMCmMBYWuUx nepexodos. Ilo anano-
2uu, Koeoa nepeoadu ynpasieHus npou3sooamcs 0e3 UCNONb308AHUS WLTH0308 U Ce-
JIEKMOp 8 KOMaHOe YKa3vléaem He Ha 0eCKPUNmop wiio3d, a Ha 0eCKpUnmop Ko008o-
20 ceemenma unu oeckpunmop 1SS, 2oeopsam, umo obpabomuukom nepexooa sA61s-
emcsi KoOo8ulil cecmenm unu ceemenm TSS.

Taxum obpazom, pazpeuiernHvle MOUYKU 8X00d 8 CEPBUCHbIE NPOSPAMMbL 3A0a-
IOMCA He Bbl3blearouell npoepammott, a wiarosom. Ilpoepamma ne modxxcem uumamo
WI03bl U onpedensims aopeca U pacnolodCeHue CepsuUcHvlx npoyedyp. B smom
cMbICle Cep8UCHbLe NPoYedypbl cmanosamcs "npospaunvivu” 015 6bl3618ar0UUX NPO-
2pamMm, a UCNOIb308AHUE WTI0308 - 3AUUMOU OM HEeCAHKYUOHUPOBAHHO20 UCHONb30-
BAHUSL NPOSPAMMHO20 K0Oa U "HegepHuix" adpecos nepedau ynpasieHus, npueoosi-
wux x "3asucanuro” npoepammoi.

110361 UMEIOT CBOM YPOBHU NPUBWIETUH. Y POBEHb NPUBWIETUH IUIKO3a MO-
KET OTJIMYATHCA OT YPOBHS NMPUBWIETUN KaK BBI3BIBAEMOMN MPOTPAMMBI, TaK U BBI3bI-
Baromiei. [Ipu BBI30BE TUIIO3a MPOBEPSETCS €ro JOCTYIMHOCTh MO COOTHOIIECHUIO
YPOBHEW TPHUBWIETHN BBI3BIBAIONIEH MPOTrpaMMbl M YPOBHS TPUBUJICTHH IILTIO3A.

URwN e
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Kpowme 3toro, mpoBepsieTcss COOTHOIICHNE YPOBHEH NPUBHIICTHH BBI3BIBAIOIIEH U BbI-
3BIBAEMOM TTPOTPAMMBI.

Hcnosb3yemble cpeacTBA MEPEX0a0B.

MeXCerMeHTHBIH MEePeX0]l ¢ YBEIIMYCHUEM YPOBHS NMPUBUJICTHA MOXKET OBITh
3aJIaH:

- xomaunaoi MmexcermentHoro Ber3osa CALL tuna FAR;

- KOMaH0¥ BbI30Ba nporeaypsl npepbiBanus INT 1;

- NpephIBaHUEM;

- JIOBYILIKOM.

B cOOTBETCTBUY C ATHM HCTIOIB3YIOTCS MITIO3BI:

- Bb13oBa (call gates);

- mpepsiBanus (interrupt gates);

- noymku (trap gates).

Kpome 3Toro, i mepekIroueHHs 3a/1ad ¢ U3MCHCHHEM YPOBHS NPHUBHIICTUI
UCIIOJB3yeTCs 1UTio3 3amay (task gates). MexkcerMeHTHbIE MEPEXOabl C MCIIOIb30Ba-
HUEM TIEPEKITIOUCHHS 3a/1ad pacCMaTpUBAIOTCS HUXKeE B I1. 2.4.3.5.

Kak cucreMHBIC O0OBEKTHI NITIO3BI HMEIOT COOCTBEHHBIC JIECKPUIITOPHI, KOTO-
pBIC pPa3MEINAOTC B ICCKPUITOPHBIX TaOJIHIIAX:

- nuiro3bl Be3oBa - B GDT u LDT;

- IUTIO3BI IpephIBaHUi U JIOBYIIEK - B IDT;

- 1wmo3sl 3a71a49 - B GDT u IDT.

[Tpu MCHOJIb30BAaHUU ITUTFO30B MEHSETCS WHTEPHPETALNS aJIPECHOTO MOl KO-
MaH/T IEPEXO0B.

Hnmepnpemayusi adpecrnoco nojsi KOMAHO, UCHOIb3YIOUWUX ULTIO3bL (8bl3084,
npepuleanuil) OJisi MelCCecMEeHMHbIX nepeoay YNpAaeleHus ¢ YeeludyeHuem YpPOGHs.
npusuIecul.

Taxumu xomanoamu sensromes. CALL muna FAR u komarnowt evizosa npepoi-
sanus, nanpumep, INT n.

Aodpecnoe none komanovt CALL npu meocceemenmuuix nepexooax b6es uzmere-
HUs YposHs npusuiecuil npsamo, yepe3 POH unu aopecroe none 3adaem nonHwlll yKa-
3amenw yenesozo aopeca CS.EIP. [lpu meoxcceemenmuvix nepexooax ¢ yseiudeHuem
VPOBHA NpusuiIecUuti uHmepnpemayusi a0pecHo2o noJjisi KOMaHObl UBMEHeHd: cmeuye-
HUe NOJHO20 YKA3ameis USHOPUPYemcs, a CeleKmop UCHOAb3Yemcs 0 8blOOpKU
wio3a 8vi308a, komopuliil u onpeoensiem CS:EIP.

Komanowr evizoea npoyedypvl npepviéanus, npepuléanus u 108YUIKU 8ce20d
ucnoawv3zyiom wiatosol. Tun npepvieanus (n) sa61s1emcs UHOeKCOM COOMBEMCMBYIOULe20
winroza 6 maoauye |DT.

Crtparerusi npoBepoOK YpPOBHeil NMPUBHJIETHIl NMPU MEKCEITMEHTHBIX Iepe-
X0/1aX ¢ yBeJIMYeHHEeM YPOBHel NMPUBHJIETHA.

[Tpm peanu3anuu MEKCETMEHTHBIX TIEPEX0JI0B C YBEIMUECHUEM YPOBHS IPUBU-
JICTHH MPOU3BOIATCS ABE IIPOBEPKHU:

- JIOCTYIHOCTH IILJTI034;

- JIOCTYIMHOCTH KOJIOBOTO CETMEHTA.

Ha puc. 10 mpencraBieHa cxema JOIMYCTUMBIX BBI30BOB MIPOIIEAYP C UCIIOIH30-
BaHHEM IILTIO30B.
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YpoeeHe PL{I-2) @ A

¥poseHe PL{-1)

n
3

M - KoAOBbIM CErMEHT

W - Wnwos

¥poseHe PL(I) N &
e e, —» PaspeleHo
Vod

\ e *- 3anpelweHo
YpoeeHe PL{i+1)

Puc. 10. Cxema oonycmumvix mesnccecMeHmMHbIX Nepexo0os
C UCNOJIb308AHUEM ULTIO308.

JlocTynnHOCTH HLJII03A.

JIOCTYIHOCTh MUTIO3a aHAJOTWYHA OCTYMHOCTH AaHHbIX. [Ilmr03 mocryrieH,
ecnu ero yposeHb mpuBmieruii (DPL,,) He Bbillie TEKYIIEro ypOBHS MPUBUIICTHIA
(CPL,,) u ypoBHs mpusmiernii 3anpoca (RPL.).

JIis KoMaHIIbl BBI30Ba MPOBEPKA 3aKIIIOYACTCS B OMPEACICHUU BBITOTHEHUS
YCIIOBHSL:

(CPL,, <= DPLy,) & (RPL. <= DPL,,)

[Tpu ucnons3oBanuu komauasl INT N, mpepbIBaHUS WK JTIOBYIIKH OTCYTCTBYET
YPOBEHb 3aIpoca U MPOBEPKa CBOJUTCS K OTPEICTICHUIO BBITIOJHEHUS YCIOBHS:

CPL,, <= DPL,,.

JlocTynIHOCTH KOJI0BOT'0 CerMeHTA.

MexcermMeHTHas Iepefadya ynpasieHUs IONYCTUMA TOJBKO Ha IPOTPAMMBI
CBOETO WJIM 0oJiee BHICOKUMX YpOBHEH MpuBUieruid. B cooTBeTcTBUM € 3TUM JOCTYM-
HOCTb KOJIOBOI'O CETMEHTA ONPENEIIAECTCS BBIIIOJIHEHUEM YCIOBHUS:

DPL . <= CPL,,

Takum 00pa3om, YCITOBUSMH IOMTyCTUMOCTH Tepead YIpaBICHUs C UCTIOIb30-
BaHUEM IUTIO30B MO YPOBHSAM HPHUBUIIETUH SBIISIOTCS:
. ITpu ncnons3oBanuu komauasl CALL tuma FAR:

(CPL <= DPL,,) & (RPL. <= DPL,,,)
DPL,, <= CPL

. ITpu ucnonw3oBanuu komauas! INT N, mpepbIBaHUs UK JTOBYLIKH:
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CPL <= DPL,,,
DPL, <= CPL

IIpouexypa Me:KCerMeHTHBIX NMEPEX0J0B C yBeJIUYeHHEM YPOBHS NMPHUBHU-
JIeruil.

Co cxeMo#l B3aMMOJCHCTBUS MPOrpamMM 0€3 U3MEHEHHUS] WA C YBEIUYCHUEM
ypoBHs npuBmwiernidi mo komanme CALL tuma FAR MOXHO O3HAKOMHUTCS WU IO
cxeme (puc. 11) wim 1o skpaHHON MoJIe I (MO, 4 — CM. DJICKTPOHHBINA YISOHHK).

Obs3amenvHbIM YCI08UEM MENHCCeSMEHMHbIX nepeoay YnpasieHus ¢ ygeaude-
HUeM YPOo6Hs NPUBUNeUli SGNIAeMCs UCNONb308AHUE U030 6bl308d, 3A0AHHO20 KO-
manoou FAR CALL. Cuewenue, 3aoannoe komanoot, ueHopupyemcsi.

Komanpa nepexopa FAR CALL OnepaTHBHaA NaMATL
FAR CALL CenekrTop CM He
Tabnuua aeckpuntopos GDT
AeckpynTop Wnk3a Beizosa (SD)
ind
rbarsrcd - CenekTop CMelweH1e ATpHOYTBI
Cenekrtop l DPL(wp)
AecKpUNTop KOAOBOro CErMEHTa
index =
BasoBbIA aapec Mpeaenl | ATprby Tl
- /
/
BasoBbi aapec Mpeaen Mpaea AocTyna
y T + Y Y Y
CS AeckpunTopHeir perkcTp (DR) 1P

IIposepku npugunezuti no yciosusm 00Cmyna:
1. (CPL,, <=DPL,,;) & (RPL. <= DPL,,) - [Iposepxa docmynHocmu wnio3a 6bi308d.
2. DPL,. <=CPL,, - Ilpogepka docmynnocmu yeieeo2o Ko008020 cecmenma

Puc.11. Cxema nposepok u medsccecmenmHuulx nepexo0os 6e3 usmeHeHUs Uil
yeenudeHus yposHs NPUBULE2ULL.

YUmeHue wino3a 6613084 AGNIAEMCA NEPEbIM IMANOM 8bINONHEHUS KoMaHObl. Ha
9MOM dmane npou38o0sMcs CMaHoapmmusle NPOGEPKU OeUCmEUmMeIbHOCMU CEeleKmo-
pa. Cenekmop winio3a 6bl308a MOXNCEM YKA3bl6AMb HA 2100ANbHYIO UNU JIOKATLHYIO
maoIuybl 0eCKpUnmopos.

Ilocne umenusa deckpunmopa wint03a 6v1306a NPOBEPEMCSl COOMEEMCIEBUE €20
Mmuna u yciosue e2o 00Cmyna:
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(CPL <= DPL,,) & (RPL <= DPL,,)

Ilpu nonosxcumenvuevix pe3yromamax NPOBEPOK BbINOJIHAEMC L 8MOPOU IMan
nepexooa. Omo yumeHue 0ecKpunmopa yene6020 Ko008020 ce2MeHma, Komopoe npo-
U3800UMCSl NO CENEKMOPY 3A0AHH020 8 0eCKpunmope wao3a evl3oea. Ilepeo umenu-
emM 0enaomes Cmanoapmuvle npoeepKuU: Ha OelUcCmeUumenbHOCmb CeleKmopd, Ha COo-
omeemcmeue cMeuwjetusl 8 cecMenme npeoey CeecmeHmHo20 Kooa u Ha 00CMynHOCMb
yenego2o K0O0B020 cecMenma no YPOGHAM NPUGUTESULI.

IIposepra docmynnocmu yeneso2o k0008020 cecmeHma no YpPoeHIM Npusuie-
2Uuti onpeoensemcs Ycioeuem:

DPL <= CPL

Ilpu nonoosxcumenvuwvix pe3yrbmamax 3mou nposepKu NPouU3eo0UmMcs mpemuul
aman nepexooa. llpu smom:

NOJHBIL yKazamensb aopeca 6o38pama (codepaicumoe pecucmpa CS ykaza-
mes komano |P) coxpanusemcs 6 cmeke;

0eCcKpunmop uyenedoco Ko008020 Ce2MeHmd, 8blOPAHHbBIU U3 Mmabauysl Oe-
CKPUNMOPO8 NO CeNeKmopy ullio3a 8bl308d, 3AHOCUMCSL 8 0eCKPUNMOPHDBLIL
peaucmp (DR na puc. 11);

snauenue DPL u3 cenekmopa yenesoco k00068020 ceemenma 3aHOCUMCS 8
none yposts npusuneeuti (CPL) ceemenmnoeo pecucmpa CS;

noJe uHoeKca u muna mabauysl CeleKmopa yeneeo2o Ko008020 ceeMenma
u3 deckpunmopa wino3a evizosa (SD na puc. 11) 3anocumcs 6 coomseem-
cmayrowue nos ceemenmuozo pecucmpa CS;

3HAYeHue noie cmeweHus deckpunmopa wiarosza evizosa (SD na puc. 11)
3aHocumcs 8 ykaszamenv komano |P.

Ecnu nepexoo npueen x uzmeneHuro ypoeHs npusuiecuil, mo npou38o0o0Umcs
euje 0OUH 3a8epuaroujuti Iman. Imo cmeHa cmexa.
B sammmesHOM pexXuMe JUIS KAKIOTO0 VPOBHSA NPUBWIETHU HUMEETCS CBOU

CTCK.

Hanuuue unousuoyanvuvix cmekos 051 Kaxco020 YpoeHs npusuiecutl OUKmy-
emcsi 08YMsl OCHOBHbIMU NPUYUHAMU.

8bI3bIBACMAS NPOYEOYPA OOJIHCHA 3AUUWAMNBC O 803MONCHO20 NEPeno.i-
HeHUsl cmeKa, 803HUKAIOWe20, eCiu 8blI3bl8AI0Wds NPO2PAMMA PACHPEOen -
J1a He0OCMAamoyHoe CMeKo8oe NPOCMPAHCMEBO,

ce2MeHm cmeKd, UCNONb3YeMblll Oojlee NpusulecupoOB8aHHol npoyeoypol,
Modicem Oblmb paspyuien MeHee NPUBUIESUPOBAHHBIMU NPOCPAMMAMU,
pasoeiieHue dce Cmeka Ha NPUBUNeSUPOBAHHBIX YPOBHIAX NPOU3BOOUMCS He
npoSpamMmamyu noivsogameneti, a CUCMEMHbIMU Npoyedypamu, KOmopule
MOJILKO UCNOIb3YIOMCA NPUKIAOHIMU NPOSPAMMAMU.

Hauanvnvie 3nauenus cenexmopa cmexka SS u ykazamensi ESP xpawsmcs 6o
gcex ceamenmax cocmosanus 3aoauu 1SS u ne moouguyupyromes. Ilpu cmene cmexa
aopec sozepama CS u IP, cenexmop SS u yxazameno ESP cmapozo cmexa coxpans-
romes 8 HOOM cmeke. B Hezo dice, 6 cryuae 6vi306a npoyedypuvl ¢ nepeoaderl napa-
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Mempos, U3 cmapoz2o cmeKkda KONupyromcs nepeoasaemvle Napamempvl U Cyemyux
OBOUHbIX C/I08, ONPEOEIAIOUWUL UX KOJIUYECMBO.

Ilpu cmene cmexa npouzsooumcs oopawenue Kk ceemenmy 1SS 0 umenus
3Hauenuli SS, 3azpy3xa Hoso2o ykazameis cmeka 6 pecucmp ESP u cenekmopa cmexa
6 ceamenmuniii pecucmp SS. Ilpoyeccop ananusupyem none cuemuuxa WC (Word
Count) oeckpunmopa wino3a 6vl308a. 3amem KOnupyem u3z Cmapo20 cmeKda 8 HO8blil
YUCIO OBOUHBIX CI08, YKA3AHHOe 3MuM nojem. Imo - napamempul, nepeoasaembie
gvizvigaemou npoyedype. Onu pasmewaromesi 8 HOBOM cmeKe makice, Kak  Cmapom.
Haxkomney, 6 Hosblii cmek éxnouaemcs aopec ozepama CS u EIP.

CMeHa cTeka COMPOBOXKIACTCS CTaHAAPTHBIMU MPOBEPKAMH Ha JEHCTBUTEIb-
HOCTh CEJICKTOpa CETMEHTa CTeKa M JIOCTYIMHOCTh CErMEHTa CTeKa MO YPOBHSIM TIPH-
BUJIETUN TIEPE]] €r0o 3arpy3Kod B CETMEHTHBIM peructp creka SS. J[omomHUTensHO
MPOBEPSETCS] JOCTATOYHOCTh BBIJCIIEHHOTO O0OBEMa CTEKa ISl pa3MEIleHHUs cre-
JYIOIIUX 3JE€MEHTOB:

- CTaporo ykasateiss cteka (8 6ailT);

- xomupyembix napametpoB (0-128 6aiir);

- azapeca Bo3Bpara (8 Oaiit);

- JIOKQJIbHBIX MEPEMEHHBIX, KOTOPbIE MOXKET BKJIIOYATh B CTEK BbI3BaHHAA

npoueaypa.

PaccmarpuBaemas Mojenb repefayd yrnpaBlieHUs ¢ MCHOJb30BAaHUEM ILIIO30B
[IPEANOIaraeT Mmepexo/ibl KaK ¢ YBeIUYCHUEM, TaK U 0€3 W3MCHEHHS YPOBHEH IMPUBU-
JIETUM.

s nepedau ynpaenenusi 6e3 uzMeHeHUs YPOBHS HNpuuiecuti 3mo 0Ooiee
COJICHBILL (U MEOIeHHbI) Cnocob nepexooa no CpasHeHUur0 ¢ 0ObIYHLIM CHOCOOOM -
0e3 npumenenus winozos. Ho ecmv psao paxmopos, no KOmopwviM UCNOIb308AHUE
ULTI0308 ABNIAAEMCSL YeecO0OPA3HbIM NpU nepexooax u 6e3 usmMeHeHus: YpOo8Hs NPUBU-
necuil.

1. He sce cepsucnuvie npoyedypul, UCNONb3YEMbLE HA PAHLIX YPOGHAX NPUGU-

Jlec2uti, MOJNCHO NoOMemums Kak noouunennvle. Hanpumep, uz-3a mozo, umo
OHU coOeporcam npusuie2uposanuvie Komanovl. Ho smo npocpammul 06-
We2o UCNONb308AHUS U UX OECKPUNINOPLI CE2MEHMO08 OO0JICHbL NOMEWaAmb-
ca 6 enobanvrulx maobauyax. OCHOBHbIM CPEOCMEOM 3aujumsl Om 63auUM-
HBIX nOMeX OJi MAKUX NPoSPamMm 0Cmaemcs UCHOIb308aAHUE ULTIO308.

2. Hcnonvzosanue winio3o6 ne moavko oenaem "npospaunvimu’” cepsucHvle
NpocpamMMbl, HO U A61emcsi YOOOHbIM UHMEPDEUCHbIM CTloeM MeAHcOy Npo-
epammamu. Ilpoepamma-nompedumens ooaxcHa "snams" moavko cenex-
mop 0ecKpunmopa wiro3d.

Ecnu ne npoucxooum uzmeHnenus: yposHs npusuiecuii, mo 0Jisi nepeoayu ynpas-
JIEHUSL B03MOJICHO UCNONB308AHUE He MOJIbKO KOMAHObL 8b13068a NPoyedypul, HO U KO-
MAHObl MedccecMeHmHOol nepedadu YnpasieHus 0e3 coxpaHenus aopeca 6038pama
JMP muna FAR. B smom ciyuae ucnonvzyemcs moabko 3a0aHHbIL KOMAHOOU celleK-
Mop 0ecKpunmopa wiio3d bl308d, a cmeujerue, 3a0aHHoe KOMAHOOU, USHOpUpyem-
cs. Ilpu nepexoode adpec 6ozépama ne coxpamsemcsi.
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Ilepenayu ynpasJjieHUs1 10 NPEPHLIBAHUSIM U JIOBYLIKAM.

[lepenauu ympaBiaeHHs MO MPEPHIBAHUAM U JIOBYIIKAM SIBJISIOTCS Tak K€ mepe-
nadamMu 6€3 U3MEHEHUs WM C YBEJIMYECHUEM YPOBHS MIPUBUIIETUNA. DTO TOXKE Mepea-
Yy YMOpaBJICHUS] C 0053aTE€BHBIM HCIIOJIb30BAaHUEM IILII030B NpPEphIBAHUS HIIU JIO-
BYIIKK (TpephIBaHUSI C KMCMIOJIB30BAHMEM IIUII0O3a 3aJaud paccMaTpHUBAIOTCA B II
2.4.3.5).

OTauyusiMHu 3THX TIEPEXOJ0B OT BBI3OBOB Ipoleayp komanmoit CALL tuna
FAR sBnstoTcs crneayromue:

- KOMaHJpbl BbI30Ba IpepbiBaHus, Harpumep, INT n, npepbiBaHus U JTOBYIIKU

HCIIOJIB3YIOT HE CEJIEKTOp IUII03a,  TUI MPephIBaHus N;
- oOparieHue 3a AECKPUNITOPAMHU ITUTFO30B MTpou3BOAUTCS He B Tabmuiel GDT
n LDT, a B Tabnuiy neckpuntopos npepbiBanuii IDT.

Hcnonb3oBaHue TUNa MpPEpbIBaHUS, BMECTO CEJIIEKTOpa JAECKPUNTOpa LUII03a,
U3MEHsIeT ycnoBue goctyna. KomaHabl npepbiBaHusl, NPpepbLIBAHUS U JIOBYIIKH
AJISL ONpeNe/IeHUs] LeJIeBOr0 KOJO0BOr0 CErMeHTa HCHOJIb3YHT He CeJeKTOop, a
THI NIpepbiBaHus. [[Jisi IpepbIBaHU U JIOBYIIIEK JECKPUIITOP IILUTI03a JIOCTYIICH, €C-
JIM €T0 YPOBEHb MPUBUJIETHI HE MPEBBIIIAECT TEKYIIETO, T. €.:

CPL<=DPL,;,

Ycnosue A0CTYyIIa LCJICBOI'O KOJOBOI'O CETMCHTA OCTACTC:A IMPCIKHUM. HGHGBOﬁ
KOJIOBBII CETMEHT AOCTYIICH IIpOorpaMmam, €CJIN €TI0 YPOBCHb HC MCHBIIIC TCKYIICTO:

DPL,,. <= CPL

Co cxeMoil B3aUMOACHCTBHUS MPOTPAMM C YBEIUYCHUEM YPOBHS MPUBUJICTHMA
no komauze INT n, mpepbIBaHUSAM UITH JIOBYIIIKAM MOYXHO O3HAKOMUTCS 10 DKPAHHOU
MoJIeNu (MOJ. 5 — CM. SJICKTPOHHBIN YUSOHHUK).

Bonpocwt ona camonpogepku:

1. B uem 3axnrouaemcs He0OX00UMOCMb nepeoay YNpasieHus ¢ NOBbIULeHU-
eM YPOBHS NPUBUIECULI.

2.  Ymo npedycmompeno ¢ MII kopnopayuu Intel ons peanuzayuu nepexooos
C ygenuyeHuemM YposHs NpUGULeUl.

3. Kaxoii 0bpabomuuk modcem ucnob308amuvcsi Npu nepexooax ¢ yseauue-
HUeM YPOB8HsL NPUBUIEULL.

4.  MooicHo 1 UCnonb308ams WIO3bL NPU NEpexooax Oe3 UsMeHeHUs. YPOoGHs.
npusuUIecul.

5. Mooicno nu ucnoavzosamo komandy FAR CALL ons nepeoau ynpaenenus
C ygenuyeHuem ypoGHs NPUGUIEeUlL.

6. Kakue cpedcmea MO*CHO UCNONIb306aMb O/ nepeday YpasieHus ¢ yse-
JIUYeHUeM YPOBHS NPUBUTIESULI.

7. Kak 3a0aemcs cmeweHue u yenesou cecMenm npu nepeoaiax ynpaeieHus
C ygenruyeHuem yposHs NpUGUIeUl.

8. Kakxue munwvi winio306 vl 3naeme.

9. [0e moecym pacnonacamuvcs uiniosol.
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10. B uem 3axnmouaemcs ycuogue 00CmMynHoOCmu Wi03a 6b13064.

11. B uem 3aknwouaemcs yciogue OOCMYNHOCMU ULTI0308 NPEPbl8anUs, 10-
BYUIKU.

12. B uem saxnmouaemcs yciosue 00CmynHOCMU Yeae8o2o cecmeHma.

13. Ilpu xaxux nepexodax npou3eooumcs cmeHa cmekd.

14. [Ilo xaxum npuuunam npou38o00UmMcs CMeHa Cmekd.

2.4.3.4. MexkcerMeHTHbIE TepeJayH ynpaBjieHuss 0e3 M3MeHEHHMs] WJIH C
YMeHbIIEHUEeM YPOBHS NPUBHJICT U,

DT0 MOJENb B3aUMOJACHCTBHUS MPOTPaMM IIPU BO3BPATE U3 BHI3BIBAEMBIX MPO-
Lelyp WIK NporpaMm oOpabOTKU MPEPHIBAHUI WM JIOBYIIIEK.

[lepenaun ympaBlieHHs MPU BO3BpaTax MPOU3BOAATCS KOMAHIAMU: U3 BBI3BI-
BaeMbIx mporenyp — RET, RET n unu u3 nporpamMm oOpaboTKK mpepbiBaHU (JIOBY-
miek) - IRET.

Bmopas ¢popma komanowvr eozepama RET n npouzsooum yoarenue uz cmexa n
oatim. Ona Heobxoouma 6 mom ciyuae, K020a Npu 8vi3068e NPoyedypsbl Nepeoasaiucsy
napamempul (cooepacumoe nois cuemuuxa 08ounvix cnos WC 6 winioze 6vizo6a ne
PABHO HYII0).

Ilepedaua ynpasnenuss na npocpammvl 06pabomku npepvieanus (108Yuiku)
gce20a npouzsooumcs 6e3 ymeHvuieHus: yposHs npusuiecui. CoomeemcmeenHo, 603-
8pam u3 HUX 6ce20a 00JdiceH Obimb Oe3 yeenuuenus yposHs npepviganus. Ilonvimxu
8038pama ¢ ysenudeHuem YposHs npusuiecull 0isi 9Mmux ciyiaed Cuumaromecs ouuo-
KOl

Ilepexoowt npu 6vi3068e npoyeoyp, Npepwvlearuss Uil J08YUIKU MOSYM UCNOIb30-
8amMb MeXaHUu3M nepeoay ynpasieHus uil mexaHusm cmensvl 3aoay. Ilpu sozepame u3
npoyedypsl 6ce20a UCNONb3Yemcs MOon JHce MeXaHUu3M nepexood.

Bozspam uz noonpoepamm na ocrosuyio npocpammy no komanoam RET, RET
N u IRET ne ucnonvzyem winioswvr. Eciu npoyedypa 6vi306a ucnonv3o8aia mexamusm
nepeoauu ynpaeieHus, mo oopadbomuuKom nepexooa Aeasiemcs KoOO8blll CecMeHM.
Buvinonusemvle npu 6o3épame Oelicmeus aHaio2udtbl 0eUcCmeusm npu 6vi3o08e, HO 8
0bpamHom nopsioke:

- u3 cmeka npoyedypul useiekaemcs aopec ozspama CS:EIP;

- ecau evinontsaemces komanoa RET n, mo npoussooumcs unkpemenm pe-

eucmpa ESP na n ons yoanenus napamempos uz cmexa npoyeoypol;

- U3 cmexa npoyeoypul uzsiekaemcs ykazameivb cmapozo cmeka SS:ESP.

CxeMbl BO3BpaTa M IPOBEPOK TaKWE K€, KaK MPH BBIIOJHCHUH IIEPexo/ia Io
komanaam FAR CALL umu FAR JMP (nepenaua ynpasieHusi 6€3 U3MEHEHHS YPOB-
Hsl IPUBUJIETUH ).

OTIUIUSAMU SIBIISTFOTCSI:

- KOMaHJIbI BO3BpaTa HE CoAepKaT ajapeca MepexoIoB;

- TOJHBIA yKa3aTelb TOYKH BO3BpaTa (CEJICKTOp, CMEIIeHue) OepeTcs w3

CTEKa, a HE U3 KOMaH/Ibl;
- W3MEHEHO yCIIOBHE KOPPEKTHOCTH TIEPEX0/Ia;
- NPy U3MEHEHUHW YPOBHS NMPUBUJICTUN MPOU3BOIAUTCS BOCCTAHOBJICHUE CTa-
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pOro cTeka.

B 0OBIYHBIX YCIOBHSIX yKa3aTeslb BO3BpaTa BCEria JOCTOBEPEH, MTOCKOJIBbKY OH
ob11 chopmupoBan komanao CALL wim INT. Ho 31ech yuuThIBaeTCS BO3MOKHOCTh
TOTO, YTO BBI3bIBa€Mas MpOIEAypa MOIJIa U3MEHUTh yKa3aTelb WU HENPaBUIBHO
oOpabotath ctek. [IpoBepku mpu Bo3BpaTe U3 MPOILEAYyp HalpaBlIEeHbl HA UCKIIOYE-
HUE TAKUX CUTYaIUM.

[Ipu BbIIOJIHEHUM BO3BpaTa M3 MPOLEAYpP MEPEXO0J]l CUUTAETCS KOPPEKTHBIM,
€CJId yPOBEHb MPUBUJIETUN CEJIEKTOPA LIETIEBOTO KOJIOBOTO CETMEHTA, U3BJICYCHHOTO
U3 CTEKa, COBMAAAET C YPOBHEM MPHUBHIICTHH JIECKPUIITOPA ITOTO CErMEHTa U HE Tpe-
BBIIIAET TEKYIINU YPOBEHb IPUBUJIIETHH, T.€.:

(CPL <= DPLg) & (DPLg = CPLyg),

rue:

DPLg - ypoBeHb IPUBUIIETMH CETMEHTA BO3BparTa (M3 CTEKa),

CPLg - ypoBeHb NPUBUIIETUN CEIEKTOpa CErMEHTa BO3BpaTa (M3 TaOJIHIIBI Jie-
CKpHUIITOPOB).

KpoMme mmpoBepoKk COOTBETCTBHSI YPOBHEN NPUBUIIETUM, IIPH 3arPy3KE CEIEKTO-
pa KOJIOBOTO CETMEHTAa M CEJIEKTOpa CerMEHTa CTeKa (BOCCTAaHOBICHHE CTEKa) BbI-
MOJTHSIOTCS BCE CTaHIaPTHBIE TPOBEPKHU.

Co cxeMoil B3auMoAeWCTBUA MporpaMMm 0e3 U3MEHEHUS! WIH C YMEHbIICHUEM
YpPOBHS NMPUBHIIETUN KOMaHJaM1 BO3BpaTa: U3 BbI3bIBaeMbIX nporeayp - RET, RET n
WM U3 MporpaMM o0paboTKu npepbiBanuii (JoBymiek) - IRET o3nakomurcs mo sk-
paHHO# MonenH (MOJ. 6 — CM. DJIEKTPOHHBIN YUSOHUK).

Bonpocul ona camonpogepku:

1. B kaxux ciayuasx O0onyckaromcs nepeoadu YNpaeieHus ¢ yMeHbuleHuem
VPOBHS npusuiecull.

2.  Kakumu cpeocmeamu npouzeoosamcs nepedavu Ynpaeienus ¢ yMeHvluie-
HUeM YPOB8HsL NPUBUIEULL.

3. Kakotl mexanuzm nepexooa ucnoib3yemcs npu opeaHu3ayuu 6036pama u3
npoyeoyp.

4.  Kaxou 06pabomuux ucnoib3yemcs npu 6038pame u3 npoyeoypeol.

5. Kaxk onpeoensemcs mouka 038pama u3 npoyeoypbi.

6. Omnpedenume ycnosue docmynHocmu 6036pama u3 npoyeodypuvl No YPOGHAM
npusuiecutl.

2.4.3.5. MesxkcerMeHTHbIE MEePEeKJIIYeHNs 3a/1a4.

MeXCerMeHTHbBIC MEePEKIIFOUYCHHSI 3a/1ad - 3TO MEPeXOibl ¢ MCHOJb30BaHUEM
MeXaHHU3Ma MEePEKIIOYCHHS 3a/1a4.
Mooenu nepexntouenus 3a0ay Mo2ym Ucnoib308ambCs.
- 0/ NepeKkayeHUs He3a8UCUMBIX NPOSPAMM NPU NAPALIETbHOM UX 8bINO.I-
HeHUU 8 pedicume pasoeenuus BDemMeHU;
- 0115 8613084 NPOYEOYP;
- 0715 8613084 NPOCPAMM 0OPAOOMKU NPEPLIGAHULL U JIOBYULEK,
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- 0714 8038pama u3 npocpamm oo6pabomku npepuleanuli U 108y ulex.

Ilepekniouenue 3a0au npu napanieabHOM 8bINOTHEHUU RPOZPAMM 6 PeHCU-
Me pazoenenus epemeHu.

Ilepexntouenue 3a0au npouzBOOUMCs: ¢ UCNOIL30BAHUEM CHEYUAIbHLIX Cee-
MEHmMO8 COCMOSIHUA 3a0ay. Mo CUCMEMHble CeeMeHmbl, NpeOHa3HaueHHbvle OJisl KO-
RUPOBAHUSL OCHOBHBIX Pe2UCmpPO8 npoyeccopa, Xpauawux "kouwmexcm" npoepammeol.
Hnoeoa nepekniouenue 3adau Haszwigaiom cmenoll konmekcma. Tepmun "3adaua”
30ecb os3Hayaem "@vinonHsiemas npocpamma', eepnee - "npoepamma, Haxooawascs
Ha cmaouu evinoaHenus". B mHoconpoepammuom (MHo2o3a0aunom) pedicume pabo-
Mol 8 CMAOUU BbINOJIHEHUS MO2YIM HAXOOUMbCS HeCKONbKO Npocpamm. s Kaxicoou
U3 HUX cO30aemcsi ceecmMeHm cocmosaHus 3adayu - 1SS. Beinoninenue smux npozpamm
ModHCcem NPoU3800UMbC OOHUM NPOYECCOPOM 8 pedicume pazoenerus gpemeru. Oc-
HOBHBIM HA3HAUEHUEeM MEeXaHU3Ma nepexiiouenus 3a0ay A6NAemcs Op2anu3ayus oye-
PEOHBIX NePex0008 MedHCOY BbINOJIHAEMbIMU NPOSPAMMAMU.

Ilpu nepexatoueruy npocpamm cooepicumoe npoyeccopa (KOHmMeKcm npo-
epammosl) Konupyemcs 6 1SS mexyweil npoepammvl, a codepocumoe 1SS yenesoi
npoSpaMMbl NEPEnUCcyLIBaemcs 8 pecucmpuvl npoyeccopa. Taxoii nepexoo uckuoyaem
npAMOoe 83auUMOOelicmeue NepeKkioyaemblx NPOSPamMM.

Bo03MOKHBI IB€ MOJIEH MEPEKIIOUCHHS 3a]1a4:

- TIpsIMOE MEePEKIIIOUYCHNE 3a/1a4;

- TEpeKIIoYCHUE 3a7a4 C HCIOJIB30BAaHUEM IUTI030B (KOCBEHHOE TIEPEKJIIO-

YeHHE 3a]1a4).

[lepekiroueHre mporpaMM MOXKeT Tpou3BoauThes koMannamu JMP u CALL
tuna FAR, xomangamu BbI3oBa ImpepbiBanuii, HampuMmep: INT n, wam xomanmou
IRET. Kpome »T0oro, nepexkiadeHus 3a1a4 MOT'YT HHUIIMHUPOBATLCS MPEPLIBAHUIMHU U
JOBYIIIKAMH.

Ilepexntouenue 3aoau.

Ilpu nepexniouenuu 3a0au no npepvi8AHUAM U JOBYUUKAM OECKPURMOPLI ULTIO-
306 3a0ayu unu TSS OdondicHbl HaxoOoumsvcs 6 madbauye 0ecKpunmopos NpepbleaHull
IDT. B cayuae ucnoavzosarnus komanoovl CALL muna FAR coxpansemcs aopec 603-
8pama, HO napamempul He nepeoaromcsi.

C mouku 3penust 83aumooeticmeus npocpamm, nepexiioueHue npocpamm pas-
HO3HAYHO 3A8epUIeHUI0 OOHOU NPOSPAMMbL C COXPAHEHUeM HA MASHUMHOM OUCKe
OAHHBIX U 3anycKy cledyrowell npoepammsl. Ho npu nepexnouenuu 3a0ay 3anomuna-
emcsi mekywee 3nauenue ykazamens komano |P. I[losmomy npu ee nosmopnom 3a-
nycKe 3a0a4a 3anycKkaemcsi He ¢ HAYaIbHOU MOYKU, a NPOOOIHCAem GbINOIHEHUEe C
npepeanHol MOUKU.

Oopadomka nogyuiek - 3mo oo6pabomka coovlmus, HenocpPeOCMBeHHO CEA3AH-
Has ¢ evinonHeHuem mexywetl npoepammol. CiedogamenbHo, 00pabomyux npepviséa-
HUs OOJIJCEeH Nonadamv 8 KOHMEKCH 8blNOJIHAEeMOU npocpammel. B obwem cuyuae,
CMeHa KOHMeKCma 30eCb Npomueonokasana. Ho 6 mexomopwvix cuyyasx MexaHusm
nepekaueHus 3a0a4 u npu 0opabomie 108YueK MoAHcem Oblmb NOJe3eH.

Ilpepvisanusn ciysxcam 0nss 06pabomKu HEKOMopo2o GHeUlHe20 coObIMUS, SIGHO
He C8A3aHHO20 C NpPepvieaemol NPocpammou. /s smux ciyuaes yenecooopasHo uc-
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nob308amyb nepexniodenue 3aday. Bvixoo uz noonpozpamm (oopamuoe nepexiiode-
Hue) npouszsooumcs komarnoou |IRET.

Mexanuszm evinonnenus xkomanowvt |RET onpeoensemcs cnocobom evizosa
npoyeodypvl 06pabomKu npepvl8anusl.

Ecnu nepexoo na npoepammy obpabomxu 6vi1 npouszseden ¢ UCNONAb308AHUEM
MEXAHUZMA NEPEKTIOYEHUS NPOSPAMM, MO U 8036PAM HA UCXOOHYIO NPOSPAMMY NpPO-
U3B00UMCS NepeKIoYeHueM 3a0at.

Ecnu nepexnrouenue 3aoau evizvieaemcs komanoamu CALL, komanooii evizoea
npepwisanuii, nanpumep, INT N, wiu npepvisanuem, mo npoyeccop ycmanasnusaem
oum enoocennocmu NT 6 pecucmpe ghnacos FLAGS u 6um 3ansmocmu B 6 none npag
oocmyna Oeckpunmopa. 3amem 3anucvléaem ceiekmop oeckpunmopa 1SS npepuol-
8aeMoll npospammsl 8 cneyuaivhoe noie "cenexkmopa ozspama’ TSS npunumarowet
npoepammul. Tlocne amoeo obe 3a0avu cmano8amcs 3aHamvimu. Imo 3anpewjaem
npuMeHenue peKypCUBHbX npoyeodyp u peeHmepadeibHblX NPOSPaAMM.

Ecnu nepexniouenue 3adau evizvieaem komarnoa JMP, mo cenexmop 6ozepama,
oum enodcenHoCmu U Oum 3aHAMOCMU He YCMAHABIUBAIOMCSL.

Ilpu evinonneruy KOMaHObl 8038pAMA NPOYECCOp NPosepsient UM BGlLONCEHHO-
cmu (NT) u evibupaem mexanuzm nepexooa. B ciyuae ucnonvzosamnusi nepexioueHus
3a0ay yumaemcs cenexkmop 1SS npoepammul 6ozepama.

Ilpoyeodypa obpabomku npepvieanus npu KaICOOM 6bl308€ OOINCHA HAYU-
Hamucs ¢ HawanbHo2o aopeca. Ho npu evixode coxpamnsemcs adpec, credyiowuil 3a
komanootu evixooa |\RET. Oma npobaema mosxcem 6vimo peweHa 4ucmo npocpamm-
HoIM nymem. [[isi 603MONCHOCU UCHOIb308AHUSL 8bI3bIBAEMOL NPOYEOYPbl NEPEKILIO-
yeHuem 3a0ay npoyedypa OOAHCHA OblMb 3AYUKIIEHA U HAYANbHASL KOMAHOA npoyedy-
Ppbl Q0NHCHA Ce008amb HENOCPeOCMBEHHO UMY Yepe3 0e3YCNI08HblU nepexoo 3d Ko-
MaHooli 8038pama.

OTcyTcTBHE IPSIMOTO B3aMMOJICUCTBHS TIPOTPAMM IPH MEPEXO0/IaX C UCIOIb30-
BaHMEM MEXaHW3Ma MEePEKIIOUCHUS 3a/1a4u MO3BOJISIET 3HAUUTEILHO CMSITYUTh TpeOo-
BaHMSI K JIOCTYITHOCTH MPOTPAMM IO YCJIOBUSIM KOPPEKTHOCTH MEPEXOJI0B C U3MEHE-
HUEM YpOBHS mnpuBuieruii. Ho Bce mpoBepku, HEMOCPEICTBEHHO HE CBS3aHHBIC C
YPOBHSIMU TIPUBWJICTUH, BBITIOIHSAIOTCS B TOM K€ 00BbEMe.

IIpsaMoe nepexkJIr0YeHue 3a1a4.

[IpsiMoe mepexitoueHre 3a1ad - 9TO MEePeKITIoueHNe 3a1a4 0e3 UCI0Ib30BaHUs
nuto3a 3agad. IlpsMoe mepexiroueHue 3aaad npou3BojauTcs komanaamu JMP u
CALL tuna FAR .

B cayuyae ucnonszoBanust komanga JMP u CALL tuna FAR cenekTopsl 3Tux
KOMaH/I I0JKHBI BBIOUPATh AECKPUOTOP 1SS M TOJKHO BBINONHATHCS YCIOBUE J10C-
Tyna npsSIMOTO MEPEKIIOYEHUs: YPOBEHb NMpUBUIIEruil TSS mporpamMmel HEAH JOJKEH
OBITH HE BBIIIC YPOBHS MPHUBUIICTHUI TEKYIIICH POrpaMMBI U 3ampoca, T.e.:

(CPL <= DPLytss) & (RPL <= DPLss),

rne DPL+ss - ypoBenb nmpuBmiieruii cermenra 1SS (Oepercst U3 mosisi ypoBHS PUBU-
aeruit geckpurnropa TSS).
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Co cxemoli OCHOBHBIX MPOBEPOK IMPHU MPSIMOM TEPEKIIOYCHUH 3a7ad M0 KO-
manjiam JMP u CALL tuna FAR M0OXXHO 03HAaKOMUTBCS Wi 110 cxeme (puc. 12) umu
10 SKpaHHOH MOEIH (MO, 7 — CM. DJICKTPOHHBINA YUYCOHHK).

o FAR JMP, FAR CALL CenekTop Ch E
NEpEKNHYEHHA
l RPL
OnepaTHBHaA
Tabnua NaMaTh
AECKPUNTOPOB
index
Cenekrop
- AeckpunTtop TSS
/ /
BazoBbIA aapec Mpeaen | MNpaea AocTyna
Ll DPLTSSl TIPEl Pl
T CPL
Y Y
TR AECcKpUNTOPHBIM PEFMCTR CS

Ilpoesepxu:
1. CPL <= DPLy+ss? - IIposepra coomeemcmaus yposHel npuguieui
2. Tun ceamenma - TSS? - I[Iposepra coomeemcemaus muna cezcmeHma
3. P=1?-Ilposepka na npucymcmeue cecmeHma
4.  Unoexc <= L? - Ilposepka na obpawenue 8 npedenax cecmenma

Puc.12. Cxema ocrognblx nposepok u npoyedypa evioopa yenegozo TSS
npu NPSMOM NePexIiodeHuu 3a0a4

Ilepeo obpawenuem k mabauye 0ecKpunmopos npoeepsemcs Oetcmsaumelb-
HOCMb CeleKmopa U CcOOmEemcmeue UHOeKCa epaHuyam maoauybl 0ecKpunmopos.
Ilocne svibopxu oeckpunmopa TSS nposepsiemcs e2co mun, npucymcemesue 1SS 6 one-
PAMUBHOU NAMAMU U €20 OOCHYNHOCIb NO YPOBHAM NPUBULEULL:

(CPL <= DPLrss) & (RPL <= DPLrss)

Ilpu nonosxxcumenvHuIX pe3yibmamax npo8epox NPou3B0OUmMcs npoyedypa ne-
PeKNoUeHUs 3a0ay (COXPaHeHUe COOEPACUMO20 Pe2UCmPO8 NPoyeccopa 8 Cmapom
TSS u 3aepysxa cenexkmopa yenesozo TSS 6 pecucmp TR).

3aepysxa cenexmopa yeneeoeo TSS npueooum k 3azpyske pe2qucmpos npoyec-
COpa KOHMEKCMOoM yenesoll 3a0a4du, m.e. K NepekitoueHur 3a0au.
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[IpsiMoe mepeKIoYeHne 3a/1ad OMYCKAeT MePeKIoYeHne Ha JII000H YPOBEHb
IPUBWJICTHA, HO WCIIOJIb3YETCS TOJIBKO JIJISl MePEKIIOYCHNN 0€3 YBeTUYCHHS YPOBHS
npuBmiernid. [IporpaMmmuo TSS 0CTyIEH TOITBKO JUTSI MEPEKIIOYCHHS 3a/1a4.

Ilpu npsmom nepexkiroueHuu 3a0a4 NPOBepsencs YposeHs Npusuiecul He oe-
CKpUNMopa Ko00B8020 CecMeHma, a OeCKPUNMopa Ce2MeHma COCMOSHUSL 3a0ayu.
Yposenv npusunecuu deckpunmopa onpeoeisem He YpoeHb NPUBULESUL YeNe8020
K0008020 CecMeHma, a YPOBeHb NPUBULe2ULL NPOSPAMM, KOMOPbIM PA3PEUEHO0 NPOU3-
800UMb nepexniodenue 3a0a4 Ha Yenesol KOOO08blll Ce2MeHm, m.e. YPO8eHb O0CHyNn-
Hocmu npoyedypuvl nepexniodenus 3aoad. Ho no umenuro u no 3anucu TSS npo-
epammuo Hedocmynen. Cozoanue, moouduxayuio u umenue 1SS onepayuonHvie
cucmemuvl MOZYm NPOU380OUMb NYmeM OMOOPAN*CEHUS 8 MOM Jice adpec Namsamu oe-
CKpUnmopa cecmenma OaHHbIX.

B ycnosue koppekmuocmu npamozo nepexniiodenus npocpamm He 6xooum npo-
sepxa ypoeus npusunecuii (DPL deckpunmopa) yeneeozo kooosozo ceemenma. Ciue-
0068amesibHO, NpsAmMoe nepexuouenue 3aoay, oaxce no komanoe JMP muna FAR,
MOdHcem NpouU3800UMbCL U HA NPOSPAMMbL C OONee HUBKUM VYPOBHEM NPUBULESULL.
Bosmooicho u nepexnmouenue Ha 3adauu ¢ 6onee 8blcOKUM YyposHem npusunecuil. Ho
MO - UMEHHO NepeKItoueHUue NPOSPAMM, A He YMeHbUUeHUe UTU YeeludeHue YposHell
npusunecuil npoepammsl. Cmapas 3adava coxpanunace ¢ cmapom 1SS, u Hawaiocwo
BbINOJIHEHUE HOBOU NPOSPAMMbL CO CBOUM YPOBHEM NPUBULESULL.

Tem He menee, 01 nepexuOYeHUs HA NPOSPAMM) ¢ OoJlee 8bICOKUM YPOBHEM
npugunecull NPedyCMOmMpPeHo UCNOb308AHUE WLTI03A 3A0aYU (3AWULYyeHHOe NepeKlio-
yeHue 3a0a). Imo, 6eposMHO, CE53aHO He CMOJILKO C NPOOIeMAMU 3aUUmbl, CKOb-
KO ¢ YHUuxayuet popm cep8ucHvlx npoyeoyp.

OcHogHoe Ha3HaueHue nepeknyeHus 3a0a4 AGNISAemcs opeanuzayuell MHO20-
3a0ayHbIX pexcumos pabomvl. ImMo npepocamusa OnepayuoHHou cucmemvl. /leck-
punmopul 1SS xpansmes 6 enobanvrou mabauye oeckpunmopos GDT u umerom 6vi-
coxutl ypogenv npusunecutl. [1oamomy npsamoe nepexnodeHue 3a0ay npoussoo0umcs,
Gaxkmuuecku, Ha MEHbULULL YPOBEHb NPUBUNESULL.

Ilepexiaoyenne 3a1a4 ¢ MCNOJIb30BAHUEM 1ILTI03A 3a1a4.

JIro6oe mepexitoueHre 3aad Ha IporpaMmbl 00Jiee BBICOKOTO YPOBHS MTPUBH-
Jerui pomyckaercs Toybko mpu oMoy komana CALL tuma Far, IRET, INT n, a
TaK)Xe B pe3yJibTaTe MpepbIBaHu U JIOBYIIEK. [Ipy 3TOM ucCnosib30BaHUE MITIO3a 3a-
nauu (nuto3a TSS) - 00s3aTeNbHO.

Co cxeMol IMPOBEPOK M0 COOTBETCTBHUIO YPOBHEN NMTPUBUIIETUN U C MIPOLETYPOU
BbIOOpA 11e7IeBOr0 1SS npu NepeKiItoueHn  3a/layd ¢ UCHOJIb30BAHUEM LUTI03a 33]1a4H
no komanaam npepoiBanus INT N u noByiikam, a Takke MO0 KOMaHJaM BO3BpaTa U3
npepbiBanuii IRET MOXHO 03HAKOMUTBCS IO CXEME WIIM IO SKPaHHOU Mojenu (MOJI.
8 — CM. DJIEKTPOHHBIN YUEOHHUK).

Co cxeMol MPOBEPOK MO COOTBETCTBHUIO YPOBHEN MPUBUIIETUN U C IPOLETYPOH
BBIOODpA 11e7IeBOro 1TSS mpu NEepeKIIOUeHUH 3a71a4 ¢ UCII0JIb30BaHUEM IIIII03a 3a]a4l
MO>KHO O3HAaKOMHUThCA MO cxeMe (puc. 13) wim 1o skpaHHor moaenu (Moa. 9 — cwm.
JICKTPOHHBIN YICOHHK).

o361 3a0auu mocym XpaHumscsi KaKk 6 2l00anbHOl, MaK U 6 JOKATbHbIX
mabauyax 0ecKpunmopos.

45



Ycnosua oocmyna 30ecv anmanocuuHvl ycio8uam O0OCMYna npu npsamvix nepe-
KIIOYeHUsIX 3a0ai, HO emecmo ceamenmos 3aoauu (1SS) ucnonv3yromes wino3svl 3a-

oauu (ILInTSS).

KomaHpa nepexona FAR CALL

FAR CALL | CenekTtop M OnepaTHBHAnA NaMATL
l Tabnuua aeckpunTopoe GDT
RPLc
AeckprnTtop wnrosa TS5
indes - CenekTop C He ATpHBYTHI
CenekTop
DPLyin
AeckpunTop TSS
index L
i BasoBbIH aapec MpeaenL ATpHOYTHI
L~ /
A
BazoBbIM aapec Mpeaen Mpaga aocTyna
l DPLygs CPL T
Y Y
TR AecKpUNTOPHBIM PEFMCTP CS

IIposepku npusunecuii no ycioguam 00Cmyna:
1. (CPL,, <= DPL,,) & (RPL,, <- DPL,,) - IIposepka oocmynnocmu uinroza TSS
2. DPLss <= CPL - Ilposepxa oocmynnocmu yenegoeo TSS

Puc.13. Cxema nposepok no coomeemcmasuto yposheti npusuiecuti U npoyeoypa 8ul-
bopa
yenesozo TSS npu nepexniouenuu 3a0a4 ¢ UCNOIL30BAHUEM WTI03d 3A0a4U

Iepexnouenue 3a0auu no komarnoe JMP unu CALL muna FAR oonyckaemcs,
eciu ypogenvb npusunecuil wiioza 1SS He @vlule mexyweeo ypoeHs npusuiecuii u
VPOBHS NpUBUIe2Ull 3anpocd, m.e.:

(CPL <= DPL[U:[TSS) & (RPL <= DPLLU;!TSS);

20e DPL ;15 - yposenv npusunecuii winroza 3aoaqu.

VYcaoBus 0CTyIA 37€Ch aHAJOTUYHBI YCIOBUSAM JIOCTYNA TP MPSIMBIX Tepe-
KJIFOYEHUAX 3a7a4, HO BMECTO CErMEHTOB 3a7a4u (TSS) uCronap3yroTcs MUTI03bI 3a/1a-
yu (ILInTSS).

(CPL <= DPL[UJTss) & (RPI— <= DPLLUJTSS)!

IIpoBepku coorBercTBUsA YpoBHell CPL, RPL u DPL+1ss He TpeOyeTcsi.
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OmneparyionHasi cucTemMa, co3iaBasi IUTFO3bI 33a/1a4 B TI100aTbHOW WIIA JIOKAJb-
HBIX TaOJIUIAX JECKPUNITOPOB C HU3KUMHU YPOBHSIMU NPUBUIIETUNA, MOXKET JIOMYCKATh
IpPOrpaMMbl HUXKHETO YPOBHSI NMPUBWIETUN K pa3pelICHHBIM CEPBUCHBIM MPOIEAY-
pam.

[Ipu nepekitoueHUH 3a/1a4y ¢ UCIMOJIb30BAHUEM IILTI03a Jieckpuntop 1SS mene-
BOH 3a/1auu OIpeAeIAeTCs CEIEKTOPOM IUT03a 3a1a4yu. [Ipu sToM, ypoBHH ITpUBUIIE-
ruit mumo3a 1TSS u geckpunropa TSS mMoryT He coBnanarh. CiaeaoBaTeabHO, UCIIOb-
30BaHME MITI030B 1SS momyckaeT ar00bie MEKYPOBHEBBIC IEPEKITIOUCHUS 3a/1a4.

IIpu ucnoab3zoBanun komana |RET, komannbsl BeI30Ba IpephIBaHUI, HANIPHU-
Mep, INT N uium B cinyyasx npepbslBaHUM U JIOBYIIEK, KaK NPSIMOE NEPEKITIOYEHUE 3a-
74, TaK U MEPEKIII0YEHUE 3aJlady C HUCMOJIb30BAaHUEM IUIIO30B 3aJa4 MPOU3BOAUTCS
BHE 3aBUCHUMOCTH OT 3HaU€HMM, COOTBETCTBEHHO, DPL s it DPL 155, T.€. 0€3 mpo-
BEPOK YCJIOBHIi 10CTYINA 110 YPOBHSIM NMPUBHJIETHid.

Ho 371€Ch BIIOJIHE KOHTPOJIUpYEMasi CUTYaIlHsl.

Buizos6bl npepwisanuii, npepvieanus u 108ywKU - 3mo ece20a nepexoosl Ulu ne-
peKnoueHus 6e3 yMeHbuleHUus ypogHel npusunecuti. Vlcnonv3osanue winio3a u om-
cymcmeue nepeoay napamempos A8aiemcs O00CMAmO4HOU Mepol 3auumsl npo-
2pamMM Om B3AUMHBIX NOMEX.

Komanoa IRET - amo xomarnoa éo3eépawienus uz npoyedypul 8 UCXOOHDIU KOOO-
gbviti ceemenm. Komanoa ne cooeporcum adpecroeo nons. Ilpu nepexntouenusnx 3aoau
aopec 6osspama bepemcsi He U3 cmekd, a U3 3aWUEeHHO20 CUCMEMHO20 CeeMeHma
TSS, ne docmynnoco nonvzosamenvckum npoepammam. B smoti cumyayuu nem Heo6-
X00uUMOCmu 8 Npo8epKax OONYCMUMOCMU Nepexo008 N0 COOMHOULEHUSM YPOBHEl
npusUIecUll.

Heoocmamkamu ucnonvsosanus npoyedypvl nepekioueHus 3a0ay A6aA0mces:

- He N000epIHCUBArom peeHmepadeibHoOCMb NPoYeoyp;

- 3a6blUEHHOE 8peMsl NEPEKTIIOYEHUE NPOZPAMM.

Kpome npoBepok 1mo ypoBHSIM MPUBHIIETHH, MPOIIEAypa MEePEKITIOUeHUs 3a/1ad,
0COOEHHO C MCMOJIB30BAHUEM IUTI03a COJIEPKUT MHOKECTBO CTAHIAAPTHBIX MPOBEPOK
MIPOILIeTyp 3arpy3Ku celaeKkTopoB. [lepexitouenue 3aaad mpeanonaraetT nepe3arpysKy
BCEX IIIECTH CETMEHTHBIX PETUCTPOB U CEJIEKTOpa JIOKAIHHOU TaOJMUIbI JECKPHUTITO-
POB, a TaKXe IBOMHOE oOpalleHue K Tabyuiie JecKpunTopoB. [lepexmouenue 3amady ¢
HCIIOJIB30BaHUEM IIITI03a 3aHUMaeT 0koJio 200 TakToB paboThI Ipolieccopa.

Bonpocul 0ns camonpogepku:

1. Ocnognvle smanvl npoyedypuvl nepextoueHus 3a0au.

2. Mlonycmumule cpedcmea nepexouenus 3a0au.

3. B uem npuuyuna "ocnabnenusn” oepanuyenuil npu UCHOIb30BAHUU NEPEXO-
008 C U3MEeHEeHUeM YPOBHeU NPUBUTIESUI.

4. Kaxk evloupaemcs mexanusm 03epama.

5. Kax ucnonvzyemcs oum enoscennocmu NT.

6. B uem 3axnouaemcs ocobeHHocmyb ucnonvb3oeanus komanost JMP ons ne-
PpeKoueHus 3a0adu.

7. B uem cymb npsamoco nepexiodenus 3a0ay.

8. Kakue cpedcmea oonycmumbol 015 NPAMO20 NEPeKIoUeHUs] 3a0ay.
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9.  Vcnosusa donycmumocmu npamvix mexcyposHesulx nepeKkitoyeHull 3a0ay.

10. Venosus oonycmumocmu nepexnioueHus 3a0ay C yeiuueHuem YpOGHS.
npusunecull (cpeocmea, mun 0opabomuura), cOOMmHoOULeHUs Yypo8Hel NPUBULecUL.

11. Venoeus oonycmumocmu nepexnioueHus 3aoau c yeerudeHuem YpOoeHs
npusunecuti npu ucnoavzosanuu komanovt CALL muna FAR.

12. Venosus odonycmumocmu nepexnioueHus 3a0ay ¢ yeiuueHuem YpPOGHS.
npugunecuil npu ucnoavzosanuu komanowt INT n, npepvisanus unu 108ywxu.

2.4.3.6. O000mIeHHAas1 MOJIeJIb MEXaHU3MAa 3alIUThl HH(OPMAIIHMN.

MexaHu3M 3alUThL 10 YPOBHSIM OPUBIJIETHN PEATU3YET MHOXKECTBO IPOBEPOK
KOPPEKTHOCTH 3arpy3KH CETMEHTOB JAHHBIX M MEKCETMEHTHBIX EPEXOA0B, BKIIIOYAS
BO3BPAThI U3 BBI3BIBAEMBIX Tporieayp (pas3a. 2.4.2 u 2.4.3).

IIpoyedypwl nposepox A6IAI0MCsL PYHKYUSMU.

1. JIna 3aepy3xu ceemenmos OAHHbIX - MUNA 3A2PYHCAEMO20 CeNEKMOPA.:
- DS, ES, FS, GS

- SS

2.  Jlna nepexo0os:

- muna yenegoco cecmenma nepexooa (N0OYUHeHH020, HeNOOYUHEHHO20),

- 8bIOPAHHO20 0OpPAbOOMUUKA MeXaHU3MAa nepexooa (nepeoavy YnpasieHus,

nepexkayeHue 3a0ad),

- cpeocme nepexooa (komandy IMP, CALL muna FAR, RET, RET n, xoman-

0y 6613064 NPEPLIBAHULL, NPEPbIBAHUS, JIOBYUKU).

Kombunayuu ykazanuvix apeymenmoe onpeoensom yciosust KOppeKmHoCmu.

- MedACYPOBHEeB020 00CMYNA K OAHHbIM,

- MEANCYPOBHEBLIX NEPEXOO08 C USMEHEHUEM YPOBHS NPUBUIESULL.

OO6o00mIeHHas MOJIeNTb MEXaHU3Ma 3allUThl UHPOPMAILIUU SIBIIIETCS PE3yibTa-
TOM O0OOIIECHUS U CUCTEMATU3AlMA BCEX BO3MOKHBIX MPABWI OIMPEICICHHS KOpP-
PEKTHOCTH JOCTYyTa K JaHHBIM U MEPEX0JI0B IO COOTHOIIEHUIO YPOBHEH MPUBHIICTUH.

Jlnst onucanust GyHKIIMOHUPOBaHUS MexaHnu3Mma 3ammTthl nuaopmaruu MII In-
tel MOXHO BOCITOJIL30BAThCSI MOJICIIBIO B BUIC IByMepHO# Tabnuisl (Tabnuia).

B monenu (Tabmmia) Bce BO3MOXKHBIE TIpaBUia ONPEACIICHUs] KOPPEKTHOCTH
J0CTyIa K JaHHBIM CBEJEHBI K JEeCATH (Z1Ba - JUisi 0OOMEHA JaHHBIMU, BOCEMb - JJIS
MEepPEX0/IOB).

Y CIIOBHBIE COKPAILICHUS

B ycnosusix docmyna no yposuam npusuneusim ¢ Tabauye ucnonv3yomes co-
KpaujeHus1.

- CPL - mexywuii yposenwv npusuneeuii (uz cerekmopa CS);

- RPL - yposenv npusunezuii 3anpoca (uz cenexmopa komamowvt),;

- DPL - yposensv npusuneecuti yeneoco k0006020 cecmenma (U3 0ecKpunmo-

Pa yeneeo2o Ko008020 Ce2MeHma);

- DPL,, - yposenv npusunecuti winoza (U3 O0eCKpunmopa uchnoib3yemozo

wro3ay);

- DPLyss - yposenv npusuneeust TSS (u3 oeckpunmopa ucnoavzyemoeo TSS);

- DPLyytss. - yposenv npusunecuti winosza 1SS (u3 deckpunmopa ucnonv3sye-
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moz2o winioza TSS).

Croanasi Ta0iMIAa MPOBEPOK JAOCTYINA MO COOTBETCTBUIO YPOBHEH NMPHUBH-
Jerum.

3arpysKka CermeHTHbIX PerMCTROE AaHHbIX

CpeAcTeD 3ArPY3KM

YCNoeue J0CTYNa No NPUBMMETUAM

Komanabl{LD5, LES, LFS, LGS, LS5) reg, mem

{CPL == DPL) & (RPL == DPL)

KomaHaa LSS reg, mem

CPL=DPL=RPL

BaaumMogencTEME NPOrpamMm

MRS QbpaboTiunk CpencTen Nepexoaa PEHEEN SGEN G2k MSMeo’gi:Me
nepexona P REA REXOA NPUEBUNETHAM vP
NPUOPKUTETE
FAR JMP, FAR CALL (Ha DPL <= CPL
. NOAYHMHEHHBIE CETMEHTBI)
KOOOBLIM CErMEHT ez U3MEHEHUA
FAR JMP (Ha {CPL=DPL) & (RPL ==
HENOAYMHEHHBIE cerMenTrl) |CPL)
CPL == DPL &
Mepenava ( . my
YNPABNEHUA WA3LI BLIZ0BE, no komaHae FAR CALL (RPL == DPLq) &
NpepbIBaHKuA UK (DPL=CPL) fes ymeHbWeHKA
TOEYILA no komMaHaam npepelieanua, |(CPL==DPL, ) &
NPERBIBAHWAM M NOBYWKAM  |(DPL <= CPL)
KoA0eell cerment  |RET, RET nu IRET CPLg=DPLg ==CPL |Ge3 yeenuyeHna
no komasvaam: FAR JMP, FAR (CPL==DPLygg) & -
TSS CALL (RPL == DPL‘TSS) ez yeenuyeHuA
Nno KOMaHAam NPepelBaHUA KU
gaeﬁaeuknmuenue TSS unu wnwz TSS |IRET, no npepbleaHKUAM K fes yenoeui
NOBYIWEAM mofiie
wnios TSS no Kkomangam: FAR JMP FAR (CPL == DPLanTss) &
CALL (RPL ==DPLn75g)

2.5. TJIOCCAPUMN.

AJIpecHoOe MPOCTPAHCTBO MPOrPAMMBI - COBOKYITHOCTh JIOTHYECKUX aJ[PECOB,
3aHUMaeMasi IPOrPaMMON.
BaiiT npaB gaocryna (AR - OaiiT B coctaBe MmoJiss aTpUOyTOB JECKPHUIITOPOB
cermMeHTOB). AR coaepxut nos:

YPOBEHb ITPUBUJIETUN CETMEHTA.

P (Present) - OuT nmprCcyTCTBUSI CETMEHTA B OTIEPATUBHOM MaMSITH.
DPL (Descriptor Privilege Level) - nByxpa3psaHoe 1moJie, onpeaeisionee

S - Tun geckpunrtopa cermenta. [lpu S = 0 - geckpunTop onpenemnser cer-

MEHTHI KOJIOB WJIH JaHHBIX (BKItouas creku). [Ipu S = 1 - cucteMHsbIit ne-

CKPHUIITOP.

TIPE - cMm. moJie TUIOB.

JleCKpUNTOP - COBOKYMHOCTh OWUT, OMPENENIONnias OCHOBHbBIE MPOTPaMMHBIE
OOBEKTBI: CETMEHTHI U LUTIO3bI.
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JleCKpMNITOP CerMeHTa - JECKPUITOP, ONPECISIIOIINNA CETMEHT KaK COBOKYTI-

HOCTh CMEXXHBIX aJIpECOB, HAUMHAsI ¢ HYJIeBOro ajapeca. CoaepKuT Clenyouume mos:

- Ilone 6a3zoBoro aapeca, onpeensiollee paclooKeHHe cerMeHTa B (hu3u-
YECKOM MaMSTH.

- Tlone mpenena (L - Limit), onpenesioiiee pa3mMep cerMeHTa.

- Ilone atpubyToB, onpeensoiee TUI CETMEHTA U MpaBa J0CTyIa.

JleCKpUNITOP CErMeHTa COCTOSIHUS 32124 - JIECKPUIITOP CUCTEMHOI'O CETMEH-
Ta TSS (CM. CETMEHT COCTOSTHUS 33]1a4H ).

JleCKpUNITOP HIII03a - ONPEIEIsIeT pa3pelIeHHYIO0 TOUKY BXO/a B IPOrpaMMmy.
B 3aBucumocTu OT cpencTBa U MeXaHHM3Ma Mepexojia Ha MporpaMMy HCIOJIb3YIOTCA
IITIO3BI BBI30BA, JIOBYIIKHM, MPEPBIBAHUSA U 3a7aud. J[eCKpUNTOp MIII03a CONEPIKUT
CJIEIYIOLIUE TIOJIS:

- Ilone cenekropa cerMeHTa.

- Ilone cmemeHus B cerMeHTe (B LUTIO3€ 3374l HE UCIIOIb3YEeTCs).

- Ilone atpubyToB.

JluHamMuyecKkasi mepeajpecanusi nporpamMm - rnpeoOpazoBanue (mepecuer)
a/IpecoB ONEPaHA0B U MEPEXO0JI0B B MIPOLIECCE BHIOJHEHUS KAXKIOW KOMaH/IbI C yue-
TOM PACTIOJIOKEHHUS MPOTPAMMBI B OTIEPATUBHON MAMSTH.

3ammieHHbIH peskuM padoTel - padota (st MIT intel) B 32-pa3psgHom pe-
xume (1A32).

Komanabl o0paimenust K ycTpoiicTBaM BBOAA/BbIBOAA - KOMAH/bI IOATPYII-
nel |OPL-"gyBcTBUTEbHBIX" KOMaHA. Ha WX BBIMONTHEHHWE, KPOME COOTHOIICHUS
ypoBHei# npuBmiernit CPL<= IOPL, BnusieT comepxumoe OMUTOBOI KapThl pa3perie-
HHS BBOJIa/BBIBOJIA B CETMEHTE COCTOSIHUSA 3a4aun | SS.

Komanawbl, MmoguduiupyemMbie B COOTBETCTBHM ¢ TEKYIIMM YPOBHEM TPH-
BWJIETHM - HENPUBUJICTHPOBAHHBIC KOMAH[IbI, BBIMOJHEHUE KOTOPBIX 3aBHCHUT OT
sHauenus CPL. Dto ne komannel: POPFD u POPF (3arpy3ka peructpa EFLAGS
COOTBETCTBEHHO YETHIPEXOAWTHBIM WIIU JIBYXOAMTHBIM 3HAYECHUEM M3 CTEKa). JTU
KOMaH/Ibl MOTYT U3MEHSTH JIt0ObIe OuThI (uiaroB, Ho 6uThl |IOPL MoryT OBITH H3Me-
HEHBbI STUMHU KOMaHAaMH, TOJIbKO eciu BbimosiHsgetrcs: PLO-porpamma, a duar IF -
ecnu BoinoHseTcs yenoBue CPL <=I10PL

Jlornueckuu aapec - ajapec, 3aJaHHbIM JBYMS KOMIIOHEHTAMU: CEIIEKTOPOM,
OTIPEIEIISIONIUM PACTIONOKEHUE CErMeHTa B (PU3MUYECKOW MaMsATH, U CMEIICHUEM B
CETMEHTE.

MaHnaaTHble NOJS CTPOK KATAJ0ra M TadJMI CTPAHMIL - TTOJSI CTPOK KaTa-
jora WM TaOIWI] MEXaHW3Ma BUPTYaJTbHOW MamsATH. Vcrmonb3yroTcs Aiis TOTOJTHU-
TETBHOMN 3alUTHI IPU IPEOOPa30BaHNN JTMHEUHBIX aAPECOB B PU3NICCKHE.

HyJib-cesieKTop - celekTop ¢ HyJEBBIM 3HaueHHeM uHiekca. Ompernenser
"mycToil" 1ecKpUnTop.

Ilepenaua ynpaBJjieHUs - TUI TIPOrPaMMHOTO Tiepexoaa. OCyecTBIsIETCS M0
KOMaHJIaM TIePEX0JI0B WM TI0 MPEPhIBAaHUSAM MyTEeM 3arpy3Kd HOBOTO ajpeca B yKa-
3atenb koMmana (IP). B komaHgax mepexoioB ¢ BO3BPATOM - OCYIIECTBIISIETCS 3aro-
MUHAHHUE JIOTUYECKOTO ajjpeca BOo3BpaTa B CTEKE, MPHU MPEPHIBAHUAX B CTEKE JOMOJI-
HUTEJIBHO 3aIIOMHHAETCS coniepkumoe peructpa ¢uraros (EFLAGS).
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Ilepek/irouenne 3amxa4 (CMEHa KOHTEKCTa) - TUI MPOrPAMMHOTO Mepexoia.
Ocy1ecTBiseTCSI MEXaHU3MOM, KOTOPBIA COXpaHSET COCTOSIHUSI OCHOBHBIX PErHCT-
POB TIpoIeccOpa B CEIMEHTE COCTOSHUS Tekyled 3amxaun (TSS), a 3aTeM 3arpyxaet
PETUCTPBI MPOIECCOPa HOBBIMU 3HAYCHUSMHU M3 CEIMEHTa COCTOsHUA 3amadu (TSS)
IPOrPaMMBbI - IIEJIH.

IMogunHeHHBbIE KOJOBbIE€ CEIMEHThI - KOJIOBbIE CErMEHThI, OTMEUEHHBIE KaK
noquuHeHHbie OutoM C (Conforming) B mose arpuOyTOB JECKPUNTOpPa CErMEHTA.
[lepenaya ympaBieHHs Ha TOAYMHEHHBIA CETMEHT pa3pellieHa, €CIH €ro YpPOBEHb
NPUBWIETHI HE HIDKE Tekymiero. [lepenaya ympasineHus Ha MOJYUHEHHBIE CETMEHTHI
HE U3MEHSET TEKYLIUH YPOBEHD ITPUBUIICTUN.

Iore aTpuOYTOB - 1OJIE AECKPHUIITOPA, ONPENEIIAIONIEEe TUI IPOrPAMMHOIO
o0BEeKTa U MpaBa JOCTyNa.

ITosie MHIEKcA - TIOJE CENEKTOPa, ONMPENETAIONIee BXOA B TAOIUILy JECKPHII-
TOPOB.

IToae nmpenena (L- limit) - gBaamatupaspsaHOE MOJIe TECKPUITOPA CETMEHTA,
OTIpeIeIIIoNIee pa3Mep cerMeHTa. 3a1aeTcs B OaiTax Wik B cTpaHuiax 1mo 4096 6ait
B 3aBHCHMOCTH OT Outa rpanyssipaoctu G (Granularity). IIpu G = 0 cermeHT 3amaer-
cs B Oaittax, a mpu G = 1 - B cTpaHuIax.

ITosie ypoBHsi npuBHJernu ucrouHuka 3anpoca RPL (Requested Privilege
Level) - ypoBeHb NpUBHIICTHH, 3aJaHHBIN CEJICKTOPOM KOMAHJIBI 3aIPy3KH CErMCHT-
HBIX PETUCTPOB HJIM CEJIEKTOPOM KOMaH/Ibl MEKCETMEHTHOM Tiepeiad ypaBIeHHUsL.

IHone TunoB cermentoB TIPE - detwipexpaspsiaHoe mose, UHTEpHpETUpPYE-
MO€ TO-Pa3HOMY B 3aBUCHMOCTH OT THIIa JECKPUNTOpa. B CHCTEMHBIX JIeCKpUIITOpax
(S = 1) pa3psanst nons TIPE xomupyrOT MOATHITEI CUCTEMHBIX JACCKPUITOPOB (CM.
CHUCTEMHBIC IECKPUNTOPHI). B HecucTeMHBIX AeckpunTopax (S = 0) onpenemnstor: THIT
CEerMEeHTOB (IaHHbIE/KOMaHbl OMT - E), HampaBieHue pacliMpeHus AJii CEerMEHTa
JAHHBIX WM MOMYMHEHHOCTH IS KogoBoro cermenta (out — ED/C), npaBa ucnos-
3oBanus (0ut — W/R) u dakt obpariienue kK cerMeHTty (Out — A).

PeasibHbIii pexxnM padoT - padota B pexxume MIT i8086.

CermMeHT COCTOSIHMSI 3a1a4u [ SS - CHCTEMHBIM CETMEHT, IIpeIHA3HAYCHHBIN
JUI COXPaHEHUs! COEP>KMMOI0 OCHOBHBIX PErHMCTPOB IpoLEccopa MpH MepeKIoye-
HUU 33]1a4.

CMeHa KOHTeKCTa - CM. TIEPEKIII0UEHUE 3aau.

Texymuii ypoBens npusuierun CPL (Current Privilege Level umu Code
Privilege Level) - ypoBeHb NpHBHIETUN BBHIMOJHAEMOTO KOJOBOTO cerMeHTta. Ilpu
poBepKax OepeTcs U3 MoJisl ypOBHS MPUBHIIETHI CEJIEKTOpa KOJOBOTO CETMEHTA.

Yposenb npuBuiieruii BBoga/sbisoga |OPL - aByxpaspsiaHoe nosie peruct-
pa duaroB (EFLAGS), onpexaenstoiiee BoO3MOXKHOCTH Hcnoib3oBanus |OPL - "ays-
CTBUTEJIHHBIX" KOMaHJI. ITO KOMaH]Ibl, KOTOPbIE U3MEHSIOT COCTOSIHUE (hlaXkKKa IMpe-
peiBanuil |F, BRIMOMHSAIOT 3aXBaT MIMHBI WU OTEPAIMIO BBOAA-BBIBOJA. J[J1s1 BHITION-
HEHUS dTUX KOMaHJ MporpaMMa Heo0s3aTeNIbHO JOHKHA UMETh YPOBEHB MTPUBUJICTHIA
0. IlpuBHIIETUPOBAHHOCTD ITUX KOMAHJ| 3aKJIIOYAETCS B TOM, YTO MX MOTYT BBITIOJI-
HATH TPOTPAMMBbI, YPOBEHb MPUBUJIETHI KOTOPHIX BBINIE YPOBHS, OMPEACIISIEMOTO
nosieM |OPL ypoBHs mpuBmiieruii BBoa-BeiBoja B peructpe EFLAGS.
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YpoBennr npuBmieruii geckpunropa DPL (Descriptor Privilege Level) -
yYpOBEHb MPUBUJIETUNA MPOrPaMMHOr0 00BbEKTa (CErMEeHTa WM 1UTI03a). 3a1aeTcs mo-
JIEM YPOBHS MPUBUIIETHI COOTBETCTBYIOLIETO JECKPUIITOPA.

CPL - cM. Tekymuii ypoBeHb MPUBUJICTHIA.

DPL - cM. ypoBeHb IpUBUIICTUH JECKPUIITOPA.

DPL « - ypOBEHb NPUBUIIETHI 11€JIEBOI0 KOJIOBOTO CErMEHTA.

DPL ., - ypOBEeHb NPUBUIICTUM IILTIO3A.

IOPL -"uyBcTrBHTeabHBIE" (IOPL-Ssensitive) komanabl - cM. YpOBEHb IpH-
Buiieruii BBoga/BeiBoaa IOPL

L - cm. mose mpezena.

PLO-komaHabl - MPUBWICTUPOBAHHBIC KOMAaHBI, HCIIOJIH30BAHUE KOTOPHIX
JIOITYCKAETCs TOJIBKO B KOJOBBIX CErMEHTaX C HYJICBBIM YPOBHEM IPHBHIICTHH.

TIPE - cMm. nosne Tuna cerMeHra.

TSS - cM. cerMeHT COCTOSIHMS 3a]a4H.

TeopeTndeckuii MaTepuan TakKe MPUBEAEH B JICKTPOHHON 0OydJaromen mpo-
rpammMe.

3. HOPAAOK BBIINIOJTHEHUSA PABOTHI

1. JTaboparopHasi paboTa pacIoioxeHa 10 CJIeIyIoNneMy ITyTH Ha cepBepe Ka-
dhenpsr:

Z:\JTokymenramusa\Ilo npeamerno\Opranuszamusa IBM u cucrem (OIBMuC) \JIagoparopHbie
sansaTus\ JlaGoparopHas padora Ne6\protection posl

2. Ckonupyiite nanky «protection posl» Ha cBoii KOMIBIOTE.
3. Buytpu nanku 3anyctute (aiin protection.exe.
4. I3yunte TEOpEeTUUECKU MaTepral, NpeACTaBIECHHBIN B IPOrpaMMe.

4. COAEP’KAHUE OTYETA

Otuer AOJDKCH BKIIIOYATh YCTHBIC OTBCTHI Ha BOIIPOCHI IIPEIIOAaBaTCIIs.
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