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PABOYAS NPOITPAMMA

Ilo mpucruminze 51.B.06 IlporpaMMHO-aOIapaTHble CpPeACTBa oOecrede-
HUS HHGOPMAIIMOHHOM 0€301aCHOCTH

Hamnpasienune moarotoBku 09.03.02 «HHboOpMaLVOHHBIE CHCTEMBI M TEXHOJIOTUI
[Tpoduns/mporpamma CucreMbl HHGOPMAITHOHHON 6€30IacHOCTH
KBanmudukarus (cTeneHp) BbITYCKHUKA OakanaBp

®opma oOydeHus ouHas

QakynbpTeT HMHbopMaIlMOHHBIX TEXHOIOTUHI

Kadenpa-paszpaboTurk pabodeii mporpaMMbl HHGOOPMAIIMOHHBIX CUCTEM M TEXHOJIO-
rui

OuHoe: Kypc - 3, ceMecTp — 5

Yacel 3aueTHbIE € TUHUIIBI
Jlexuuu 36 1
IIpakTrueckue 3aHATHS -
JIaGopaTopHble 3aHATHS 54 1,5
KOHTpOJIE caMOCTOSTENbHOM pabOTEI 99 2,75
CamocrositenpHas paboTta 72 p:
dopma aTrecTalmu (dachl Ha KOHTpoub) | Ok3ameH (27) | 0,75
Bcero 288 8

Hwmxuekamck, 2022 r.



PaGouas mporpamMMa COCTaBlieHa ¢ y4deToM TpeOoBaHui DelepalbHOro rocynap-
CTBCHHOTI'O O6p&30BaTCJ'IBHOI‘O CTaHJapTa BbICHIECTO O6pa30BaHI/ISI
(Ne 926 ot 19.09.2017) mo nanpasnenuto 09.03.02

(BoMep, narta YTBep)KIIeHI/I}l) (mudp)

((I/IHd)ODMaHI/IOHHBIC CHUCTEMBI U TEXHOJIOTI'MH»
(HauMeHOBaHHE HaNPaBJICHA)

Ha OCHOBaHHM y4eOHOro iaHa Habopa obydarommxcs 2022 .

Pa3paboTark mporpamMmsl:
CrT. nIpernoiaBaTeib 3axapoa U.H.

[ Dk
(ZOJXHOCTD) wwOHHHCL) (©.1.0)

Pa6ouyas mporpaMMa paccMOTpeHa 1 0/jo0peHa Ha 3acelaHuu kadenpsr UCT,
ripotokoi oT 20.04.2022 r. Ne 8

3aB. xadenpoii %///4, / O.B. MaryxuHa
V(Homg%b) (®.1.0.)




1. Henu oceéoenus oucuuniumsl

Hemssmu ocBoerus aucuuruinabl b1.B.06 [IporpaMMmHo-anapaTHeIe CpeIcTBa
obecreueHnss HHPOPMaAIIMOHHOM 0€30IIaCHOCTH SIBISIOTCS

a) (hopMHpOBaHKE 3HAHUN O METO/ax, CPEACTBAX 3aIIMThHI IPOrPaMM U JIaH-
HBIX OT pa3JINYHbIX TUIIOB yTPO3;

0) oOydeHue TeXHOJIOTUH MOTYyUYSHHs aHAJIM3a COCTOSHUS 3alUIICHHOCTH UH-
dbopmariuu, BEIOOpa, TOCTPOCHUS U aHAIM3a IMOKa3aTesIel 3alluIeHHOCTH Mporpam-
MHO-aNMapaTHBIX CPEACTB 3alUThI HHPOPMAIIUH;

B) 00y4Y€HHE MPUMEHEHHUIO MPOrPAMMHBIX U allllapaTHBIX CPEJICTB 3alIUThI UH-
dbopmaruy;

I') PAaCKpBITHE CYIITHOCTH TEOPHH 3aIUTHl HH()OPMAITUH.

2. Mecmo oucyuniaunvl (M00y11) 6 CMpPyKmype 0CHOBHOU 00pazoeamelib-
HOU nPOZpammol

Jucounnuaa b1.B.06 TIporpamMmMHo-anmapaTHBIC CpeICcTBA 00eCICUCHUS MH-
dbopMaInmoHHON 0€30MacCHOCTH OTHOCUTCS K 0053aTE€IbHON
gactu OOII u dopmupyer y 6akanaBpoB 1o HarpaiieHuio noarotoBku 09.03.02
«HpOopMalMOHHBIE CUCTEMBI M TEXHOJOTHUU» HAOOp 3HAHWM, YMEHUN, HABHIKOB U
KOMIICTCHIMH.

Jlns yenemHoro ocBoeHust auctuuiuinabl b1.B.06 TIporpaMMHo-anmapaTHbie
cpelicTBa obecneyeHuss nHPOopMamoHHOM 0€30MMaCHOCTH HaKAIasp no HAPABIICHUIO
moaroroBku  09.03.02 «MHDOpMANIMOHHBIE CHCTEMBI M TEXHOJIOTHUN) JIOJHKEH OCBO-
UTh MaTepUall MPEIIIECCTBYIOMMNX JTUCIUILINH:

a) b1.0.20 OcHoBbl HH(DOPMATUKU U KUOEPHETUKH;

0) b1.0.23 Cucremsl ynipaBieHusi 6a3aMu JaHHBIX;

B) b1.0.25 IlporpammupoBaHue Ha s3bIKE BBICOKOTO YPOBHS;
r) b1.B.05 S3biku mporpaMmMupoBaHus OOIIEro Ha3HAYCHUS;
n) b1.B.04 Teopus undopmaiiuu u KOAUPOBAHUS,

JlucruniniHa — SBISIETCSA MPEIIISCTBYIOMIEH M HE0OXOoIuMa JJIsl YCIEIIHOTO

YCBOEHHSI OCJIETYIOIIMNX TUCIUIUINH:

a) b1.B.10 Kpunrtorpaduueckue MeTO bl 3aIUTH HHGOPMAIIHH;

6) b1.B.16 be3omacHocTh mporpaMMHOTO 00€CTICUEHUS;

B) b1.B.18 Ynpasnenue nunpopMaiiioHHBIM MPOCTPAHCTBOM;

r) b1.B.20 IIpoektupoBanue u pa3padoTKa 3alIUIIEHHBIX aBTOMATU3UPO-

BAHHBIX CUCTEM;

n) b1.B.21 Kubepduszuueckue cuctemsrl;

e) b1.B.23 TexHon0ruu NpoeKTUPOBAHUS MPOTPAMMHOT0 00€CTICUEHNS;

x) b1.B.JIB.01.01 Pa3zpabotka npuiioxenuii B cpene 1C

3) b1.B.JIB.03.01 MoaenupoBaHue 00BEKTOB, MPOLIECCOB U CUCTEM.

3HaHus, MOJy4YeHHbIE IPU n3ydyeHun nucuuriuasl, b1.B.06 Iporpammuo-an-

napaTHble cpecTBa obecrneueHus: HHHOPMaMOHHONW O€30MaCHOCTH MOTYT OBITh HC-
MOJIL30BAHBI NP MPOXOKICHUH MTPAKTUK M BHITIOJHEHUH BBITYCKHOW KBaTU(UKAIIH-
OHHOM pabOTHI.




3. Komnemenyuu u unouxkamopvl 00cmudicenus Komnemenyuu ooyua-
uwezoca, hopmupyemole 8 pe3yiomanie 0C60eHUA OUCUUNTUHDL

[IK-2 CnocobeHn obecnieunTs HHGOPMAIMOHHYIO O€30MMaCHOCTh Ha YPOBHE 0a3 JaH-
HBIX

[K-2.1 3HaeT yrpo3bl 0e30MacHOCTH 0a3 JaHHBIX, COCOOBI MPEIOTBPAILICHHUS
[1K-2.2 YMeeT BBISIBIIATH YIPO3bl O€30MMaCHOCTH Ha YPOBHE 0a3 JaHHBIX
[K-2.3 Braneer HaBbikKaMM NPUMEHEHHS CHOCOOOB MPEIOTBPAIICHUS YIpo3

0€301MacHOCTH Ha YPOBHE 0a3 JaHHBIX

[TK-3 CrnocoGeH BBINOIHATE PabOThl U YIIPABIATH paboTaMU MO CO3AaHHIO (MOJIH-
¢ukaiyn) u conpoBoxaeHnto MC, aBTOMaTU3UPYIOLIHUX 331a4l OPTraHU3AIlMOHHOTO YIIPaB-
JeHus U OU3HEC-TIPOIIECCH

IK-3.1 3HaeT MHCTPYMEHTBHI U METOJbl MPOEKTUPOBaHUS apXuTeKkTypbl MC,
YCTPOWCTBO, PYHKIIMOHUPOBAHUE BBHIYUCIUTENBHBIX cUCTEM H coBpemeHHbIX MC, aBToMa-
TU3UPYIOIHUX 3a/1a41 OPraHU3alIHOHHOI'O YIIPABJIICHUA U 6H3HCC-HpOHCCCBI

I1K-3.2 Ymeet npoektupoBaTh apxutektypy MC, ananu3upoBarb BXOJHYIO UH-
(dopmanuio, pazpabaTeiBaTh CTPYKTYpY 0a3 JaHHBIX, aBTOMATH3UPYIOIIUX 3324 OpTraHH-
3aI[HIOHHOTO YIPABJICHUs U OM3HEC-TIPOLIECCh

I1K-3.3 Bnaneer HaBplkamMu IpoeKTHpoBaHUs apXUTeKTypsl MC, cTpyKTypbl

0a3 maHHBIX, paboThl coBpeMeHHBIX MC, aBTOMAaTU3UPYIONIMX 3a7a4l OPraHU3aIl[MOHHOTO
yIpaBJieHus 1 OU3HEC-TPOIECCh

B pe3ynivmame oceoenusn oucyuniunvl 00yuaromuiica 001xcen:

1) 3namo:

@)  TOpUHLMIBI PAOOTHI COBPEMEHHBIX HMH(DPOPMAIMOHHBIX TEXHOJOTHHA U
MIPOTPAMMHBIX CPEJICTB, MPHU PEIICHUN 33/1a4 3aIUTh HHPOPMAIIUH,

6)  TPUHLHUIIBI, METOBI U CPEICTBA PEIICHUS CTaHJAPTHBIX 3a/1a4 mpodec-
CHUOHAJIbHOW JIeATEIbHOCTH Ha OCHOBE MH(GOPMALMOHHON U Oubnnorpaduyeckoit
KyJbTYPhI C TPUMEHEHUEM HH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHIA H
C YYETOM OCHOBHBIX TpeOoBaHMi HH()OPMALIMOHHON OE30MaCHOCTH.

8) METOJIMKHA MCIOJIb30BAaHUSI IPOTPAMMHBIX CPEACTB I PELICHUS ITPaK-
TUYECKUX 3a]1a4 3alIUThl HH()OpPMAIUY;

2) yIpO3bl 0€30MaCHOCTH U CIIOCOOBI TIPEOTBPAIICHUS

0)  HMHCTPYMEHTHI U METOJbI MPOEKTUpOBaHUs apxutektypsl UC, ycTpoii-
CTBO, (PYHKIIMOHUPOBAHKUE BBIYUCIUTENIbHBIX CUCTEM U coBpeMeHHbIX MC, aBTo-
MaTU3HUPYIOLIUX 337a4d OPraHU3alMOHHOIO YIpaBieHUs U OU3HEC-MPOLECCHI C
TOYKH 3pEHUsI UHHOPMAITMOHHON OE30MaCHOCTH.

2) Vmemo:

a)  pelaTh CTaHIAPTHHIE 3a7a4u MPO(HecCHOHATBLHOM IeATEeIbHOCTH Ha OC-
HOBEe MHGOPMALMOHHON U OubIMorpaduyeckoil KyJIbTypbl ¢ MPUMEHEHHEM HH-
(bopMalmOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH U C y4ETOM OCHOBHBIX TpeOoBa-
HUI “THPOPMAIIMOHHOM 6€30MacCHOCTH

6)  BBIABIATH YyIpo3bl HHHOPMALMOHHON OE30MaCHOCTH

8) npoekTupoBath apxuTekTypy UC, aHanu3upoBaTh BXOAHYIO HHPOpMa-
1110, pa3padaThiBaTh CTPYKTYPY 0a3 JaHHBIX, aBTOMATU3UPYIOIIKX 3a7a4id Opra-
HU3ALMOHHOTO YNpaBieHUs U OU3HEC-TIPOLECCHl ¢ TOYKH 3peHUs MH(OpMaAIMOH-
HOI1 0€30MacHOCTH.



3) Braoems:

a)

HaBBIKAMH MOJITOTOBKHA 0030pOB, aHHOTAIIUN, COCTAaBIICHUS pedeparTos,
Hay4HBIX JIOKJIQJI0B, MyOJIHUKalui, 1 Oubirorpaduy mo HaydYHO-UCCIe-
JOBaTeIbCKOM paboTe ¢ ydyeroM TpeboBaHU HMH(POPMAIMOHHON Oe3-
OITaCHOCTH;

HaBBIKAaMH IPUMEHEHUSI CITOCOOOB MPEeI0TBPAIICHUS YTPo3 HH(OpMaIIi-
OHHO¥ 6€3011aCHOCTH;

HaBBIKAMH HCTIOJIB30BAHMS MTPOTPAMMHBIX CPEICTB JIJISl PEIICHUS TTPaK-
TAYECKHX 3aJ1a4 3alTuThl HHpOpMaIuu

HaBBIKAMH MTPOCKTUPOBAHUS apxXUTeKTypbl IC, cTpyKTyphI 0a3 TaHHBIX,
paboThl coBpeMeHHBIX MC, aBTOMAaTH3UPYIOMIKX 3a7a9 OpTraHU3aInOH-
HOTO YIIpaBJICHUS U OM3HEC-TIPOIECCH C TOUYKHU 3pEeHUsI HH(OpPMAIMOH-
HOI1 0€30MMaCHOCTH.



4. Cmpykmypa u codepycanue oucyunauns 51.B.06 IIporpammHo-anmnapar-

HBIC CPEACTBA oOecneUeHMs I/IHd)ODMaHI/IOHHOfI 0C30IaCHOCTH

OO6mas Tpy10eMKOCTh TUCIMIUIMHBI COCTaBIIACT 8_ 3a4eTHBIX eauHull, 288 Ja-

COB.
Ne Pazpen Buabi yueOHoi OueHouHble cpea-
n/ | IMCHHUILIUHBI = paboThI (B 4acax) CTBa VISl IPOBe-
n | Jlexumm | Ipaxru- | JlaGopa- | KCP | CP | A€HHs NPOMeKy-
3 yecKkHue TOpPHBIE C TOYHOH
© 3aHATHA padoThI aTTecTalyu 1o
pa3aeiam
1 | OcHoBHBIE 7 10 - 12 33 20 | Tecmuposanue, noo-
HpI/IHHI/IHBI 20moeKa peqbepama
porpaMm-
HOM U IIpo-
I'rpaMMHO-aII-
IapaTHoOMN
3alllUTbl HH-
dhopmanuu
2 | 3ammura as- | ! 18 - 16 48 32 | Tecmuposanue, noo-
TOHOMHBIX 2omosKa pegepama
aBTOMAaTHU3H-
POBaHHBIX
CUCTEM
3 | 3ammura wuH-| 7 8 - 4 18 20 | Tecmuposanue, noo-
Gopmanuu B 2omoska pegepama
JIOKAJIBHBIX
CETAX
HUTOT'O 36 54 99 72
dopma aTTecranuu okzamen(27)

5. Cooepoicanue neKUUOHHBIX 3AHAMUN NO memam C yKazaHuem (popMupyembIx

KOMITETEHIIUN
Ne | Paszpesn qucum- | Ya | Tema neknmon- Kpatkoe coaep:xanue Nuguka-
IJIMHbI ChbI HOI'0 3aHATUA TOPbI 10-
CTHKCHUHA
KOMIIETCH-
107074
1 | Ocuosusie | 10 |TIpenmer wu | IIpeamer u 3amaum mporpammuo- | IK-2.1,
MPUHLINIBI 3a/lauyd Tpo- | almapaTHOW 3amuThl WHPOpPMA- 31
porpaMmm- rpaMMHO-an- | uui. OCHOBHbIE TOHSTHUSL TPO-
HOU U MPO- MapaTHOM 3a- | [paMMHO-aInapaTHOM 3aLLUTHI
rpaMMHO-an- IIUTHI unpopmaruu.  Krnaccudukarms
apaTHOU uH(popMaIK | METOJIOB U CPEACTB MPOrPAMMHO-
3alUThl UH- arnmapaTHoOM 3amuThl HWH(pOpMa-
dbopmanu 1007071




Cranpaptsl
0e3ormacHoO-
CTH

HopMatuBHBIE TIpaBOBBIE aKTHI,
HOpPMAaTHBHBIE METOAMYECKUE J0-
KyMEHTBI, B COCTaB KOTOPBIX BXO-
IST TpeOOBaHUS U PEKOMEHIAINH
no 3amyTe WHGOPMAIUU TIPO-
IPaMMHBIMH ¥ TIPOTPaMMHO-aITITa-
paTtHeIMH cpencTtBamu. [Ipodumm
3aIATHl TIPOTPAMMHBIX W TIPO-
IrpaMMHO-AIMapaTHBIX ~ CPEACTB
(MEXKCETEeBBIX DJKPAaHOB, CPEICTB
KOHTPOJII CHEMHBIX MAaITHHHBIX
HOCHUTENeH nH(OpMAaIuu, CpeaCTB
JTOBEpEHHOW 3arpy3Kd, CpEACTB
aHTUBUPYCHOU 3amuThl). CrTaH-
JapThI 110 3aIuTe HHPOPMAIINH, B
COCTaB KOTOPBIX BXOAST TpeOoBa-
HUS U PEKOMEHJIAIMK T0 3alUTe
uH(bOpMaIIUU TPOTPAMMHBIMU U
MIPOTrpaMMHO-aNMapaTHEIMU CPEJI-
CTBaMH.

3amuiieHHas
aBTOMATH3H-
pOBaHHas CH-
creMa

ABTOMaTH3aIMs Mpolecca odpa-
001k nHpopmanuu. [louarue aB-
TOMAaTU3UPOBAHHOM CUCTEMBI.
Oco0eHHOCTH aBTOMATU3HPOBAH-
HBIX CHUCTEM B 3alIUILEHHOM HC-
noiHeHnu. OcHoBHbIe BUALI AC B
3AIIMIIEHHOM HCIOJHEHUU. Me-
TOJbI CO3/1aHusl Oe30MacHBIX CH-
CTEM

JlecTabnm-
3Upyroliee
BO3JICHICTBHE
Ha O0OBEKTBI
3aIATHI

Uctounuku JeCTa0UITU3UPYIO-
IIIETO BO3JACUCTBUSA Ha OOBEKTHI 3a-
muTel. CrocoObl BO3ACUCTBUA Ha
uHpopmanuto. [Ipuuunel u ycio-
BUSI JECTAOMIM3UPYIOIIETO BO3-
JEUCTBUA Ha MH(OpMAIUIO

[TpuHLMTIBI
porpam-
MHO-a1Ia-
paTHOM 3a-
IIUTHI
uHbopMaIuu
OT HECAHKIIU-

OCHOBHBIC ITOAXOBI K 3AIIUTE UH-
dopmanuu ot HCJ[ Opranuzanus
nocTyma K (aiiam, KOHTPOJb J10-
CTylla U pasTpaHHuEHUE JOCTYTa,
UepapXudeCcKuil 10CTyM K (haiinam.
Odukcanus goctyna K Qaitnam Jlo-




OHHUPOBAH-

CTYlIl K IdaHHBIM CO CTOPOHBI IIPO-

HOTO JI0- necca OCOOEHHOCTH 3aIUTHI JIaH-
cTyna HBIX OT u3MeHenus. [lludposanue.
3ammra aB- | 18 | OcHoBel 3a- | PaGora aBronomHoit AC B 3ammu- | 1IK-2.1,
TOHOMHBIX IIUTHI aBTO- | LIEHHOM pexxume 10 Anroputwm 3a- 31
aBTOMATH3U- HOMHBIX aB- | rpy3ku OC. IlrartHble cpenactsa
POBAaHHBIX TOMAaTU3UPOB | 3aMbIKaHUsl cpeabl Pacmmpenue
CUCTEM AHHBIX CH- BIOS kak cpencTtBo 3aMbIKaHUs
CTEM nporpamMmHoil  cpeabl  CHUCTEMBI
TUNA DJIEKTPOHHBIA 3aMOK. D3 C
MMPOBEPKOU  LIEJIOCTHOCTH  IPO-
rpaMMHOM  cpeabl.  Ilonsatme
AMJI3 (moBepeHHast 3arpys3ka)
[IpumeHeHue 3akiaoK, Hampas-
JICHHBIX Ha CHIKEeHHE AP (HEKTUB-
HOCTH CpEICTB, 3aMBIKAIOIINX
cpeny.
3amura nipo- | 3ydyeHnue u oOpaTHOE MIPOESKTUPO-
rpaMm OT Banue [10 10 CriocoObl nzydeHus
U3y4EeHUS [1O: cratnyeckoe W IUHAMUYE-
CKO€ M3y4eHHUE 3aJjauu 3alIUThl OT
U3YUYEHHUS U CIOCOOBI UX PEeIIeHUS
JammTa OT OTJAAKHU. 3alIUTa OT
nu3acceMOIupoBaHus 3alura OT
TPACCUPOBKH 1O MPEPHIBAHUSIM.
Bpenonoc- Bpenonocnoe nporpamMmmHaoe obec-
HOE IIpo- neYeHne Kak OcoObIi BUI paspy-
rpaMMHOE marmmmx Boszaeucreun  Kiaccu-
obecrieuenue | puxamus BPEJIOHOCHOTO
IPOrpaMMHOTO oOecrieyeHus.
Cxema 3apaxenus. Cpencrtsa
HEUTpaln3auu BPEAOHOCHOTO

I1O. IlpodwuiakTrka 3apa)keHus
[Touck ciienoB akTUBHOCTH BPEIO-
HocHoro I10. Peectp OC. OcHoB-
HbIE BETKH, cojepkaiiue uHdop-
Manuio o BpegoHocHoMm I1O.
Hlpyrue OOBEKTHI, COAEpKaIue
uHGOPMAITUIO O BPEJOHOCHOM
I10, daitner prefetch. bor-HeThI.




[Mpunuun  QyHKIIMOHUPOBAHUS.
Meroasl obnHapyxenus: Kiaccu-
dbuKalys aHTUBUPYCHBIX CPE/ICTB.
CurHaTypHbli M 3BPUCTHUYECKUM
aHanu3 3alura OT BHUPYCOB B
"pyuHoM pexume" OCHOBHBIE
KOHIIENIIIMNA TOCTPOEHHUSI CUCTEM
AHTUBUPYCHOW 3aIATHl HA TIPEA-
MPUATHI

3ammTa po- | HecaHkiimoHMpOBaHHOE  KOMUPO-
rpamMM U JaH- | Banue nporpamMm kak tun HCJ]
HBIX OT He- IOpuanueckne acrekTbl HECaHK-
CAHKIMOHUD | HUOHUPOBAHHOTO  KOMUPOBAHUS
OBAHHOTO KO- | mporpamm. OO1ee MOHSATHE 3a-
MUPOBAHUS IIUTHI OT KonupoBaHus. [IpuBsizka
[1O k anmapaTHOMY OKPY>KEHUIO U
HOCUTEJIAM. 3alllUTHBIE  MeXa-
HU3MBI B COBPEMEHHOM IIpO-
rpaMMHOM 0OeCrieYeHUN
3amura uH- | [IpoOnema 3aimuThl 0TUYKIAEMBIX
dbopmaruu komrnoHeHTOB [I9BM. Metonbl
Ha MallliH- 3amUThl MHGQOPMAIIMK Ha OTYYXK-

HBIX HOCHUTC-
JIAX

naembix Hocurensix. [ludpona-
Hue. CpencrBa BOCCTaHOBJIECHUS
octaroyHoit nHpopmanmu. Cozna-
HUE  TIOCEKTOPHBIX  00pa3oB
HXM/I. Ilpumenenue cpencrs
BOCCTAHOBJICHUSI OCTATOYHOW WH-
dbopmanuu B CyJeOHbIX KPUMHUHA-
JUCTUYECKUX DKCIIEPTU3aX U MpH
paccie0BaHuN WHIIUJICHTOB.
HopmartuBnas 6a3a, OKYMEHTH-
poBaHue pe3yapTaToB be3Bo3Bpar-
HO€ YyJaaleHue JAaHHbIX. [IpuH-
L[UIIbl U QJITOPUTMBI.

Amnmnapartnbie | TpeGoBaHUs K anmapaTHBIM Cpe.-
CpeacTBa CTBaM UACHTU(DUKAIIIY U Ay TEHTH-
unaeHTuuKa- | GUKaIUu NoJIb30BaTeNen

[IUN 1 ayTCH-

TU(UKAUN

MoJIb30BaTe-

Jen

Cucremsl 00- | COB u COA, ormnuuusi B QyHK-
HapyXeHus | usix. OCHOBHBIE apXHUTEKTYpPhl




aTaK u BTOP-
JKEHUM

COB 10 Hcnonb30BaHHE CETEBBIX
cuuddepon B kauectee COB An-
napaTtHblii komnoHeHT COB IIpo-
rpamMHbIi koMrioHeHT COB Mo-
JeN  CHCTeMbl  OOHapyXeHUs
BTOpx)eHUM, Knaccudpukanus cu-
CTeM OOHapy>KEHUsI BTOP>KECHHIA.
Oo6napyxenue curaaryp. OoHapy-
YKEHHE aHOMauu. /[pyrue MeTo sl
0OHapyXEHUsI BTOP>KCHUI.

3ammra uH-
dbopmarnuu B
0Oazax mad-
HBIX

OcHoBHBIE THUMBI yrpo3. Mojenb
Hapymutenss CpencrBa UJICHTH-
dbukanu W ayTeHTU(UKAIIUHU.
VYnpasnenue nocrynom Cpexactsa
KOHTPOJISl IETIOCTHOCTH UH(OpMa-
nmuu B 0Oazax manHbix Cpeactsa
ayuTa v KOHTPOJII O€30MIaCHOCTH.
Kpurepun 3anmmieHHoctd  6a3
naHHbIX [IpuMeHeHne Kpumrorpa-
(UYECKUX CPEACTB 3alIUTHl WH-
dbopmanuu B 6a3ax JaHHBIX

3amura uH-
dbopmaruu B
CeTAX

OCHOBBHI 11O~
CTPOCHHUS 3a-
IIAIIEHHBIX
JIOKAJIbHBIX
ceTen

Cetn, paboTaromue IO TEXHOJIO-
M KOMMYyTaluu makeroB CTek
nporokosioB TCP/IP. OcobGenno-
ctu Mapmpytusanuu. lltatHbIC
CpelIcTBa 3aluThl HHOOpPMAIUU
creka nporokosoB TCP/IP. Cpen-
CTBa WICHTH(UKAIINA U AyTECHTH-
dbuKay Ha pa3HBIX YPOBHSIX MPO-
toxkoila TCP/IP, nocromHcTBa,
HEJI0CTATKH, OTPAaHUYCHUS.

Cpenctsa op-
raHu3aluu

VPN

BuptyanbHas yacTHas CETb.
OyHKINK, Ha3HAYCHUE, MPUHLHUII
noctpoenusi Kpunrorpaduueckue
U HeKpurnrorpaduueckue Ccpen-
crtBa opranuszauuu VPN Ycrpon-
ctBa, oopasyromue VPN. Kpunro-
MapHIpyTH3aTOP U KPUNTOPUIBTP.
Kpunropoyrep. [Ilpununnel, apxu-
TEKTypa, MOJAEJIb HapyLIUTEsI, 10-
CTOMHCTBA U HexocTatku Kpumnro-
buabTp. [IpuHUIMBL,
apXUTEKTypa, MOJIeJb HapylIu-
TEJs1, JOCTOMHCTBA U HEJIOCTATKU

K - 2.1,
3.1




OO0ecrnieye- Metoasl 3ammThl  MHOOPMALIUH
HUe Oe3omac- | mpu paboTe B CETAX OOIIEero Jo-
HOCTH MEXK- | CTyma. MeKCEeTeBbIe DKpaHbl THIIA
CETEBOIO firewall. JlocTomHCcTBa, HEIO-
B3aMMOJICH- | CTATKH, pEaJTUu3yeMbIC ITOJMTHKU
cTBHS (B ce- | Oe3omacHOCTH (OCHOBHBIC —THIIBI
Tsx obOmtero | firewall. CummMmeTpuyHbIE u
J0CTyIa) HecumMmeTpuuHble firewall.

6. Codepircanue npakmuueckux 3aHAmMuil
He npedycmompeno

7. Cooepotcanue nadopamopHvIX 3aHAM UL

Lenv: nonyyums Ha8bIKU pabOmMul ¢ KOMRLIOMEPOM NO 3auyume UHGoOpMayul,
081a0emsb Memooamu UHGOPMAYUOHHBIX MEXHOI02UL N0 UHPOPMAYUOHHOU be30onac-
HOCMU UHQDOPMAYUOHHBIX CUCTEM.

Ne Pazpen aucuu- | Yacol HanMeHoBaHue j1abopaTopHoii padoThI NuaukaTopsbl
n/n TJIMHBI AOCTHIKEHHS
KOMIIETEeHIIMH
1. OcCHOBHBIE TIPUH- 2 HopmatuBHO-TIpaBOBbIC aKkThI, CTAHAAPTEHI 1o 3amuTe nH- | [IK — 2.1-2.3
Ul TTPOTPaMM- (hopMaIuu mporpaMMHO-aNMapaTHEIMA CPEJCTBAMHI I[IK-3.1-3.3
2. HOM ¥ Tmporpam- 2 Wnenrnduxanms n ayreHTrduKanys mois3oBaTenei
3. MHO-aInapaTHoH 2 Pasrpannuenue gocrymna.
4, 3ammuThl - MHPOP- 2 Perucrpaityist COObITHIA
5. | Maunn 4 | 3ammra (aiinos
6. 3amuTa aBTOHOM- 4 O3HaKOMJICHHE C COBPEMEHHBIMH TIporpaMMHbIMHK 1 Tipo- | [TK — 2.1-2.3
HBIX U aBTOMAaTH- rpaMMHO-aNmapaTHeIMU cpeacTBamu 3anuThl oT HCJI K -3.1-3.3
7. 3UPOBAaHHBIX CH- 4 [Ipumenenust cpencts uccnenoBanus peecrpa OC ms
cTeM HaXOKICHUS CJIeJI0B AKTUBHOCTH BpegoHocHoro 110
8. 4 3ammra HHPOPMAIMH OT HECAHKIIMOHUPOBAHHOTO KOIIH-
pOBaHMUsI
9. 2 3aimuTHBIC MeXaHU3MbI B nipuitoskerusix Office
10. 2 [TpumeHeHune cpecTBa BOCCTAHOBIICHHSI OCTATOYHOM HWH-
¢dopmarmu Ha nnpumepe Foremost nim ananora
11. 2 IIpumeneHue crienain3uPOBAHHOIO MPOTPAMMHO CpE-
CTBa JIJIsl BOCCTAHOBIICHHSI YIAJICHHBIX (paiiiioB
12. 2 [Ipumenenue mporpamMM 1jisi O€3BO3BPATHOTO yIAJICHUS
JTAHHBIX
13. 2 [Iporpammel 11 U pPOBaHUS JAHHBIX HA CHEMHBIX HO-
CHUTEJISIX
14. 4 MopenupoBaHue NPOBEACHUS aTaku. M3yueHHe HHCTPY-
MEHTAJIbHBIX CPEJICTB OOHAPYKEHHSI BTOP>KEHHUH
15. 4 N3yuenne mexann3MoB 3amutel CYBJ]
16. 4 N3yuenne mratHeIX cpeactB 3amutel CYBJl MSSQL
Server
17. 4 VPN K -2.1-2.3




18. | Bammra wuHOOP- 4 W3ydenne u cpaBuenue apxurextyp Dual Homed Host, | IIK — 3.1-3.3
MallH B CETSIX Bastion Host, Perimetr

19. 4 W3ydeHne paznuyuHBIX CIIOCOOOB 3aKpHITHS '"ONacHBIX'

MIOPTOB
8. Camocmoamenvnan paboma
Ne [ Tembl, BBIHOCHMBIE Ha caMoO- | Yachl ®opma CPC HNnauka-
n/n CTOSITEIBLHYIO PadoTy TOPBbI 10CTH-
JKEHUSI KOM-
neTeHInn

1. IIpenmMer u 3ama4uu nporpam- 4 Pabora ¢ IeKIIMOHHBIM MaTEPHAIOM, K -2.1-2.3
MHO-anmnapaTHON 3allUThI UH- yuebHoii nmurepatypoil. [logroroska k| [IK — 3.1-3.3
dhopmarim TECTHPOBAHHIO.

2. CraHgapThl 0€30MaCHOCTH 4 Pabora ¢ IeKIIMOHHBIM MaTEpUaIoM, I[IK - 2.1-2.3

y4aeOHoit utepatypoii. [Togroroska k| ITK — 3.1-3.3
TECTUPOBAHHMIO.

3. 3amuIieHHas aBTOMaTU3UPO- 4 PaboTa ¢ NeKIMOHHBIM MaTepHajIoM, K -2.1-2.3

BaHHAs CHCTEMa yueOHou siureparypoit. [Tonroropka k| [IK — 3.1-3.3
TECTUPOBAHMIO.

4. Jectabunmsupyroiee Bo3aei- 4 Pabora c NeKIMOHHBIM MaTepUaIoM, K -2.1-2.3

CTBUE Ha OOBEKTHI 3aLUTHI yuebHoii nmurepatypoil. [logroroeka k| [IK — 3.1-3.3
TECTHPOBAHHIO.

5. [TpuHIUTIEL TPOTpaMMHO-aI- 4 Pabora c TeKIMOHHBIM MaTepUaIoM, K -2.1-2.3
MapaTHOM 3aIUThl HHPOpMa- yueOHoii tureparypoii. [lonroroska k| [IK — 3.1-3.3
UM OT HECAHKLIIMOHUPOBAH- TECTHPOBAHHIO.

HOT'O JIOCTyTIa

6. OCHOBBI 3aIIUTH aBBTOHOMHBIX 4 Pabora ¢ TeKIMOHHBIM MaTepUaIoM, K -2.1-2.3

AaBTOMATHU3UPOBAHHBIX CUCTEM yuebHoii nmurepatypoil. [logroroska k| [IK — 3.1-3.3
TECTHPOBAHHIO.

1. 3ammra nporpamMmm OT u3yde- 4 Pabora ¢ JIeKIIMOHHBIM MaTEPUaJIOM, K -2.1-2.3

HUS yaeOHo# sureparypoit. [lomroroska k| 1K — 3.1-3.3
TECTHPOBAHHIO.

8. BpenonocHoe mporpamMMHOe 4 Pabora ¢ JIeKIIMOHHBIM MaTEPUaJIOM, [K-2.1-2.3

obecrievueHne yaeOHo# smreparypoit. [lonroroska k| 1K — 3.1-3.3
TECTUPOBAHHMIO.

9. 3ammTa MporpaMMm M JaHHBIX 4 Pabora ¢ JIEKIIMOHHBIM MaTEPUaJIOM, I[IK - 2.1-2.3
OT  HECAHKI[MOHHPOBAHHOIO yuebOHoii murepatypoil. [logroroeka k| [IK — 3.1-3.3
KOIIUPOBAHUSI TECTUPOBAHHMIO.

10. | 3ammra wHpOpManMKM HaA Ma- 4 Pabora c neKIMOHHBIM MaTepUaIoM, [IK-2.1-2.3
IIMHHBIX HOCHUTESIX yuebHou siureparypoit. [Tonroropka k| [IK — 3.1-3.3

TECTHPOBAHHIO.

11. | AnmapaTtHble CpeICTBa HICH- 4 Pabora c neKIMOHHBIM MaTepUaIoM, [IK-2.1-2.3
TiUKaIUM W ayTeHTH(]HKa- yaeOHo# smreparypoit. [lonroroska k| 1K — 3.1-3.3
IIUH TI0JIh30BaTeNeH TECTHPOBAHHIO.

12. | Cucrembl OOHapYKEHUS aTak U 4 Pabora ¢ nIeKIMOHHBIM MaTepHaIoM, K -2.1-2.3
BTOPXKEHUU yuebHnoii nmurepatypoil. [logroroska k| IIK — 3.1-3.3

TECTHPOBAHHIO.

13. | 3amuTa nHpopMaiuu B Oazax 4 Pabora ¢ JIEKIIMOHHBIM MaTEPUajIoM, IIK - 2.1-2.3

JTAHHBIX yuebHou siureparypoit. [Tonroropka k| I[IK — 3.1-3.3
TECTHPOBAHHIO.

14. | OcHOBBI TOCTpPOEHHS 3alIH- 4 PaboTa ¢ NeKIMOHHBIM MaTepHaIoM, I[IK-2.1-2.3

MIEHHBIX JIOKATBHBIX CeTel yuebHou siureparypoit. [Tonroropka k| I[IK — 3.1-3.3
TECTHPOBAHHIO.

15. | CpencrBa opraam3amuu VPN 8 PaboTa ¢ TeKIIMOHHBIM MaTEPUATIOM, K -2.1-2.3

yuebHoii ntutepatypoil. [logroroska k| [IK — 3.1-3.3




TCCTUPOBAHUIO.

16. | OGecriedyeHne  6e30MaCHOCTH 8 Pabota ¢ IeKHHOHHBIM MaTepHaIoM, [K-2.1-2.3
MEXKCETEBOTO B3aUMOICHCTBHS yuaeOHoit utepatypoii. [Togroroska k| ITK — 3.1-3.3
(B ceTsix 00IIEro JoCTymna) TECTHPOBAHHIO.
8.1 Koumpons camocmoamenvHoil padomot
Ne [ Tembl, BbIHOCHMMBIE HA camo- | Hacsl ®opma KCP Nuauka-
n/n CTOSITEIbLHYIO PadoTy TOPBI 10CTH-
JKEHUST KOM-
neTeHIuU
1| IlpenmeT u 3agauM mporpam- 9 KOHCYJIbTUPOBaHNE K - 2.1-2.3
MHO-aNmnapaTHOM 3alluThl HH- K -3.1-3.3
dhopmaru
2. CrangapTsl 0€30MMaCHOCTH 6 KOHCYJIbTUPOBaHHUE K -2.1-2.3
I[IK-3.1-3.3
3. 3amuIieHHas aBTOMaTU3UPO- 6 KOHCYJIbTUPOBaHNE K - 2.1-2.3
BaHHAs CHCTEMa I[IK-3.1-3.3
4, Jectabunusupyroiiee BO3/CH- 6 KOHCYJIbTUPOBaHKC K -2.1-2.3
CTBUE Ha OOBEKTHI 3aLUTHI K -3.1-3.3
5. [lpuHOMTIEI  TIPOrpaMMHO-AI- 6 KOHCYJIFTUPOBaHIE K -2.1-2.3
napaTHOi 3ammTel MH(pOpMa- K -3.1-3.3
OUH  OT HECAHKIMOHHPOBAH-
HOT'O JIOCTyTIa
6. OCHOBEI 3aIIUTHI aBTOHOMHBIX 6 KOHCYJIFTHUPOBaHE K -2.1-2.3
aBTOMATHU3UPOBAHHBIX CUCTEM K -3.1-3.3
7. 3amuTa mMporpaMM OT H3yde- 6 KOHCYJIFTUPOBaHIE K -2.1-2.3
HUS I[IK-3.1-3.3
8. BpemonocHoe  mporpamMmHOe 6 KOHCYJIETUPOBAHUE K -2.1-2.3
oOecrieueHue I[IK-3.1-3.3
9. 3amuTa mporpaMM M JaHHBIX 6 KOHCYJIbTUPOBaHNE K -2.1-2.3
OT  HECAHKI[MOHHPOBAHHOIO IK - 3.1-3.3
KOIIUPOBAHYSI
10. | 3ammTa nHpOpPMALMK HA Ma- 6 KOHCYJIbTUPOBaHNE K -2.1-2.3
ITUHHBIX HOCUTEIISX K -3.1-3.3
11. | AnmapaTtHble CpeacTBa HICH- 6 KOHCYJIFTUPOBaHHE K -2.1-2.3
TH(UKAIUM W ayTeHTH(HKa- I[IK-3.1-3.3
IIUH TI0JIb30BaTeleH
12. | Cucrembl OOHapYKEHUS aTak U 6 KOHCYJIbTUPOBaHHE K - 2.1-2.3
BTOPXKEHUU I[IK-3.1-3.3
13. | 3amuTa uHpopmManum B O6azax 6 KOHCYJIbTUPOBaHNE I[IK-2.1-2.3
JTAHHBIX K -3.1-3.3
14. | OcHOBBI TOCTpPOEHHS 3alIH- 6 KOHCYJIbTUPOBaHNE I[IK-2.1-2.3
IIEHHBIX JIOKATLHBIX CeTel IIK - 3.1-3.3
15. | Cpencrta oprannzanun VPN 6 KOHCYJIbTUPOBaHHE K -2.1-2.3

I[IK-3.1-3.3




16.

ObecnieueHne  0€30MaCHOCTH 6 KOHCYJIbTUPOBaHHUE K -2.1-2.3
MEKCETEBOTO B3aUMOICHCTBHS K -3.1-3.3
(B ceTsx 00IIero AOCTyTa)

9. Hcnonv3oseanue peiimunzo60il cucmemsvl OUEeHKU 3HAHUIL

[Ipu omeHke pe3yabTaTOB ACATEIHHOCTH OOYJAIONTUXCS B paMKax JHACIIH-
mwHbel b1.B.06 TIporpamMmHo-anmapaTHbIe CpeicTBa olecneueHus HHGOPMAaIHOH-
HOI 06€30MacHOCTH MUCIIONIB3YeTCs peTUHIOBas cuctema. Peiitunrosast onieHka ¢op-
MUPYETCS Ha OCHOBAaHUU TEKYILETO U TPOMEKYTOUHOT0 KOHTPOJIsl. MakcuManbHOE U
MUHHAMAJIEHOE KOJIMYECTBO OAJTOB TI0 PA3IMYHBIM BUIaM YIeOHON pabOThI OMHMCAHO
B «[TomoxxeHnu o GamTbHO-PEHTHHIOBOM CHCTEME OLIEHKU 3HAHUH CTYJIEHTOB U o0ec-
neyeHus kauectsa yueoHoro npoueccay ®I'bOY BO «kKHUTVY ».

[Ipu u3ydeHnn AMCHMILIUHBI IpelycMaTpuBaeTcs pedepart, TecTupoBaHue. 3a
3TU KOHTPOJIbHBIE TOYKH CTYJICHT MOKET MOJIYYUTh MHUHUMAJIbHOE U MAKCUMAIIBHOE
KOJIMYECTBO 0asuioB (CM. TabIuILy).

3a 9K3aMEH CTYJCHT MOKET MOJTYyYUTh MUHUMYM 24 Garia u Makcumym — 40
OaJIIoB.

OueHo4YHbIE CpeICTBA Kou-Bo Min, 6a110B Max, 0as10B
Pedepar 1 20 40
TectupoBanmne 1 40 60
Wroro: 60 100

[Ipu M3yyeHun MUCHUIUIMHBI IPETYCMaTPUBAETCA BHIMOJHEHUE KYPCOBOI pa-
60TbI. CTyZEHT MOXKET MOJIYYUTh MUHUMAJIBHOE U MaKCUMaJIbHOE KOJIMYECTBO Oal-
JI0B (CM. Tabnuiry).

OueHouHbIE CpeCTBA KoJi-Bo Min, 6a10B Max, 6aJ10B
KypcoBoii pabora 1 60 100

10. Ouenounvie cpeocmea 011 mexKyuyeco KOHmMpOJA yCneeaemocmu, npo-
MeNHCYMOUHOU ammecmayuu o UMmo2am 0C60€HUA OUCUUNIUHDL

OueHoYHbIE CpelcTBa IJI MPOBEACHUS TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH,
MIPOMEKYTOUHOM aTTecTaluy 00y4aroIuXcs U UTOTOBOM (rocyJapCTBEHHOM UTOTO-
BOM) aTTeCTallud pa3pabaThIBAIOTCS COTJIACHO MOJIOXKEHUI0 0 DOHIAaX OIEHOYHBIX
CPEJICTB, PACCMATPUBAIOTCS KaK COCTaBHAsl 4acTh paboyveil mporpaMmbl U 0hOpMIIs-
IOTCS OTJICJIBHBIM JIOKYMEHTOM.

11.Ungpopmayuonno-memoouuecxkoe obecneuenue OUCyunIunbl
11.1. Ocnoenan numepamypa
IIpu n3yuennn mucummmesl b1.B.06 TIporpaMmHo-anmapaTHBIE cpeicTBA 00ec-

neueHust MTHQOPMAITMOHHON O€30ITACHOCTH B Ka4eCTBE OCHOBHBIX HCTOYHHKOB HH(OpMAIMH
PEKOMEHIYETCsI HCII0JIB30BATh CIIEIYIOIIYIO JIUTEPATYpYy.

OcHOBHBIC HMCTOYHUKH HHpOPMaLIUK ‘ KoJu-Bo 3k3.




1. 3amuTa uapopmanuu : yuedHoe nocodbue / A.IL. XKyk, E.IL
Kyk, O.M. Jlenemkun, A.U. Tumomkun. — 3-¢ uzm. —
Mocksa : PUOP : UHOPA-M, 2021. — 400 ¢. — (Bsicuiee 06-
pasosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN
978-5-369-01759-3. - Tekcr : onektpoHsbii. - URL:
https://znanium.com/catalog/product/1210523). — Pexum o-
CTYyTIa: TIO MOATIHCKE.

1 (6e3MMMUTHBIN TOCTYH K
ObC «Znaniumy 1mocie peru-
crparuu ¢ [P-anpeca HXTHN)

1. Cerues, 1O. H. 3amura nadopmannu u nHpopManoHHas
6e3omacHOCTh : yuebnoe nocodue / FO.H. CprueB. — Mockaa :
NH®PA-M, 2021. — 201 c. — (Bricuiee obpazoBanue: baka-
naBpuar). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-
9. - Texkcr AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1013711. — Pexum o-
CTyHa: 1O MOATHNCKE.

1 (6e3MMMUTHBIN TOCTYH K
ObC «Znaniumy 1mocne peru-
crparuu ¢ [P-anpeca HXTHN)

3 bapanoga, E. K. MadopmarmonHas 6€300acHOCTh M 3allUTa
uHpopmanuu : yauebnoe nocoodbue / E.K. bapanosa, A.B. babam.
— 4-¢ u3x., nepepad. u gon. — Mocksa : PUOP : UHOPA-M,
2021. — 336 c¢. — (Beicmee oOpa3oBaHue). DOIl:
https://doi. 0rg/10 29039/1761-6. - ISBN 978-5-369-01761-6. -
Teker 3JIEKTPOHHBIN. - URL:
https: //znanlum com/catalog/product/1189326. — Pexum 10-
CTyHa: MO MOAMHUCKE., 1o napomo. — IbC «Znanium», YMO

1 (6€3MUMUTHBIN JOCTYH K
9BC «Znaniumy mocine peru-
crparuu ¢ IP-anpeca HXTHN)

4. lllanprun, B. ®. KoMmriekcHas 3ammra nHGOpMAIUU B KOP-
MOPATUBHBIX cHUCTeMax : yueOHoe mocobue / B. @. [llanbrus.
— Mocksa : DOPYM : UHDPA-M, 2020. — 592 c. — (Bpic-
mee oopasoBanue: bakamaspuar). - ISBN 978-5-8199-0730-6.
- Teker : AJIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1093695. — Pexum 10-
CTyMa: Mo MOAMUCKE., 0 mapoito. — IbC «Znanium» YMO

1 (6e31MMUTHBIN 10CTYH K
OBbC «Znaniumy mnocnie peru-
crparuu ¢ [P-anpeca HXTHN)

5. I'pummnna, H. B. OcHoBbI MHpOpPMaLMOHHONW 0€30MacHOCTH
npennpusaTus : yuebHoe nocodue / H.B. I'puminna. — MockBa :
NH®OPA-M, 2021. — 216 c. — (Beicuiee obpa3zoBanue: baka-
JlaBpHUar).
www.dx.doi.org/10.12737/textbook 5cf8ce075a0298.77906820.
- ISBN 978-5-16-015105-2. - Texkct : snekrponnsni. - URL:
https://znanium.com/catalog/product/1784437. — Pexum 1o-
cryna: no noanucke. — IbC «Znanium» YMO

1 (6e31MMUTHBIN 10CTYH K
3BbC «Znaniumy nocie peru-
ctpauuu ¢ [P-angpeca HXTH)

11.2. /lonoanumenvnasa numepamypa

B kauectBe JOITOJIHUTEIJIbHBIX HCTOYHHKOB I/IH(i)OpMaHI/II/I PEKOMCHAYETCA HCIIOJIB30BATh

CJEIYIOIYIO JTUTEPATYPY:

JlonoJIHUTE/IbHBIE HCTOYHUKHM HH(OPpMALIMU

Koa-Bo 3Kks3.

1.3arunaiinos, FO. H. Teopust undopmaninoHHo# 6€301acHOCTH
¥ METOJIOJIOTHS 3aIlUThl HH(OpMAIUH [ DIEKTPOHHBIN pecypc]:
yuebHoe nocobue.- M.-bepnun: JJupekr-Menua, 2015. - 253 c.
Pexxum noctyma, o maponto. — 9bC «Kauradgonm»

1 (6e3numutHbii goctyn k ObC
«Knauradhona» mnocne peructpa-
uuu ¢ [P-agpeca HXTH)

11.3. dnexmponnsvie ucmoyHuKu uHGopmayuu




[Ipu n3yyeHnn AUCHUIIINHBL

51.B.06 NporpammMmHo-annapaTHble cpeacrTsa obec-

nevyeHnsa MHopMaLNoHHOW 6e30NacHOCTM UCIIOJIb30BAHUE QJICKTPOHHBIX HCTOYHHUKOB

nH(popmaruu:

OenepanbHplii opTan  «Poccui- . .
OtkpsiTelii THTEpHET-pECypc, CBOOOAHBIN Oe3u-

CKO€ o0pa3oBaHHE»

http://www.edu.ru/

MUTHBIN JOCTYIL.

deaepasibHBIN IIEHTP UHPOPMAITH-
OHHO- 00pa30BaTEILHBIX PECYPCOB
http://fcior.edu.ru/

DnexkTpoHHBIE 00pa30BaTEIbHBIC PECYpChl U Cep-
BHCHI JIJI BCEX YPOBHEHU U CTyNEeHel 00pa3zoBaHusl.
OtkpeiThiii UHTEpHET-pECYpC, CBOOOAHBIA Oe3iu-
MUTHBIN JOCTYIIL.

Nudopmarmonnas cucrema «Enu-
HOE OKHO JOCTylma K 00pa3oBa-
TEIbHBIM pecypcamy»

http://window.edu.ru/

Poccuiickoe oOpa3oBaHue: eAMHOE OKHO JIOCTyIa K
oOpa3oBaTenbHBIM pecypcaM, CBOOOIHBIN Oe3iu-
MUTHBIN JOCTYIL.

11.4. Coeépemennvie npogheccuonanvmvie 6a3vt 0GHHBIX U UHPOPMAUUOHHDIE

CnpaeovHble cucmemal.

1.XKypnan «Muadpopmannonnsie TexHogorun». Cat xypHana. — Jloctym cBo-

ooxuslit: http://novtex.ru/lT/.

2. Kypnan «HpopmalimoHHbIE TEXHOJIOTUU U cUCTEMBD». CalT XypHana. —

JHoctyn cBoOogHbBIN: hitps://itsys.tb

JU.

3. ba3bl JaHHBIX MPABOBOM HH(POpMaLIUH, HTHPOPMALIMOHHO-CITPABOYHBIE U TT0-
HCKOBBIE CUCTEMBI - «["apanT» - Www. garant.ru; - lndopmairionHo-cripaBodHasi CH-

crema «KoncynpranT [Lmrocy.

CorsnacosaHo:

3aB. OTIEIOM

1o OUOIMOTEUHOMY
00CITyKUBAHUIO

7 Tapacosa B.A1.

12. Mamepuanvno-mexnuueckoe odecneuenue OUCYUNIUHBL (MOOYJ1).
«KommnbrorepHsbiit kitacc 115B»
VYyeOHast ayiuTopus Uil IPOBENCHUS YUeOHBIX 3aHSATUN OCHAIIEHa 000pya0-

BaHHCM.:

1. JocTym K 37eKTpOHHON HH(DOPMAITMOHHO-00pa30BaTEIbHON CPENie By3a
2. CxeMmbl ¥ CTEH/IBI ISl IPOBEJCHUS 1a00PATOPHBIX MTPAKTUKYMOB
TexHnuecKuMu CpeICTBaMH 00yUCHUS:

1. MHTepakTUBHAS I0CKA;
2. Ilpoexrop

[TomenieHus: 1uisi caMOCTOATENBbHON pabOThl OCHAIEHBI KOMIBIOTEPHON TeX-
HUKOU B KOJMYECTBE 15 WIT. C BO3MOKHOCTBIO MOAKIIOUEHHUS K ceTh «HTEpHET» U
oOecrieyeHbl JOCTYIIOM B 3JIEKTpOHHYI0 nH(popmanmonnyto cpeny HXTHU. Homycka-
€TCsl 3aME€Ha 000PYI0BaHUS €T0 BUPTYaIbHBIMHU AHAJIOTAMH.



http://novtex.ru/IT/
https://itsys.tb.ru/
http://www.edu.ru/
http://fcior.edu.ru/
http://window.edu.ru/

JInieH3upoBaHHOE MPOrpaMMHOE 00ecreueHrne U CBOOOIHO paclpoCTpaHsie-
MOg IporpaMMHOe 00ecTIedeHrE, UCIIOb3yeMoe B ydeOHOM Mpoliecce MPH OCBOCHUH

OUCHUILIINHEL.
Microsoft Office

13. Obpazosamenvrvle mexnonozuu

Tema Bup 3anstus HNutepaktuBHas hopma 4ackl

IMpenmer u 3amaum mporpammuo- | JIeKiust BBonnas nekimus, snekius Busya- | 0.5
anmapaTHON 3alluTh HHPOPMAITHH

TU3anus
CrannapTel 0€301aCHOCTH Jlexims JIEKIMS BU3YyaTU3aLHs 0.5
3amMIneHHas  aBTOMATU3MPOBaH- | Jlekuus JICKIUS BU3YaTH3aLIHs 0.5
Has CuctTemMa
Hecrabunusupyroree Bo3zel- | Jlexuus JICKITHS BU3YaJIU3aIlUs 0.5
CTBHE HA OOBEKTEI 3alIUTHI
[TpuHMnbl IporpaMMHo-anmnapar- | Jlekius JICKITHS BU3YaJIU3aLUs 0.5
HOW 3aIIuTHl UHPOPMALMU OT He-
CAaHKIIMOHUPOBAHHOT'O JOCTYIIA
OCHOBBI 3alllUTHl aBTOHOMHBIX aB- | JIekiims JIEKIIUS BU3YyalU3alys 0.5
TOMATU3UPOBAHHBIX CUCTEM
3ammTa MporpamMmm OT M3y4eHHs Jlekuus JICKITHS BU3YaJIU3aIlUs 0.5
Bpenonocnoe mporpammuoe obec- | Jlekuus TICKITUST BU3YaJTH3AIIHS 0.5
IICYCHHUC
3amuTa mporpamMM M JIaHHBIX OT | JIeKuust JIEKLMS BU3YyaIU3aLHs 0.5
HCCAHKIIMOHUPOBAHHOT'O KOIIHMPO-
BaHUA
3amura MHQOpMaUMK HA MalMH- | Jleknus JEKIMS BU3YyaTU3aLHs 0.5
HBIX HOCUTCIIAX
AnmapatHele cpeacTBa MACHTHOH- | JIekius TICKITUST BU3YaJTH3AITHS 0.5
Kalunu u aYT6HTI/I(1)I/IKaI_II/II/I I10JIB30-
BaTesei
Cuctembl OOHapyxeHus artak Hu | JIekuus TIEKIMS BU3YyaIU3aIIHs 0.5
BTOPKCHUU
3amuTa nHdopmanuu B 0asax aaH- | Jlekims JICKITHS BU3YaJIU3aIUs 0.5
HBIX
OCHOBBI  IOCTpOEHMs  3allUILEH- | Jlekius TIEKIMS BU3YyaIH3aIIHs 0.5
HBIX JJOKAJIbHBIX CETCU
Cpencrsa opranusanuu VPN Jlexmms TICKITUST BU3YaJTH3AIIHS 0.5
Obecrieuenne Ge3omacHOCTH Mex- | JIekius JICKITHS BU3YaJIN3aIUs 0.5
CCTCBOI'O BBaHMOHCﬁCTBHH (B CETAX
00111ero JocTymna)
HopmaTusHO-nIpaBoBbIE aktel, | Jla0.3aH PaboTa B MajibIX rpymmax, METoJ 0,3
CTaHNapTHl MO 3amuTte uHpOpMa- IPOEKTOB
LAA  [POrpaMMHO-aIIapaTHbIMU
CpejcTBaMu
Unentupukanus u ayrentudpuka- | Jlab.3aH PaboTa B MajibIX rpymmax, METO] 0,3
LU TOJB30BaTelIeH IPOEKTOB
Pasrpanudenue gocryma. Jla6.3an PaboTa B MajibIX rpymnmnax, METoJ 0,3

MIPOCKTOB




Peructpanust coObITHIA Jla6.3an Pabota B ManbIx Tpymmnax, METOA 0,3
MIPOEKTOB

3amura (aiisios Jla6.3an Pabora B MajbIx TpyImmnax, METOA 0,3
MIPOEKTOB

Osnakomienue ¢ cospeMeHHbIMM | JIa0.3aH Pabora B MajbIx TpyIimax, METOA 0,3

MPOrPaMMHBIMH U MPOrPaMMHO- IPOEKTOB

armnapaTHbIMHA cpeacrBaMmu 3a-

muThl 0T HCJL

[Ipumenenus: cpencts uccnenosa- | Jlab.3an Paborta B MasbIx TpyImmnax, METOA 0,3

Hus peectpa OC i HAXOXKICHUS IPOEKTOB

CJICI0B AKTHUBHOCTHU BPE€IOHOCHOI'O

110

3amura nHpoOpMamMu OT HecaHk- | Jlab.3aH Pabora B MasbIx TpyImimax, METOA 0,3

LIMOHUPOBAHHOTO KOMTUPOBAHUS IPOEKTOB

3amuTHbIe MeXaHu3Mbl B npuio- | JIaG.3aH Pabora B MajbIx TpyImmnax, METOA 0,3

»xeamsax Office IPOEKTOB

[Tpumenenune cpencrTsa BoccTaHoB- | JIa6.3aH Pabota B ManibIx TpyImmax, METOA 0,3

JIEHUS OCTaTOYHOW WH(OpMAIIH IPOEKTOB

Ha npumepe Foremost mwin ananora

[Ipumenenue  cnenmanusuposan- | Jla6.3anH Pabota B MasibIx TpyImimax, METOA 0,3

HOTO MPOTPaMMHO CpeACTBa s IPOEKTOB

BOCCTAHOBJICHHUS YyJAJCHHBIX (aii-

JIOB

[Tpumenenne mporpamm s 6e3- | JIaG.3aH Pabota B ManbIx TpyImmax, METOA 0,3

BO3BPATHOI'O YAAJICHUS JaHHBIX IPOEKTOB

[Tporpammer s mudposanus | Jlab.3aH Pabota B ManibIx TpyImmax, METOA 0,3

JJAHHBIX HA ChEeMHBIX HOCHTEIISX IIPOCKTOB

Mopenuposanue nposenenusd | JIa0.3an Pabota B ManbIx TpyImmax, METOA 0,3

ataku. M3ydyeHue MHCTpyMEHTab- [IPOEKTOB

HBIX CPEJCTB OOHAPYKEHUS BTOP-

JKEHUU

Nzyuenne wmexanusmoB 3amuthl | JIab.3aH PaboTa B MajibIX rpymmnax, METoJ 0,3

CYbI IIPOEKTOB

N3yyeHne mTaTHbIX CcpeacTB 3a- | JIab.3aH PaboTa B MajibIX rpymnmax, METoJ 0,3

mutel CYBJ] MSSQL Server IPOEKTOB

VPN JIab.3aH Pabora B ManbIxX rpymnmnax, MeTOx 0,3
MIPOCKTOB

Wsyyenne u cpaBHenue apxutek- | Jlab.3aH Pabora B ManbIx Ipymnmax, METOA 0,3

TYp Dual Homed Host, Bastion MIPOEKTOB

Host, Perimetr

Wzydenne pazmuusabix croco6oB | JIa0.3aH PabGoTa B ManbIx rpyrmmax, METO/ 0,3

3aKpBITUA "OMACHBIX" TTIOPTOB IPOEKTOB

Uroro: 14
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